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Abstract

This thesis investigates the challenges and potential solutions associated with hybrid
Visible Light Communication (VLC) and Radio Frequency (RF) systems for indoor
network environments. The rapid development of VLC technology, characterized by
its high data rates, energy efficiency, and inherent security features, offers promis-
ing opportunities to complement RF networks in providing seamless connectivity
and improved performance. However, integrating VLC and RF technologies effec-
tively requires addressing a range of research and engineering challenges, including
network coexistence, handover mechanisms, resource allocation, localization, and
standardization.

We begin by conducting a comprehensive literature review encompassing exist-
ing research, technologies, and solutions related to hybrid VLC/RF architectures,
handover management, indoor localization techniques, and the challenges faced by
these systems. This background provides a solid foundation for understanding the
current state-of-the-art and identifying research gaps in the field of hybrid VLC/RF
networks.

Next, we propose a novel hybrid network architecture that integrates VLC and
RF communication systems to enhance their strengths while mitigating their weak-
nesses. We discuss various types of hybrid VLC/RF architectures found in the lit-
erature and present our proposed design, which addresses the identified challenges
through innovative strategies and mechanisms.

To improve system performance in our hybrid system, we develop an enhanced
priority feedback channel that optimizes the traffic priority based on user prefer-
ences and network conditions. This approach minimizes service disruptions, reduces

latency, and maintains user Quality of Experience (QoE).
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Furthermore, we introduce a novel intelligent management system architecture
tailored for hybrid VLC/RF networks. This system employs advanced algorithms
and techniques to optimize resource allocation, load balancing, localization, and
handover management, ensuring efficient operation and seamless connectivity.

We evaluate the performance of our proposed solutions through extensive simula-
tions and testbed experiments, considering different network scenarios and metrics.
The results demonstrate significant improvements in terms of data rate, latency,
handover success rate, and localization accuracy, validating the effectiveness of our
proposed architecture and management system.

Lastly, we explore several real-world applications and case studies of our in-
telligent management system in various indoor environments, such as retail stores,
offices, and hospitals. These examples illustrate the practical benefits of our solution
in enhancing customer experiences, optimizing operational efficiency, facilitating tar-
geted marketing, and improving energy management.

In conclusion, this thesis contributes to the advancement of hybrid VLC/RF net-
works by proposing an innovative architecture and intelligent management system
that address the key challenges faced by these systems in indoor environments. The
findings and solutions presented in this work provided the backbone for the future
research and development efforts aimed at fully harnessing the potential of VL.C

technology in combination with RF networks.
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Chapter 1
Introduction

In recent years, there has been a tremendous increase in capacity demand for wireless
networks. This growth can be largely attributed to the widespread proliferation of
portable user devices and smart objects that require Internet connectivity. A recent
Cisco report suggests that mobile data traffic will account for approximately 71%
of total Internet protocol traffic by 2022, with over 80% of this mobile data traffic
generated within indoor spaces [1]. The mounting demand for capacity, particularly
in indoor scenarios, strains traditional RF-based technologies. As such, the devel-
opment of advanced spectrum sharing solutions and innovative spectrum portions,
including millimeter waves (mmWave) and Visible Light Communications (VLCs),
have emerged as potential solutions.

Of these emerging technologies, VL.C stands out as an especially promising al-
ternative to complement the traditional radio frequency [2, [3]. In the design of
next-generation 6G systems, it is explicitly considered due to its high bandwidth
capabilities, immunity to interference from electromagnetic sources, and vast poten-
tial for spatial reuse [4, 5|. However, addressing the challenges posed by short-range
wireless communication technology is critical for developing networks that can pro-
vide enhanced indoor services in the future [6, 7, [8]. Additionally, experts predict an
imminent spectrum shortage due to the rapidly expanding wireless communications
requirements. Consequently, either efficient communication protocols or alternative
transmission resources must be developed to address the scarcity of radio frequency

resources.
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CHAPTER 1. INTRODUCTION

While spectrum sharing has been proposed to mitigate these issues [9, [10], legal
complications and the fundamental problem of limited spectrum resources remain
substantial hurdles. To overcome these challenges, further exploration of alternative
spectrums for future communication networks is imperative. VL.C has been designed
to augment current communication networks in collaboration with 6G, ultimately
enhancing users’ quality of service.

The increasing adoption of VLC communications can also be attributed to the
widespread use of Light-Emitting-Diodes (LEDs) for illumination purposes. LED
lights boast several advantages over traditional incandescent lamps, such as a 75%
reduction in power consumption and a 2500% increase in lifespan [11]. From 2020
to 2027, the market share of LED lighting is expected to grow at an annual rate
of 13.4%. Exploiting LEDs deployed for illumination to modulate light signals and
transmit data presents an intriguing opportunity.

However, designing an integrated infrastructure for both illumination and data
distribution necessitates addressing several challenges. The limited coverage area
of VLC links facilitates high-density spatial reuse but complicates node mobility
management. Another issue arises from the difficulty of supporting uplink channels,
as the light emitted for illumination purposes represents a high-power interference
source for uplink signals. To circumvent this challenge, uplink channels can be
implemented using different spectrum portions, including infrared signals [12] or RF
signals [13].

This thesis seeks to provide a comprehensive analysis of hybrid VLC/RF sys-
tems as potential solutions to the aforementioned challenges associated with capac-
ity demand and spectrum limitations in wireless networks. We begin by offering
an overview of the present state of wireless networking, followed by a detailed dis-
cussion on the emergence and evolution of VLC technology as a viable alternative
to RF-based systems. Additionally, we investigate the integration of VLC into
next-generation networks, focusing on addressing the challenges related to coverage,
uplink transmission, and spectrum shortages. Finally, we propose novel solutions
based on hybrid VLC/RF systems and evaluate their potential impact on enhancing

the performance and efficiency of indoor wireless networks
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CHAPTER 1. INTRODUCTION

1.1 Background of VLC technology

VLC is an optical wireless communication technology that uses Light Emitting
Diodes (LEDs) as both sources of illumination and data transmission. The widespread
adoption of energy-efficient LED lighting presents an excellent opportunity for im-
plementing VLC in indoor network environments. LEDs offer numerous advantages
over traditional incandescent and fluorescent lamps, including lower power consump-
tion, longer lifespan, and reduced environmental impact [14, |15]. These features
render LEDs an ideal candidate for supporting VLC in indoor networks.

The use of VLC for indoor networking has several benefits over conventional

RF-based technologies:

1. High bandwidth: The visible light spectrum offers a vast unregulated band-
width, ranging from 400 THz to 800 THz, allowing for high-speed data trans-

mission without the need for licensing or regulation.

2. Immunity to electromagnetic interference: VLC systems do not experi-
ence interference from RF sources such as WiFi, cellular networks, and elec-
tronic devices. This immunity to interference ensures reliable communication

even in congested areas with multiple active devices.

3. Spatial reuse: The limited propagation of visible light allows for high-density
spatial reuse, enabling multiple simultaneous users without significant inter-

ference, thereby increasing the overall network capacity.

4. Energy efficiency: VLC systems can piggyback on existing LED lighting
infrastructure, resulting in minimal additional energy consumption for com-

munication purposes.

5. Enhanced security: Since visible light does not penetrate walls or opaque
materials, VLC systems provide inherent security against eavesdropping, en-

suring secure communication within confined indoor spaces.

However, there are also certain challenges associated with using VLC for indoor

network environments|16, 17]:
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CHAPTER 1. INTRODUCTION

1. Line-of-Sight (LoS) requirement: VLC systems typically depend on di-
rect LOS between transmitters and receivers, restricting communication when

there is no clear path between devices.

2. Limited range: The range of VLC systems is often limited by the opti-
cal power of the LED transmitters and the sensitivity of the photodetector

receivers.

3. Mobility management: The limited coverage area of VLC links makes node
mobility management more complex, requiring efficient handover mechanisms

and seamless integration with other technologies.

4. Uplink channel support: Establishing uplink channels in VLC systems is
challenging due to the high-power interference caused by illumination pur-
poses. Solutions include exploiting different spectrum portions, such as in-

frared signals or RF signals, for uplink transmissions.

Considering these challenges and benefits, this thesis aims to investigate the po-
tential of VLC for improving indoor network environments. We provide an overview
of the fundamental concepts and principles underlying VL.C technology, followed by
an in-depth analysis of its strengths and weaknesses. We address the challenges
associated with deploying VLC systems in hybrid systems in indoor environments,
focusing on issues such as handover, mobility management, coverage, and uplink

channel support.

1.2 Motivation for Research in Indoor Network

Environments

In today’s digitally connected world, the demand for seamless and high-speed data
transmission, as well as reliable connectivity within indoor environments, has in-
creased tremendously. These environments, such as shopping malls, offices, hospi-
tals, residential buildings, educational institutions, and transportation hubs, repre-
sent a significant portion of people’s daily experiences, making robust communica-

tion networks essential to cater to various applications like multimedia streaming,
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CHAPTER 1. INTRODUCTION

real-time location-based services, smart automation, Internet of Things (IoT) de-
vices, and public safety.
There are several reasons why conducting research on indoor network environ-

ments is of vital importance:

1. Increasing Device Connectivity: The rapid expansion of IoT and smart
devices has led to an ever-growing number of connected gadgets in indoor
spaces. This surge in device connectivity demands more efficient networking
solutions that can handle high-traffic loads, minimize latency, optimize energy
consumption, and provide seamless connectivity. By studying indoor network
environments, researchers contribute to the development of adaptive and scal-

able wireless technologies that address these challenges.

2. Complex Environment: Indoor environments often pose unique challenges
due to building materials, diverse layouts, and obstructions that can impact
signal strength and quality. Additionally, users constantly move within these
spaces, necessitating effective handover techniques, localization strategies, and
interference management to ensure uninterrupted connectivity. Investigating
these complexities helps researchers develop advanced mechanisms and algo-

rithms that are tailored to indoor spaces and their specific requirements.

3. User Experience: Enhancing user experience is crucial in various settings
such as retail, hospitality, healthcare, education, and transportation, where
tailored experiences and personalized services are key aspects. By optimizing
indoor networks, researchers contribute to improved location-based services,
faster response times, targeted marketing, and ultimately, better user satisfac-
tion. In-depth research into indoor networking techniques leads to innovations
that benefit both businesses and end-users, adding value to everyday experi-

ences in different settings.

4. Security and Privacy: The increase in connected devices, localization ser-
vices, and data transmission within indoor environments raises concerns about
security and privacy. Research in this area ensures secure communication chan-
nels, robust authentication mechanisms, encryption techniques, and privacy-

preserving approaches to safeguard personal information, prevent unautho-
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CHAPTER 1. INTRODUCTION

rized access, and maintain trust in digital systems. Understanding the security
and privacy implications related to indoor networking drives the development

of safer and more resilient technologies.

. Spectrum Congestion and Interference: Traditional RF technologies,
such as WiFi and Bluetooth, face spectrum congestion, interference issues,
and limited bandwidth due to their widespread use. Exploring alternative
or complementary wireless technologies, such as VLC, millimeter-wave, LiFi,
or even bG and beyond, can alleviate these problems and provide additional
benefits like higher data rates, reduced interference, enhanced security, and
accurate localization. Research aimed at integrating multiple communication
technologies gives rise to novel hybrid network architectures that leverage each

technology’s strengths while mitigating its weaknesses.

. Energy Efficiency and Sustainability: As energy consumption becomes an
increasingly important concern, focusing on energy-efficient indoor networking
solutions is paramount. Research in indoor network environments explores
how to optimize power usage and minimize carbon footprints by integrating
energy-efficient technologies, such as LED lighting for VLC, and developing
smart algorithms that intelligently manage network resources. Sustainable
networking solutions contribute to a greener future and reduce operational

costs for businesses and users.

Considering the significance of indoor network environments and the challenges

presented by traditional RF systems, it is essential to investigate alternative, com-

plementary, and hybrid networking solutions that combine multiple communication

technologies’ strengths and overcome their individual limitations|18]|. This thesis

aims to explore advances in indoor networking, including hybrid VLC/RF systems,

to address design challenges, improve priority feedback channels, develop intelligent

management systems, and apply the proposed solutions to real-world scenarios. By

doing so, this research will contribute to the development of efficient, secure, and

sustainable indoor networking solutions, providing enhanced performance, security,

and user experiences across various settings.
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CHAPTER 1. INTRODUCTION

1.3 Handover Management in Heterogeneous Net-

works for Indoor Environments

Heterogeneous networks, consisting of various wireless communication technologies,
offer great potential in addressing the challenges associated with indoor environ-
ments. However, to ensure seamless connectivity and optimal user experience, ef-
ficient handover management is crucial. This section delves into the importance
of handover in heterogeneous networks, existing techniques, and proposed solutions

specifically tailored for indoor scenarios.

1.3.1 Importance of Handover Management in Heteroge-

neous Networks

In heterogeneous networks, users often switch between different access points or net-
work technologies as they move within indoor spaces. This transition process, known
as handover, requires efficient management to maintain uninterrupted communica-
tion and avoid service degradation. Key factors that make handover management

essential in heterogeneous networks for indoor environments include:

1. User Mobility: Users frequently move around indoor spaces, causing changes
in signal strength and quality. Efficient handover mechanisms should ensure
smooth transitions between access points or technologies while minimizing

service disruption.

2. Network Load Balancing: In high-density areas, balancing user traffic
across available resources is critical to optimizing network performance. Han-
dover decisions should consider factors such as network load and capacity to

distribute users effectively.

3. Quality of Service (QoS) Maintenance: Ensuring consistent QoS levels
during handovers is vital, particularly for real-time applications like voice calls
or video streaming. Handover mechanisms should minimize delays, packet loss,

and service degradation.
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4. Energy Efficiency: Battery-powered devices benefit from energy-aware han-
dover strategies that prolong device lifetime by selecting the most energy-

efficient network options available.

5. Seamless Integration: The integration of multiple wireless technologies ne-
cessitates standardized protocols and interfaces for seamless interoperation

during handovers.

1.3.2 Existing Techniques for Handover Management

Various techniques have been proposed to optimize handover management in het-

erogeneous networks, including;:

1. Received Signal Strength Indicator (RSSI)-based Handover: The
most common approach relies on comparing the received signal strength from
different access points or technologies. When the signal drops below a cer-
tain threshold or a stronger signal from another source becomes available, the

handover process is initiated.

2. Velocity-based Handover: These techniques use user velocity information
to predict future signal conditions and initiate a handover proactively, reducing

service interruption for fast-moving users.

3. Load-based Handover: This approach considers network load and capacity
when making handover decisions, aiming to balance user distribution across

available resources for improved overall network performance.

4. QoS-aware Handover: Focusing on maintaining a consistent QoS level,
these techniques prioritize connections that best meet specific application re-

quirements, such as latency, bandwidth, or packet loss rate.

5. Context-aware Handover: These methods utilize contextual information,
such as user preferences, device capabilities, or environmental factors, to make

informed handover decisions and enhance user experience.
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1.3.3 Proposed Handover Solutions for Indoor Heteroge-

neous Networks

This thesis aims to develop advanced handover management techniques explicitly
designed for indoor environments with hybrid VLC/RF systems and other emerging
communication technologies. Proposed solutions will address the unique challenges
of indoor spaces, such as complex layouts, and diverse user mobility patterns, as
well as consider security, privacy, and energy efficiency aspects.

Key components of the proposed handover solutions include:

1. Developing machine learning-based algorithms that model user mobility pat-
terns and predict future movement trajectories, enabling proactive handover

decisions that minimize service disruption.

2. Integrating network load, signal strength, and QoS parameters to create a
comprehensive decision-making framework that dynamically adapts to chang-

ing indoor network conditions.

3. Proposed designing energy-aware handover strategies that consider both device
battery life and network power consumption, ensuring sustainable connectivity

solutions for indoor environments.

4. Incorporating security and privacy factors into handover decisions, prioritizing
secure communication channels, and preserving user privacy throughout the

handover process.

5. Evaluating the effectiveness of the proposed priority traffic flow and handover
solutions through simulations and real-world experiments, respectively, vali-
dating their ability to improve network performance, user satisfaction, and

resource utilization in indoor heterogeneous networks.

By developing advanced handover management techniques tailored to indoor
environments, this research contributes to enhancing the overall performance, user
experience, and sustainability of hybrid VLC/RF systems and other emerging indoor

communication technologies.
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1.4 Objectives and Scope of the Thesis

This thesis aims to investigate advanced networking solutions for indoor environ-
ments, specifically exploring alternative, complementary, and hybrid communication
technologies that address the challenges associated with traditional RF systems. The
objectives and scope encompass a detailed analysis of the state-of-the-art in indoor
wireless networking technologies, focusing on their strengths, limitations, and po-
tential use cases. Further, this research delves into handover management and user

mobility, which are integral components of efficient indoor wireless networks.

1.4.1 Research Objectives

The specific objectives of this thesis include analyzing the challenges and require-
ments presented by diverse indoor environments, taking into consideration factors
such as user mobility patterns, energy efficiency, security, and privacy concerns.
The research aims to design and evaluate novel hybrid network architectures that
combine the advantages of multiple wireless communication technologies (e.g., VL-
C/RF), ensuring seamless connectivity, enhanced performance, and efficient resource
management. Furthermore, it seeks to develop intelligent algorithms and techniques
for optimizing handover processes, interference mitigation, and localization accuracy
within indoor network environments. The thesis also proposes optimized mecha-
nisms to solve bottleneck issues in common uplink WiFi channels in hybrid systems
for indoor networking systems.

In addition, the research investigates robust security and privacy-preserving mea-
sures that safeguard user data, ensure secure communication channels, and maintain
trust in indoor networking systems. It assesses the energy efficiency of various net-
working solutions and explores methods to minimize power consumption and carbon
footprint, contributing to sustainable indoor environments. Lastly, the thesis focuses
on validating the proposed networking solutions through simulations and real-world
experimentations, demonstrating their effectiveness in addressing the identified chal-

lenges and improving overall indoor network performance.
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1.4.2 Scope of the Thesis

The scope of this thesis encompasses the following key aspects:

1. A comprehensive survey and comparative analysis of existing and emerging in-
door wireless communication technologies, with a focus on alternative solutions
such as VLC and Light Fidelity (LiFi), providing a detailed understanding of

their features, advantages, and limitations.

2. The development of a future-proof architecture for heterogeneous indoor net-
works that is adaptable to system changes and mitigates the disadvantages of
previous architectures, enabling seamless integration of various communication

technologies.

3. An in-depth exploration of handover management techniques in heterogeneous
indoor networks, emphasizing the creation of advanced algorithms that ensure
smooth transitions between access points or network technologies, thus en-

hancing user experience.

4. Extensive simulation work in NS3 to demonstrate the effectiveness of our pro-
posed algorithm in preventing bottleneck issues in hybrid networks, leading to

a significant improvement in overall system performance.

5. The implementation and evaluation of a hybrid system testbed, employing
various techniques to minimize the impact of handover procedures and enhance
user experience in hybrid systems. Both Fuzzy logic and Machine Learning

(ML) show promising results across different testing scenarios.

6. Empirical validation of the proposed networking solutions through a combina-
tion of simulation studies and experimental testbeds, offering valuable insights
into their real-world feasibility, effectiveness, and potential influence on the de-

velopment of future applications.

By pursuing these objectives and scope, this thesis contributes to advancing
the field of indoor networking, ultimately leading to more efficient, secure, and

sustainable communication systems for various indoor environments.
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Chapter 2

Hybrid network architecture VLC
and RF

This chapter delves into the concept of hybrid VLC/RF network architectures, which
combine the advantages of both Visible Light Communication and Radio Frequency
technologies to address the limitations inherent in each system. We provide a
comprehensive understanding of hybrid networks, focusing on various integration
strategies, resource allocation methods, handover mechanisms, and indoor estima-
tion movement techniques. Our aim is to lay the groundwork for the development of
innovative solutions that leverage the synergies between these communication tech-
nologies and present our proposed novel hybrid network architecture, designed to
tackle the challenges associated with existing systems and optimize overall perfor-

mance for indoor environments.

2.1 Related Work

In this section, we aim to provide a comprehensive overview of the current state-of-
the-art in the field, as well as to identify research gaps that our proposed architecture
seeks to address.

Several studies have explored different approaches for integrating VLC and RF
networks to create hybrid systems designed for indoor environments. While some

researchers have focused on parallel structures, where VLC and RF operate inde-
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pendently [19, 20], others have investigated more tightly coupled solutions, such
as complementary, cooperative, or interworking structures 21}, [22]. These works
highlight the trade-offs between various architectural choices regarding complexity,
performance, and implementation challenges.

Resource allocation and load balancing are critical aspects of hybrid VLC/RF
network performance. Several studies have proposed algorithms and optimization
techniques to distribute resources effectively among users while maintaining network
stability and fairness 23| 24, 25]. Joint channel assignment, power control, and
adaptive modulation schemes have been explored to optimize network capacity and
energy efficiency in hybrid systems [26], 27 28].

Handover management is a pivotal challenge in hybrid VLC/RF systems, en-
suring seamless connectivity and minimal service disruption as users move within
the coverage area. Researchers have developed various handover strategies and al-
gorithms tailored to hybrid network requirements, including soft handover, context-
aware handover, and make-before-break handover. These efforts aim to minimize
latency, maintain user Quality of Experience, and reduce network overhead during
the handover process. Accurate indoor localization and user mobility are essential for
many applications in hybrid VLC/RF networks, such as navigation, asset tracking,
or context-aware services. Several studies have investigated localization algorithms
and techniques leveraging the complementary strengths of VLC and RF technolo-
gies, including fingerprinting, trilateration, and angle-of-arrival methods [29, 30].
The goal is to improve positioning accuracy, minimize localization errors, estimate
movement direction, and reduce implementation complexity.

As hybrid VLC/RF systems gain traction, standardization becomes increasingly
important to ensure interoperability and compatibility across different devices and
vendors. Some standardization bodies, such as IEEE [31], have initiated efforts to
define common protocols, interfaces, and functional specifications for hybrid VL-
C/RF networks. These initiatives seek to promote seamless integration and foster
further innovation in the field.

In summary, the related work provides valuable insights into the challenges and
opportunities associated with hybrid VLC/RF networks, laying the foundation for
our proposed novel hybrid network architecture. In the next sections, we will present

our innovative design, which addresses the identified issues and aims to provide an
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Hyrbid VLC/RF System
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Figure 2.1: Different types of hybrid VLC/RF structures

efficient solution for indoor communication and localization applications.

2.2 Type of Hybrid VLC/RF Architecture

The integration of VLC with RF communication systems leads to the development
of various hybrid VLC/RF architectures, each with unique design considerations
and objectives similar in Figure 2.1 In this section, we provide an overview of
different types of hybrid VLC/RF architectures, focusing on their characteristics,

advantages, and limitations.

2.2.1 Parallel

In the parallel structure, VLC and RF communication systems coexist within the
same environment without direct interaction or coordination. Both networks func-
tion independently, each with its own set of infrastructure, protocols, and devices.
Users can seamlessly switch between the two networks based on various factors such
as signal strength, data rate requirements, network load conditions, or system avail-
ability . The following sections provide a more detailed description of this

architecture, along with its pros and cons.
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Detailed Description

In a parallel structure, the VLC and RF systems are deployed alongside one an-
other, providing complementary services to users. Each system operates using its
respective communication medium — VLC leveraging visible light spectrum while
RF relies on radio waves. As a result, both networks can offer redundant commu-
nication channels, allowing users to select the most appropriate option based on
their specific needs and preferences at any given moment. The process of switching
between the VLC and RF networks usually happens automatically, facilitated by
user devices that are capable of accessing both communication modes. These de-
vices continuously monitor the quality of the available networks and make decisions

about when to switch for optimal performance.

Table 2.1: Pros and Cons of Parallel structure

Pros

1 | Easy deployment: One advantage of the parallel structure is that it re-
quires minimal modifications to existing infrastructures. Since the VLC and
RF systems operate independently, there is no need for complex integration

procedures or extensive modifications to either technology.

2 | Flexibility: Parallel structure provides flexibility in terms of connectivity
options, giving users the choice to use either VLC or RF networks depending
on their specific requirements and the prevailing network conditions. This
ensures that users can always access the best-available network for their

needs.

3 | Redundancy: By offering two separate communication channels, the par-
allel structure enhances overall system reliability and resilience. In case of

failures or disruptions in one network, users can still connect through the

other, ensuring continuous communication.

Cons

Continued on next page
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Table 2.1 — continued from previous page

Cons

1 | Inefficient resource utilization: The main drawback of the parallel struc-
ture is that it may lead to inefficient resource utilization, as both VLC and
RF networks operate without coordinating their actions. This lack of coor-
dination can result in duplicated efforts and increased energy consumption,
which could be minimized if the networks were integrated and managed

collaboratively.

2 | Limitations in network optimization: Since the VLC and RF systems
operate independently in the parallel structure, opportunities for joint net-
work optimization are limited. This could prevent organizations from max-

imizing the benefits of each technology and hinder the development of inno-

vative solutions that leverage the unique strengths of both systems.

The table presents the pros and cons of a parallel structure, which is a
network architecture where VLC and RF systems operate independently. The pros
include easy deployment, flexibility, and redundancy. Easy deployment is a result
of minimal modifications needed to existing infrastructures, as there is no need for
complex integration procedures. Flexibility is achieved by providing users with the
choice to use either VLC or RF networks based on their requirements and network
conditions. Redundancy is offered by having two separate communication channels,
enhancing overall system reliability and resilience.

On the other hand, the cons consist of inefficient resource utilization and limi-
tations in network optimization. Inefficient resource utilization occurs due to a lack
of coordination between VLC and RF networks, leading to duplicated efforts and
increased energy consumption. Limitations in network optimization arise because
independent operation of VLC and RF systems hinders joint optimization opportu-
nities, preventing organizations from maximizing the benefits of each technology.

In summary, while the parallel structure offers easy deployment and flexibility
by allowing VL.C and RF networks to coexist, it also has some drawbacks, including
inefficient resource utilization. However, it still serves as a practical approach for
organizations looking to explore the potential of hybrid VLC/RF communication

systems without investing heavily in integration and coordination efforts.
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2.2.2 Complementary

In the complementary structure, VLC and RF communication systems are designed
to work together, leveraging the strengths of one technology to compensate for the
weaknesses of the other. This approach aims to optimize overall system performance
by utilizing each technology in scenarios where it performs best. For example, high-
bandwidth data transmission can be offloaded to the VLC network within its limited
coverage area, while RF technologies such as WiFi or LTE provide wider coverage
and mobility support |21, [22]. The following sections further explore the detailed

description of this architecture, along with its pros and cons.

Detailed Description

The complementary structure focuses on intelligently combining the capabilities of
both VLC and RF systems to maximize their respective advantages. In this setup,
devices can transparently switch between the two networks based on factors like
signal quality, data rate requirements, or user preferences. A sophisticated handover
management system is required to facilitate seamless transitions without disrupting
ongoing communications.

Effective resource allocation mechanisms also play a crucial role in determining
which technology should be employed for specific tasks at any given time. These
mechanisms can consider factors such as network conditions, device capabilities,
and application demands to make informed decisions that optimize overall system

performance.

Table 2.2: Pros and Cons of Complementary structure

Pros

1 | Enhanced network efficiency: By leveraging the strengths of both VLC
and RF technologies, the complementary structure enables improved net-

work efficiency and performance, as each technology can be used in scenarios

where it performs optimally.

Continued on next page
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Table 2.2 — continued from previous page

Pros

2 | Seamless connectivity: With proper handover management and resource
allocation mechanisms in place, this architecture provides seamless connec-
tivity to users, ensuring uninterrupted communication even when transition-

ing between different networks.

3 | Flow control: The complementary structure allows for dynamic flow con-
trol between VLC and RF networks, helping to reduce congestion and im-
prove overall network performance for high-priority services, especially dur-

ing periods of high demand.

Cons

1 | Complex handover management: Implementing a complementary
structure necessitates sophisticated handover management systems capa-
ble of seamlessly transferring ongoing communications between VLC and
RF networks. Developing and maintaining these systems can be challenging

and resource-intensive.

2 | Advanced resource allocation mechanisms: Ensuring optimal perfor-
mance in a complementary structure requires the development of advanced
resource allocation mechanisms that can intelligently allocate tasks to either
VLC or RF networks based on various factors. This adds complexity to the

system design, implementation, and maintenance processes.

3 | Potential compatibility issues: Devices operating within a complemen-
tary structure must be equipped to handle both VLC and RF communica-
tion modes and switch between them as needed. This may result in higher
manufacturing costs and potential compatibility issues across different de-

vices.

The table provided outlines the pros and cons of a Complementary network
architecture, which combines the strengths of VLC and RF technologies. The pros
of this architecture include enhanced network efficiency, seamless connectivity, and
dynamic load balancing. By utilizing both VLC and RF technologies, the network
can achieve improved efficiency and performance in various scenarios. Seamless con-

nectivity is ensured through proper handover management and resource allocation
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mechanisms, providing users with uninterrupted communication. Additionally, dy-
namic load balancing between VLC and RF networks helps reduce congestion and
improve overall network performance during high-demand periods.

On the other hand, the cons of a complementary structure involve complex han-
dover management, advanced resource allocation mechanisms, and potential com-
patibility issues. Implementing this architecture requires sophisticated handover
systems that can seamlessly transfer communications between VLC and RF net-
works, which can be challenging and resource-intensive. Moreover, achieving optimal
performance necessitates the development of advanced resource allocation mecha-
nisms, adding complexity to the system design, implementation, and maintenance
processes. Lastly, devices operating within this architecture must be capable of
handling both VLC and RF communication modes, potentially resulting in higher
manufacturing costs and compatibility issues across different devices.

In summary, a Complementary network architecture offers the potential for im-
proved network performance by leveraging the strengths of both VLC and RF tech-
nologies. However, it also introduces complexity and potential compatibility chal-
lenges that must be addressed during the design, implementation, and maintenance

stages.

2.2.3 Cooperative

In the cooperative structure, VLC and RF communication systems work together
actively to optimize network performance through resource sharing, information ex-
change, and joint decision-making. This collaboration enables improved network
capacity utilization, interference mitigation, and load balancing [32]. However, im-
plementing a cooperative structure requires complex coordination algorithms and
protocols. The following sections delve into a more detailed description of this ar-

chitecture, along with its pros and cons.

Detailed Description

cooperative structure focuses on integrating VLC and RF networks in such a way
that they operate as a single unified system. This integration allows the networks

to communicate and collaborate in real-time, improving overall performance and
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making the best use of available resources. Some examples of cooperative struc-
tures include joint channel assignment, load-aware resource allocation, and adaptive
handover policies.

Joint channel assignment involves coordinating the use of channels between VLC
and RF systems, allocating them based on factors such as interference levels, user
demand, or other network conditions. Load-aware resource allocation dynamically
balances the load between the two networks, helping to ensure efficient usage of both
VLC and RF resources. Adaptive handover policies facilitate seamless transitions
between the networks by considering various factors such as signal quality, user

mobility, and network congestion.

Table 2.3: Pros and Cons of Cooperative structure

Pros

1 | Optimal network performance: The cooperative structure offers opti-
mal network performance by leveraging the strengths of both VLC and RF
technologies, while intelligently managing resources and mitigating interfer-

ence.

2 | Efficient resource utilization: By jointly allocating resources and bal-
ancing loads between the two networks, the cooperative structure ensures
efficient utilization of network capacity, leading to improved performance

and reduced energy consumption.

3 | Adaptive and flexible: The cooperative structure can adapt to changing
network conditions and user requirements, dynamically adjusting settings
and allocations to maintain optimal performance throughout the entire sys-

tem.

Cons

1 | Complex coordination algorithms: Implementing a cooperative struc-
ture requires the development and deployment of complex coordination al-
gorithms and protocols to manage the interactions between VLC and RF

systems. This can be challenging and require significant resources for design,

implementation, and maintenance.

Continued on next page
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Table 2.3 — continued from previous page

Cons

2 | Higher implementation costs: Due to the complexity of cooperative
structures, higher initial implementation costs may be incurred compared
to parallel or complementary structures. These costs can stem from the need
for additional hardware, software, or infrastructure modifications to enable

seamless cooperation between VLC and RF systems.

3 | Potential scalability issues: As the number of devices and users within
a cooperative structure increases, the complexity of managing and coordi-
nating interactions between VLC and RF systems may also rise, potentially

leading to scalability concerns.

In summary, the cooperative structure offers significant advantages in terms of
optimal network performance, efficient resource utilization, and adaptability. How-
ever, it also presents challenges related to the complexity of coordination algorithms,
higher implementation costs, and potential scalability issues. Despite these draw-
backs, the cooperative structure represents a promising approach for organizations
seeking to maximize the benefits of both VLC and RF technologies while maintain-

ing a highly efficient and adaptable communication system.

2.2.4 Interworking

Interworking structure focuses on tightly integrating VLC and RF subsystems at
various layers of the protocol stack, enabling efficient data exchange and processing
across both networks. This approach can lead to enhanced performance, reliability,
and security but may present challenges related to interoperability, standardization,
and system complexity. The interworking structures usually involve cross-layer op-
timization techniques and novel network protocols that enable seamless communi-
cation between VLC and RF components. The following sections provide a more

detailed description of this architecture, along with its pros and cons.
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Detailed Description

In an interworking structure, the VLC and RF systems are designed to closely inter-
act and collaborate across different layers of the communication protocol stack. This
tight integration allows for improved coordination and information sharing between
the two technologies, resulting in more efficient communication overall. Cross-layer
optimization techniques play a crucial role in interworking structures, as they help
break down the traditional layer barriers within the protocol stack. This enables
better resource allocation, data transmission, and management decisions that take
into account the unique characteristics and capabilities of both VLC and RF tech-
nologies. Novel network protocols and algorithms are also developed to facilitate
seamless communication and cooperation between the VLC and RF components,

ensuring high-performance and reliable connectivity across the entire system.

Table 2.4: Pros and Cons of Interworking structure

Pros

1 | Enhanced performance: Interworking structure offers improved perfor-
mance by allowing VL.C and RF technologies to closely collaborate and share
resources, leading to more efficient utilization and better overall system ca-
pabilities.

2 | Reliability and security: The tight integration of VLC and RF subsys-

tems in an interworking structure can enhance system reliability and secu-

rity, as vulnerabilities or issues in one technology can be compensated for
by the strengths of the other.

3 | Flexible and scalable: Interworking structures can adapt to changing
network conditions and user requirements, scaling up or down as needed to

maintain optimal performance and resource usage across the entire system.

Cons

1 | Interoperability challenges: One of the major challenges of implement-
ing an interworking structure is ensuring interoperability between the VLC
and RF subsystems, which may have been developed independently and

based on different standards.

Continued on next page
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Table 2.4 — continued from previous page

Cons

2 | Standardization issues: Due to the tight integration required between
VLC and RF systems, the development and adoption of standardized pro-
tocols and interfaces are essential for the successful implementation of in-
terworking structures. However, reaching consensus on these standards can

be time-consuming and complex.

3 | Increased system complexity: The close collaboration between VLC
and RF subsystems in an interworking structure may lead to increased sys-

tem complexity, making design, implementation, and maintenance processes

more challenging and resource-intensive.

In summary, the interworking structure offers significant benefits in terms of en-
hanced performance, reliability, and security. However, it also presents challenges
related to interoperability, standardization, and system complexity. Despite these
drawbacks, the interworking structure represents a promising approach for organi-
zations looking to harness the full potential of both VLC and RF technologies while
maintaining a high-performance, reliable, and secure communication system.

Each of these hybrid VLC/RF architectures has its own set of merits and draw-
backs, which need to be carefully considered when designing a network solution
tailored to specific application requirements and environmental constraints. In the
following sections, we will discuss the challenges associated with hybrid network
architectures and present our proposed hybrid network design that addresses these
issues.

Table presents a comparison of four different network architectures: Paral-
lel, Complementary, Cooperative, and Interworking. The comparison is based on
various criteria that are essential for evaluating the performance and suitability
of each architecture in different scenarios. The table uses checkmarks to indicate
the presence of a specific feature or advantage in a particular architecture, while
an asterisk (*) denotes drawbacks or challenges associated with that architecture.
The parallel structure is easy to deploy but lacks flexibility. In contrast, the Com-
plementary, Cooperative, and interworking structures offer better performance and

seamless connectivity. The main differences lie in load balancing, coordination com-
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Table 2.5: Comparison of Structures

Criteria ParallelComplementary|Cooperative| Interworking
Easy Deployment v

Flexibility v v v v
Redundancy v v v v
Enhanced Performance v v v
Seamless Connectivity v v v
Dynamic Load Balancing| v'* v v
Resource Utilization v v v
Adaptive and Scalable v
Complex Coordination v v v
Implementation Costs v v
Scalability Issues v v
Interoperability v v v
Standardization Issues vE
System Complexity v

* Indicates drawbacks or challenges in the specific architecture.

plexity, and implementation costs. Both Cooperative and interworking structures
support dynamic load balancing but require complex coordination and have higher
costs. The interworking structure stands out with optimized resource utilization,
adaptability, and scalability but faces challenges in standardization and increased

system complexity.
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2.3 Challenge for Hybrid System VLC and RF

While hybrid VLC/RF systems offer numerous advantages, they also introduce sev-
eral challenges that must be addressed to ensure efficient performance and seamless

connectivity. In this section, we discuss some of the principal challenges associated
with hybrid VLC/RF network architectures.

2.3.1 Network Coexistence

One of the primary challenges in hybrid VLC/RF systems is ensuring effective coex-
istence between VLC and RF subsystems to maintain network stability and prevent
interference. Although these communication technologies operate in different fre-
quency bands, which means that their signals do not interact directly, designing a
system that allows both networks to operate concurrently without causing perfor-
mance degradation remains a non-trivial task. This challenge becomes even more
complex when considering environments where other traditional RF systems already
exist, such as WiFi, Bluetooth, and cellular networks.

Achieving seamless coexistence between VLC and RF networks requires care-
ful consideration of various factors, including proper channel allocation, resource
management, and signal processing techniques. Channel allocation strategies must
take into account the spectrum availability and usage patterns of both VLC and RF
systems to minimize interference and optimize network capacity. Resource manage-
ment mechanisms should be designed to allocate resources dynamically between the
two subsystems based on user requirements, network conditions, and load balancing
objectives. Additionally, advanced signal processing techniques can help mitigate
the effects of interference, multipath propagation, or shadowing, ensuring reliable
and high-quality communication across the hybrid network.

Addressing these coexistence challenges is critical for realizing the full potential of
hybrid VLC/RF systems, as it enables users to harness the complementary strengths
of both communication technologies while providing robust, efficient, and seamless

connectivity in indoor environments.
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2.3.2 Handover Mechanisms

A critical challenge in hybrid VLC/RF systems is the seamless handover process,
which enables users to switch between access points or communication technolo-
gies as they move within the coverage area [33]. The primary goal of handover
mechanisms is to ensure minimal latency, service disruptions, and network overhead
while maintaining user QoE. Developing effective handover algorithms and strategies
demands a complex interplay of several factors, including accurate user location in-
formation, robust estimation of network conditions, and intelligent decision-making
capabilities.

In the context of hybrid VLC/RF networks, designing efficient handover mecha-
nisms becomes even more challenging due to the unique characteristics of each com-
munication technology. For instance, VLC systems are typically sensitive to LOS
constraints, physical obstructions, and mobility limitations, whereas RF systems
exhibit more flexibility and wider coverage. Therefore, handover algorithms should
be tailored to accommodate the specific requirements and constraints of both VLC
and RF systems, ensuring smooth connectivity transitions without compromising
performance.

Moreover, handover mechanisms must address issues such as load balancing, re-
source allocation, and interference management, taking into account the dynamic
nature of indoor environments and user behavior patterns. This may entail lever-
aging machine learning techniques, predictive models, or context-aware algorithms
that can adapt to changing conditions and make informed decisions on when and
how to perform a handover.

By addressing these challenges in handover mechanisms, hybrid VLC/RF sys-
tems can deliver robust, efficient, and seamless connectivity for indoor communica-
tion applications, capitalizing on the complementary strengths of both visible light

and radio frequency technologies.

2.3.3 Resource Allocation and Load Balancing

Efficient resource allocation and load balancing are vital for optimizing network per-
formance in hybrid VLC/RF systems |34} 35]. However, the disparate characteristics

of VLC and RF networks, such as data rate, coverage range, and path loss, pose
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significant challenges in allocating resources effectively among users and balancing
network load. These differences require advanced optimization techniques and al-
gorithms capable of addressing these issues while ensuring fair resource distribution
among all users.

One particular challenge in resource allocation and load balancing within hybrid
VLC/RF systems is achieving a seamless integration between the two communi-
cation technologies to maximize overall network efficiency. This requires the de-
velopment of algorithms that can dynamically adapt resource allocation strategies
based on factors such as user requirements, network conditions, and QoS constraints.
Furthermore, these algorithms must be able to manage multiple objectives simulta-
neously, including maximizing data rates, minimizing latency, and reducing energy
consumption.

Another challenge stems from the need to maintain network stability and fair-
ness among users while accommodating the dynamic nature of indoor environments
and user behavior patterns. This may involve incorporating context-awareness, pre-
dictive models, or machine learning techniques to analyze network parameters and
make informed decisions on resource assignment and load balancing.

By tackling these challenges in resource allocation and load balancing, hybrid
VLC/RF systems can capitalize on the complementary strengths of both visible light
and radio frequency technologies, providing robust, efficient, and high-performing
indoor communication solutions. By intelligently distributing resources and man-
aging network load, these systems can cater to various applications with diverse

requirements, ensuring an optimal user experience.

2.3.4 Localization and User Mobility

Indoor localization and positioning play a crucial role in hybrid VLC/RF systems,
particularly for applications such as navigation, asset tracking, and context-aware
services. Achieving high positioning accuracy and minimizing localization errors are
challenging tasks, given the inherent limitations of VLC and RF technologies, such
as multipath interference, signal attenuation, and LoS constraints. To address these
challenges, innovative localization algorithms and techniques must be developed that

exploit the complementary strengths of VLC and RF networks while considering user
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mobility patterns.

Developing effective localization mechanisms for hybrid systems involves inte-
grating diverse measurement techniques available from both VLC and RF compo-
nents. This may involve combining time-based, distance-based, or angle-based mea-
surements, each with its own set of advantages and limitations. Designing fusion
algorithms capable of merging these heterogeneous measurements can help improve
overall positioning accuracy and robustness.

Another challenge is accounting for the dynamic nature of indoor environments
and user mobility patterns, which often exhibit varying degrees of signal propagation
and obstruction due to factors such as furniture arrangements, moving objects,
or changing user density. Localization algorithms should be capable of adapting
to these variations in real-time, ensuring consistent performance under different
conditions and user movements.

Furthermore, localization and positioning techniques must consider the trade-off
between complexity and precision, aiming to deliver accurate results while minimiz-
ing computational overhead and implementation cost. This might include leveraging
machine learning approaches, such as neural networks or Bayesian filtering, to opti-
mize localization performance while maintaining resource efficiency.

By addressing these challenges in localization and user mobility, hybrid VLC/RF
systems can provide accurate and reliable indoor positioning information. This
enables a wide range of applications and services that enhance the user experience

and support innovative use cases across diverse scenarios.

2.3.5 System Integration and Standardization

The integration of VLC and RF networks into a unified system necessitates com-
patibility at various levels of the protocol stack, which poses challenges in terms of
system complexity and interoperability [36]. Designing a hybrid architecture that
effectively combines these communication technologies requires careful consideration
of factors such as network planning, device configuration, and control mechanisms
to ensure seamless operation and coexistence.

Furthermore, standardization efforts are required to define common protocols,

interfaces, and functional specifications for hybrid VLC/RF systems, ensuring seam-
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less integration across different devices and vendors. As hybrid VLC/RF systems
gain traction, it becomes increasingly important for industry stakeholders and stan-
dardization bodies, such as IEEE to collaborate on developing consensus-based stan-
dards that promote interoperability, enhance performance, and foster innovation in
the field.

Addressing these challenges in system integration and standardization is essen-
tial for realizing the full potential of hybrid VLC/RF network architectures and
achieving optimal performance in indoor environments. By tackling issues related
to compatibility, interoperability, and standardization, these systems can deliver ro-
bust, efficient, and high-performing communication solutions that capitalize on the
complementary strengths of both visible light and radio frequency technologies.

In the next section, we will present our novel proposed hybrid network archi-
tecture that seeks to mitigate these challenges and provide an efficient solution for

indoor communication and localization applications.

2.4 Conclusion

In this chapter, we delved into the intricacies of hybrid VLC and RF network archi-
tectures. We explored four distinct types of hybrid architectures: Parallel, Comple-
mentary, Cooperative, and Interworking, each with its unique advantages and chal-
lenges. The Parallel structure offers ease of deployment but may lead to inefficient
resource utilization. The Complementary structure enhances network performance
and ensures seamless connectivity but necessitates complex handover management.
The Cooperative structure optimizes network performance and resource utilization
but may face scalability issues. The Interworking structure, while enhancing per-
formance and reliability, may grapple with standardization and increased system
complexity.

We also identified and discussed five key challenges that hybrid VLC/RF sys-
tems face: network coexistence, handover mechanisms, resource allocation and load
balancing, localization and user mobility, and system integration and standardiza-
tion. These challenges range from ensuring stable and interference-free operation

of VLC and RF subsystems in the same environment to achieving accurate indoor
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localization and positioning while considering user mobility patterns.

In conclusion, the development of a novel hybrid network architecture that ef-
fectively mitigates these challenges and optimizes performance for indoor communi-
cation and localization applications is crucial. Such an architecture would leverage
the synergies between VLC and RF technologies, providing robust, efficient, and
high-performing communication solutions that can meet diverse user needs and ap-

plication requirements in indoor environments.
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Chapter 3

A Novel Intelligent Management
System Architecture for Hybrid
VLC/RF Systems

3.1 Novelty of the Proposed Solution

The proposed architecture introduces several novel elements, distinguishing it from

existing solutions:

e Adaptive handover mechanism: The Intelligent Handover Controller em-
ploys an adaptive handover mechanism that monitors changing user require-
ments, environmental factors, and network conditions |37, |38]. This feature
minimizes disruptions and ensures consistent connectivity across different com-

munication links, optimizing the overall user experience.

e Energy Harvesting: The Energy Harvesting component of the system fo-
cuses on harnessing ambient energy from various sources, such as solar radia-
tion, vibrations, and thermal gradients |39, 40]. By incorporating flexible solar
panels, piezoelectric transducers, and thermoelectric generators, this compo-
nent efficiently converts these energy sources into electrical power, reducing
reliance on traditional energy grids and extending the operational lifetime of
devices |41} 42].
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e Resource Optimization: The Adaptive Resource Management component
optimizes resource usage by dynamically managing LED brightness based on
environmental factors, selectively deactivating idle links when not in use, and
reallocating resources across the hybrid VLC/RF network infrastructure based
on real-time demand and energy availability [43, 44]. These capabilities en-
sure optimal energy usage, reduce operational costs, and contribute to the

sustainability of the indoor communication system |45, |46].

e Integration of federated learning algorithms for tracking and local-
ization: The Edge Tracking and Localization module utilizes federated learn-
ing algorithms that adapt to user movement patterns and network conditions.
This approach preserves privacy while enabling accurate and efficient tracking
and localization [47, |48, |49].

e Unified security and privacy framework: The proposed architecture in-
tegrates a comprehensive Security and Privacy Management System (SPMS)
that addresses the unique challenges posed by hybrid VLC/RF networks.
The SPMS encompasses advanced encryption techniques and secure handover
mechanisms to protect user data during transitions between VLC and RF
links. Additionally, it incorporates real-time threat detection and mitigation
measures to ensure overall network integrity |50, |51]. By providing a cohesive
layer of privacy and security across both VLC and RF domains, the system

ensures a robust and reliable communication environment for users [52, 53|.

These innovative features allow the intelligent management system to provide
seamless communication with multiple receivers and traffic flows. At the same time,
it balances the complexity of individual LED intelligence modules, offering a robust

and versatile solution for diverse scenarios.

3.2 Architectural Components

The proposed system architecture comprises six main components in Figure |3.1}
1. Hybrid VLC/RF Communication Infrastructure: The foundation of

the proposed architecture lies in the seamless integration of VLC and RF technolo-
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Figure 3.1: Hybrid VLC/WiFi system design framework

gies, enabling high-speed data transmission and wide-area coverage throughout the
indoor environment. This hybrid approach combines the advantages of both com-
munication methods, delivering a robust, efficient, and flexible networking solution.

Key features of the hybrid VLC/RF communication infrastructure include:

e Dual-mode VLC-enabled LED Lights: By employing dual-mode VLC-enabled
LED lights, the architecture supports simultaneous illumination and high-
speed data transmission via visible light signals. This integration of VLC
technology into the lighting infrastructure enables efficient resource utilization
and reduces energy consumption, while offering increased capacity and reduced

latency compared to traditional RF-based systems.

o Wideband RF Access Points: In addition to the VLC-enabled LED lights,
the hybrid architecture incorporates wideband RF access points to provide
broader wireless coverage and facilitate seamless handovers between VLC and
RF links. These access points leverage advanced beamforming techniques and
multi-input multi-output (MIMO) technology for improved signal strength,

increased throughput, and enhanced link reliability.

e Spatial Reuse and Spectrum Efficiency: The hybrid VLC/RF communica-
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tion infrastructure promotes spatial reuse of frequency bands and enhances
spectrum efficiency by allowing multiple users to communicate simultaneously
without causing interference. The coexistence of VLC and RF technologies
within the same network environment facilitates the effective allocation of
communication resources based on user requirements, network traffic condi-

tions, and environmental factors.

Interference Mitigation: By leveraging VLC technology, which operates in the
visible light spectrum and has minimal interference with existing RF systems,
the hybrid VLC/RF architecture mitigates co-channel and adjacent channel
interference commonly encountered in crowded RF environments. Addition-
ally, the system employs advanced interference management techniques, such
as dynamic frequency selection and adaptive power control, to further mini-

mize the impact of interference on network performance.

Adaptive Modulation and Coding Schemes: The hybrid VLC/RF communi-
cation infrastructure supports adaptive modulation and coding schemes that
dynamically adjust data rates and error-correction capabilities based on real-
time link quality measurements. These adaptive techniques ensure reliable
communication under varying channel conditions and enable the system to

maintain high data rates and low-latency connections.

Scalability and Flexibility: The hybrid VLC/RF architecture offers exceptional
scalability and flexibility, enabling seamless integration with various network
topologies, such as mesh networks, star networks, or hybrid configurations.
This adaptability allows the system to accommodate a wide range of devices,
applications, and user densities, catering to diverse indoor networking scenar-

ios and requirements.

By integrating these advanced features, the hybrid VLC/RF communication in-

frastructure provides a powerful and versatile solution for indoor networking, effec-

tively addressing key challenges, such as limited spectrum availability, interference

issues, and high user density. The combination of VLC and RF technologies re-

sults in unprecedented levels of performance, reliability, and coverage, paving the
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way for innovative applications and services in the rapidly evolving field of indoor
communications.

2. Intelligent Handover Controller (IHC): The IHC plays an essential
role in orchestrating seamless handovers between the VLC and RF communication
links within the hybrid network, ensuring a consistent and reliable user experience.
By considering various factors such as user mobility patterns, localization accuracy,
and link quality, the THC dynamically manages the transitions between different
communication mediums to maintain optimal network performance. Key features
of the Intelligent Handover Controller (IHC) include:

e (Context-aware Handover Decision-making: The THC employs advanced ma-
chine learning algorithms to predict and adapt to the specific requirements
and contextual information of individual users. This context-aware approach
allows the IHC to make informed handover decisions based on a comprehensive
understanding of each user’s unique situation, including their location, speed,

and communication preferences.

e Dynamic Load-aware Handover Control: To prevent congestion and uneven
distribution of resources, the ITHC intelligently monitors network traffic condi-
tions and balances load among the available VLC and RF links. This dynamic
load-aware handover control mechanism takes into account factors such as link
capacity, user density, and data throughput when determining the most ap-
propriate communication medium for each user, thereby maximizing overall

network efficiency.

e Proactive Handover Prediction: The IHC incorporates predictive analytics to
anticipate user movements and future handover events. By leveraging histori-
cal mobility data and real-time tracking information from the Edge Tracking
and Localization (ETL) module, the IHC can proactively identify potential
handover scenarios and initiate the necessary actions before users experience

any disruptions in connectivity or service quality.

o Multi-criteria Handover Optimization: The THC uses a multi-criteria opti-

mization framework to evaluate several performance metrics, such as latency,
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signal strength, energy consumption, and security levels, when making han-
dover decisions. This holistic approach ensures that all relevant factors are
considered during the decision-making process, leading to more accurate and

efficient handover management.

e Seamless Vertical and Horizontal Handovers: The IHC is designed to support
both vertical and horizontal handovers, enabling seamless transitions between
different access technologies (e.g., VLC-to-RF) and same-technology cells (e.g.,
VLC-to-VLC). This capability ensures uninterrupted connectivity, regardless
of changes in user location or environmental conditions, and significantly en-

hances the overall user experience within the indoor environment.

o Fault-tolerant Handover Mechanism: The IHC incorporates a fault-tolerant
handover mechanism that continuously monitors the health and performance
of the hybrid VLC/RF system. In the event of hardware failures, software
anomalies, or other unexpected issues, the IHC can rapidly detect and respond
to these incidents by initiating fail-safe handover procedures and seamlessly

redirecting users to alternative communication links.

By integrating these innovative capabilities, the Intelligent Handover Controller
(IHC) ensures smooth, uninterrupted communication for users traversing the indoor
environment with a diverse range of devices and applications. Its dynamic, proactive,
and context-aware handover management techniques enable efficient coordination
across the hybrid VLC/RF network infrastructure, providing a highly reliable and
adaptive solution for various indoor networking scenarios.

3. Energy Harvesting and Energy Efficiency Manager (EHM) Sys-
tem: The EHM system is a groundbreaking feature of the proposed architecture
that focuses on sustainability and energy efficiency. It integrates innovative energy
harvesting techniques to convert ambient energy from various sources into usable
power for the hybrid VLC/RF system [54, [55]. Simultaneously, the adaptive effi-
ciency management component of EHM, known as the Energy Efficiency Manager
(EEM), optimizes energy consumption based on real-time network demand and en-

vironmental factors. Key features of the EHM System include:
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o Multi-source Energy Harvesting: The EHM system leverages diverse ambi-
ent energy sources, such as solar radiation, vibrations, and thermal gradients,
to harvest energy. By incorporating flexible solar panels, piezoelectric trans-
ducers, and thermoelectric generators, the architecture can efficiently convert
these energy sources into electrical power, thereby reducing its reliance on

traditional energy grids and extending the operational lifetime of devices.

e FEnergy Storage and Management: To fully utilize the harvested energy, the
EHM system includes an efficient energy storage and management subsystem.
This subsystem comprises advanced energy storage components, such as su-
percapacitors or high-capacity batteries, which store excess energy generated
during periods of low demand and release it when required. The energy man-
agement unit intelligently monitors energy levels and adjusts the charging and
discharging processes to maximize energy utilization and minimize degradation

of storage components.

o Adaptive LED Brightness Control: The EEM dynamically adjusts the bright-
ness of VLC-enabled LED lights based on environmental factors, such as user
presence and ambient light conditions, to optimize energy consumption with-
out compromising communication performance. This adaptive control mech-
anism ensures that the LEDs operate at their most efficient levels while pro-

viding sufficient illumination and data transmission capabilities.

e Selective Deactivation of Idle Links: The EEM continuously monitors network
traffic and selectively deactivates idle VLC or RF links when they are not in
use, conserving energy and reducing overall power consumption. These in-
active links can be rapidly reactivated upon detecting new user requests or
changes in network conditions, ensuring seamless connectivity while maintain-

ing energy efficiency.

e Dynamic Resource Reallocation: The EEM collaborates with the Adaptive
Resource Management System to perform dynamic resource reallocation based
on real-time demand and energy availability. By redistributing resources across
the hybrid VLC/RF network infrastructure, the EEM ensures optimal energy

usage and maintains service quality even under fluctuating energy constraints.
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e FEnergy-aware Handover Decisions: The ITHC takes energy efficiency into ac-
count when determining handovers between VLC and RF links. By consider-
ing factors such as link energy consumption rates, available energy reserves,
and ongoing energy harvesting activities, the IHC can prioritize more energy-
efficient communication channels without sacrificing user experience or con-

nectivity quality.

Through the integration of cutting-edge energy harvesting methods and adaptive
energy management features, the EHM System plays a crucial role in promoting
the sustainability and long-term viability of the hybrid VLC/RF architecture. By
reducing energy consumption and harnessing renewable energy sources, the EHM
system enables a more environmentally friendly approach to indoor networking and
communications.

4. Adaptive Resource Management System (ARS): This system man-
ages load balancing, aggregated frequency, and overall resource optimization in the
network by utilizing advanced algorithms and techniques to adaptively reconfigure
the hybrid VLC/RF architecture according to changing user demands and network
conditions. By doing so, it ensures efficient utilization of resources and maintains a
high level of service quality while minimizing latency and bottlenecks. Key features

of the Adaptive Resource Management System include:

e Traffic Flow Prioritization: The system intelligently prioritizes different types
of traffic flows based on their specific requirements and characteristics (e.g.,
latency-sensitivity, bandwidth consumption) to ensure optimal QoS for each
user. This approach allows critical or time-sensitive applications to be priori-

tized over less demanding ones, maximizing overall network performance.

e Resource Pooling: The adaptive resource management system consolidates
available resources from both VLC and RF communication modules, creating
a shared resource pool that can be dynamically allocated to users as required.
This enables more efficient use of resources by allowing users to access the most
suitable communication medium at any given time, depending on factors such

as network congestion, signal strength, and mobility patterns.
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e Smart Resource Allocation: The system employs machine learning-based algo-
rithms to continuously analyze network state and user requirements, making
informed decisions regarding resource allocation and adaptation. These al-
gorithms take into account various factors such as user mobility, localization
accuracy, link quality, and energy consumption when deciding how to allocate

resources optimally across the hybrid network infrastructure.

e Dynamic Load Balancing: To prevent network congestion and uneven distri-
bution of resources, the ARS continuously monitors network traffic and redis-
tributes load among the available VLC and RF links. This dynamic load bal-
ancing mechanism adapts to changing network conditions and user demands,
ensuring that no single link becomes overloaded and that the system operates

efficiently even under high traffic loads.

e Virtual Network Function Orchestration: The ARS incorporates virtual net-
work function orchestration techniques that allow for efficient management of
the hybrid network’s virtualized functions and resources. By automating and
simplifying the deployment, scaling, and configuration of network functions,
the system reduces operational complexity, increases flexibility, and improves

overall efficiency.

By incorporating these innovative features, the ARS facilitates seamless commu-
nication with multiple receivers and diverse traffic flows, ensuring optimal network
performance and QoS. Simultaneously, it balances the complexities of individual
LED intelligence modules and efficiently manages resources within the hybrid VL.C
and RF network infrastructure, providing a robust and versatile solution for a wide
range of indoor networking scenarios.

5. Edge Tracking and Localization (ETL) Module: The ETL module
revolutionizes tracking and localization by leveraging advanced edge computing and
federated learning technologies, enabling real-time processing of data at the net-
work periphery and significantly reducing latency [56, 57]. This approach results in
improved response times and more accurate tracking and localization capabilities

while preserving user privacy. Key features of the ETL module include:
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e Fdge Computing Integration: By integrating edge computing technology into
the hybrid VLC/RF architecture, the ETL module enables localized process-
ing of tracking and localization data closer to users. This reduces the need
for transmitting large amounts of data to centralized servers, cutting down
on latency, and ensuring faster response times. In turn, this enhances the
overall user experience and allows the system to adapt rapidly to changing

environmental conditions and user mobility patterns.

o Federated Learning Algorithms: The ETL module employs federated learning,
a cutting-edge distributed machine learning technique that facilitates collabo-
rative model training across multiple devices without sharing raw data. This
innovative approach helps maintain privacy and security while reducing data
exchange and associated latency. Federated learning ensures efficient and se-
cure tracking and localization by allowing devices to learn from each other,

improving their accuracy and effectiveness over time.

e Dynamic Handover Prediction: Leveraging machine learning algorithms, the
ETL module can quickly and accurately predict user movements and anticipate
handovers between VLC and RF links. This capability enables the IHC to ini-
tiate handovers proactively, minimizing service interruptions and maintaining

seamless connectivity for users as they move within the indoor environment.

e Real-time Adaptation: The ETL module continuously analyzes and processes
data related to user movements, localization accuracy, and environmental fac-
tors in real-time, allowing the system to adapt dynamically to various sce-
narios. This adaptation capability ensures that the hybrid VLC/RF system
consistently delivers high-quality tracking and localization performance even
under challenging conditions, such as moving objects, changing user density,

or signal propagation variations.

e Privacy-Preserving Techniques: A key concern of any indoor tracking and
localization system is protecting user privacy. By employing federated learn-
ing, the ETL module keeps raw data local to devices, significantly reducing

the risk of privacy breaches. Additionally, the module incorporates advanced
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privacy-preserving techniques, such as differential privacy and secure multi-
party computation, to ensure the confidentiality of user information during

collaborative model training and decision-making processes.

Through these innovative features, the ETL module provides an efficient, secure,
and highly accurate solution for indoor positioning needs. By anticipating user
movements and adapting to dynamic environments in real-time, the ETL module
enhances user experience and supports a wide range of innovative applications and
services in diverse indoor networking scenarios.

6. Privacy and Security Management: The proposed architecture places
a strong emphasis on maintaining user privacy and ensuring secure communication
throughout the hybrid VLC/RF system. This is achieved through a combination of
advanced cryptographic techniques, federated learning algorithms, and continuous
monitoring for potential cyber threats. Key features of the privacy and security

management component include:

o Federated Learning Integration: By incorporating federated learning algo-
rithms into the ETL module, the solution allows devices to collaboratively
train models without sharing raw data between them. This decentralized
approach significantly reduces the risk of data breaches and maintains user

confidentiality, thus enabling secure tracking and localization.

o Advanced Encryption Techniques: The IHC employs cutting-edge encryption
methods to protect sensitive information during handovers between VLC and
RF links. These methods may include quantum key distribution or post-
quantum cryptography, which are resistant to potential attacks from quantum

computers and provide long-term security guarantees.

e Continuous Threat Monitoring: To further enhance security, the architecture
includes a threat detection and mitigation component that constantly moni-
tors network activity for signs of potential cyber threats, such as Distributed
Denial-of-Service (DDoS) attacks or unauthorized access attempts. By em-
ploying machine learning algorithms and network analytics, this component
can detect anomalies in real-time and swiftly initiate countermeasures to ad-

dress them.
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e Dynamic Isolation and Countermeasures: In case of detected anomalies, the
privacy and security management system takes immediate action by isolating
affected nodes and deploying suitable countermeasures to minimize the impact
on users. These countermeasures might involve IP filtering, traffic rate limit-
ing, or temporarily deactivating compromised accounts to limit the spread of

malicious activities within the network.

o Security-aware Resource Allocation: The ARS incorporates security consider-
ations when allocating resources, ensuring that secure communication chan-
nels are prioritized and maintained for critical applications and sensitive data
transmission. This approach provides an additional layer of protection against

eavesdropping, interception, and other potential security breaches.

e Privacy-preserving Data Processing and Storage: The privacy and security
management component ensures that user data is processed and stored se-
curely, both at rest and in transit. This encompasses using technologies
like homomorphic encryption, which enables computations on encrypted data
without needing decryption, and secure enclaves, which store and process sen-
sitive information within a protected environment isolated from the rest of the

system.

These collective measures enable the hybrid VLC/RF architecture to offer ro-
bust privacy protection and a secure communication environment for all users. By
integrating innovative techniques, such as federated learning, advanced encryption,
and continuous threat detection, the proposed solution fosters trust and confidence
among users, paving the way for widespread adoption of the technology in various

indoor networking scenarios.

3.3 Operation scenario for Novel Hybrid Archi-

tecture

The proposed intelligent management system operates as follows:
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. Users connect to the hybrid VLC/RF access points (APs) using their preferred
communication link. The ETL module tracks user movements, predicting their
future locations and adjusting LED brightness accordingly to optimize energy

consumption and maintain communication quality.

. As users move within the coverage area, the IHC monitors changes in user
requirements, environmental factors, and network conditions. If a handover is
deemed necessary, the IHC prioritizes the appropriate link, taking into account
energy efficiency, load balancing, and multi-criteria optimization, and initiates

the handover process, ensuring minimal disruption to user experience.

. During the handover process, the ETL module continues to track user move-
ments, proactively identifying any additional changes that may require further
handovers and enabling seamless transitions between VLC and RF links or

within the same technology cells.

. Throughout this process, the EHM system harvests energy from various am-
bient sources, such as solar radiation, vibrations, and thermal gradients. The
energy is stored in advanced storage components and managed by the EEM,
which adjusts LED brightness, deactivates idle links, and reallocates resources
across the hybrid VLC/RF network infrastructure to optimize resource usage

and enhance sustainability.

. The Adaptive Resource Management System works in conjunction with the
EHM system and IHC to maintain an efficient allocation of communication
resources based on user demand, network traffic conditions, and environmental
factors, resulting in optimal network performance and reduced operational

costs.

. The architecture ensures data privacy and security by incorporating robust
encryption algorithms, secure authentication mechanisms, and stringent access
control policies. This protection extends to both VLC and RF communication
links, safeguarding user information and maintaining trust within the indoor

communication environment.
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3.4 Advantages of the Novel Hybrid Architecture

By incorporating a collaborative multi-agent approach in the intelligent manage-
ment system architecture, our solution offers several advantages over existing archi-

tectures, such as:

e Enhanced Connectivity: The Hybrid VLC/RF Access Points offer seamless
connectivity across different environments by leveraging both visible light com-
munication and radio frequency technology. Users can enjoy uninterrupted,
high-speed connections regardless of their location or device type, while ben-

efiting from increased capacity and reduced interference.

e Intelligent Handovers: The THC ensures smooth transitions between VLC
and RF links, as well as within the same technology cells based on user move-
ment patterns, contextual information, and network conditions. This feature
minimizes connection disruptions, optimizes resource allocation, and enhances

overall network performance.

e Accurate Tracking and Localization: The ETL module provides real-
time, precise tracking and localization data with reduced latency and improved
privacy. This capability enables dynamic handovers, proactive adjustments to
the communication network, and enhanced user experience, all while ensuring

optimal network operations.

e Energy Efficiency and Sustainability: The Energy Harvesting compo-
nent effectively captures ambient energy and converts it into usable power,
reducing reliance on traditional power sources and promoting sustainability.
In conjunction with the ARS, the EEM optimizes energy consumption, ad-
justs LED brightness, and deactivates idle links, further contributing to lower

operational costs and environmental impact.

e Scalability and Flexibility: The architecture’s modular design allows for
easy scalability to accommodate growing networks and changing requirements.
Its adaptability makes it suitable for various use cases, from smart buildings

and industrial environments to large public venues and transportation systems.
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e Privacy Preservation: By employing federated learning in the ETL module,
the architecture ensures that sensitive user data remains secure and private,
enhancing data protection while maintaining the system’s ability to perform

tracking and localization tasks efficiently.

e Improved Network Coordination: The decentralized multi-agent nature of
the architecture fosters better coordination among its components, leading to
more efficient resource utilization, optimized handovers, and overall enhanced

system performance.

e Future-Proof Design: The integration of cutting-edge technologies in this
architecture ensures that it remains relevant and capable of adapting to the
evolving needs of users and network operators. As new communication stan-
dards and techniques emerge, the system can be updated to incorporate these

advancements while maintaining compatibility with existing infrastructure.

3.5 Disadvantages of the Novel Hybrid Architec-

ture

Despite the numerous advantages, there are some potential drawbacks and challenges

associated with the novel hybrid architecture. These disadvantages include:

e Complexity: Incorporating multiple advanced technologies, such as hybrid
VLC/RF communication, edge computing, federated learning, and energy har-
vesting, increases the system complexity of this architecture. As a result, im-
plementation costs may rise, development time may lengthen, and maintenance

efforts may intensify.

e Sensitivity to Environmental Factors: External factors like ambient light
intensity, temperature fluctuations, and vibrations can affect the performance
of the energy harvesting component. This could lead to diminished energy
efficiency and challenges in maintaining a consistent power supply for the

system.
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e Security Concerns: Although the architecture employs robust encryption
algorithms and authentication mechanisms, the integration of multiple cutting-
edge technologies and a decentralized multi-agent approach could introduce
new vulnerabilities. Continuously updating security measures and addressing

emerging threats is essential for preserving user trust and privacy.

e Compatibility Issues: Despite the modular design and adaptability of the
proposed architecture, integrating it into existing infrastructures could still
present compatibility challenges. Retrofitting older systems or incorporating

legacy devices may necessitate additional effort and resources.

3.6 Conclusion

In conclusion, this chapter presents a groundbreaking intelligent management sys-
tem architecture for hybrid VLC and RF systems. It innovatively integrates several
features such as an adaptive mechanism, energy harvesting, resource optimization,
and federated learning algorithms for tracking and localization, along with a com-
prehensive security and privacy framework. The architecture is composed of six
main components: Hybrid VLC/RF Infrastructure, IHC, EHM System, ARS, ETL,
and Privacy and Security Management system. Each component plays a pivotal
role in ensuring seamless connectivity, intelligent handovers, accurate tracking and
localization, optimal energy usage, and robust privacy and security measures.

A practical scenario of the architecture’s operation is discussed, demonstrating
the dynamic interaction of the different components and the architecture’s adapt-
ability to varying user requirements and network conditions. The architecture offers
numerous advantages such as enhanced user experience, energy efficiency, scalabil-
ity, privacy preservation, improved network coordination, and a future-proof design.
However, potential challenges such as system complexity, sensitivity to environmen-
tal factors, security concerns, and compatibility issues are also recognized. These
challenges form the basis for future research and development efforts aimed at refin-
ing the architecture and realizing its full potential. This novel architecture serves as
a stepping stone towards the development of more intelligent, efficient, and sustain-

able indoor communication systems, paving the way for a new era of connectivity.
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Chapter 4

Enhance Priority Feedback
Channel in Hybrid Network

4.1 Related Work

Hybrid VLC and Radio Frequency systems have been proposed as state-of-the-art
solutions to resolve both coverage and uplink transmission issues [58}, 59, |60]. Numer-
ous previous studies have applied hybrid VLC/RF connectivity schemes to enhance
the performance of both technologies [61], 62, 63].

In [58], the authors propose an architecture incorporating WiFi links with sev-
eral VLC downlinks through a combination of theoretical research and simulations.
This proposed system demonstrates the potential to achieve high aggregate through-
put. Additionally, the work in [64] illustrates how a hybrid VLC/RF architecture
improves overall rate performance and delivers better per-user rate performance.
Generally, the radio link serves as a backup channel in instances of VLC coverage
gaps or as a feedback channel for VLC data and control information [13] (e.g., for
sending signal strength reports to the transmitter).

In [13], the authors introduce a light-radio wireless local area network (LiRa)
architecture and show promising results for LiRa architecture, such as reducing re-
sponse delay up to a factor of 15 and reducing significant throughput degradation of
legacy WiF1i less than 3% compared to the transmission of VLC feedback. However,

the authors do not consider the impact of congestion on the legacy WiFi network
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that may impact the performance of the associated VLC connection(s).

4.2 Scenarios and motivations

We assume that an integrated VLC/WiFi network is available in an indoor space,
where VLC Access Points are embedded into the ceiling lamps of the illumination
infrastructure and connected, together with WiFi Access Points, to a local area
network. Therefore, the indoor space is covered by multiple Access Points employing
both the VLC and WiFi technology for supporting high-density terminal nodes. The
configuration of each AP, in terms of physical and access layer parameters, as well
as the configuration of the internal routes are decided by a centralized controller,
called Intelligent Control Unit. We also assume that mobile nodes equipped with
a VLC receiver are also equipped with a WiFi interface exploiting the VLC links.
In a similar fashion to what is reported in [58], we assume that each VLC receiver
also features a WiFi device, which is used for uplink transmissions. In case the VL.C
receivers are downloading data from the VLC APs, the common WiFi interface
provides a feedback channel for the VLC connections.

The VLC transmitters, for example, embedded in luminaries, share a local area
network with the WiFi network access point, and with an Intelligent Control Unit
whose purpose will be detailed in the following. Note that the WiFi channel is
shared between the VLC-enabled nodes and legacy devices in Figure [4.1

The intelligent control unit is the central controller, where all decisions about
network configurations are taken based on network conditions and other variable
channel factors. Indeed, network performances can be optimized by opportunisti-
cally adapting the WiFi contention parameters and operating channels as a function
of the network load. Moreover, the usage of a central controller simplifies the mo-
bility management: while static nodes can exploit the high-bandwidth VLC links
for downloading data, highly dynamic nodes can be switched to the WiFi network
for avoiding service interruptions due to frequent handovers.

Figure [4.1] shows a schematic view of our reference network architecture. For
simplicity, we assume that each lamp available on the illumination infrastructure is

serving one mobile node. Each VLC link is unidirectional, from a VLC AP to a
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Figure 4.1: Hybrid VLC/WiFi reference architecture

00

mobile node also called VLC receiver, and it is labeled with a progressive identifier.
No interference is generated between one VLC link and the neighbour ones. VLC
receivers perform uplink transmissions towards the network infrastructure by means
of the WiF1i interface. A single WiFi Access Point covers the whole environment,

where other (single-interface) WiFi nodes can be present.

4.2.1 Congestion impact on inter-technology performance

In our reference scenario, mobile nodes receive and transmit data by means of two
different technologies, thus introducing some coupling effects between the perfor-
mance of the coexisting VLC and WiFi networks. In particular, it is evident that
uplink WiFi transmissions performed by neighbor mobile nodes may interfere each

other, while downlink VLC transmissions are orthogonal. Since most applications
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generate bidirectional traffic flows, even when the dominant flow is in the downlink,
it is important to understand in which conditions the WiFi network can act as a
bottleneck for the whole system. In particular, we consider the case in which mobile
nodes are involved in a file download from the network, by using a TCP transport
protocol. All the TCP acknowledgements generated by each VLC link contend in
the same WiFi network. Therefore, the number of coexisting VLC links cannot be
arbitrarily large, because the delays and losses of TCP acknowledgements will force
VLC transmitters to reduce their transmission rate. Moreover, in presence of back-
ground WiFi traffic, the rate reduction due to TCP congestion control can occur
even in presence of a single VLC link.

In order to demonstrate the impact of such a phenomenon, we run a simple
experiment in our lab at the University of Palermo, by using the OpenVLC platform
for implementing the VLC link. OpenVLC is an open-source, flexible and low-
cost VLC system [65] developed for testing innovative protocols exploiting the VL.C
technology. We implemented our mobile nodes on a Beaglebone Black (BBB), used
as embedded computer running the VLC access protocol and integrating a visible-
light TX/RX front-end. The details on the hardware and software architecture are
presented in [65]. We also integrated a WiFi interface on the same Beaglebone
and configured the routing rules needed to send the uplink data through the WiFi
interface. Although the OpenVLC interface can achieve a maximum throughput of
400 kbps (much lower than state-of-art VLC data rates), we were able to reproduce
the above mentioned phenomenon by tuning the WiFi data rate to a fixed value of
6 Mbps.

In figure {.2] the blue line shows the TCP throughput of the OpenVLC link
configured between one node acting as VLC Access Point and one node acting as
mobile node, when the number of coexisting WiFi nodes varies from 0 to 5. VLC
packets have a fixed size of 1500 bytes. Each coexisting WiFi node generates an
UDP traffic flow towards the common WiFi Access Point at a source rate of 800
kbps. Packets are transmitted with a physical transmission rate of 6 Mbps. From
the figure, we can observe that, when no WiFi coexisting node is active, the VL.C
link achieves a maximum rate slightly lower than 400 kbps. As the congestion
level on the WiFi network increases, due to the activation of multiple WiFi nodes,

such a throughput is progressively reduced down to almost zero (when 5 nodes
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Figure 4.2: Throughput of a real VLC link, when TCP acknowledgements are sent

on a WiFi network with a varying number of contending nodes.

are active). This happens despite the fact that the uplink traffic flow generated
by the VLC receiver has a maximum rate of about 10 kbps (by considering that
each TCP data frame will generate one acknowledgment, whose size is 40 bytes
only). The figure also reports the observed minimum and maximum values for
our experimental results, observed when repeating the experiments five times. The
orange line in figure shows the performance when the scheme proposed in the
following section is employed.

Enhanced Distributed Channel Access - Acknowledgment FDCA-ACK is the
upgrade version of EDCA, which is designed with one more category on the list,
namely, AC_ACK, to solve the background noise traffic in the shared WiFi networks
in hybrid VLC/RF architecture. In EDCA-ACK, as shown in Figure , packets

from the upper layer are classified into five ACs according to their priority, respec-
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Figure 4.3: The priority control scheme of EDCA-A
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tively: background (AC_BK), best-effort (AC_BE), video (AC_-VI), voice (AC_-VO),
and acknowledge packet (AC_ACK). The type of service field in the IP header or
the virtual LAN suffix, as defined in 802.1Q), is used to categorize the packets. Each
AC has its own FDCA-ACK access criteria, which specify the priority of the AC.
After classification, the data packets are stored in the ACs queues. Each AC then
conducts a carrier sensing multiple collision-avoidance (CSMA /CA) protocol, which
is the basic procedure for transmitting a frame to IEEE 802.11 WLANSs to address

internal collisions between ACs.

In legacy WLANS, the STA with frames to transmit starts the carrier sense pro-
cedure and checks whether the channel is available or occupied by using distributed
coordination function (DCF). Then, the STA only begins to transmit the frame after
a fixed waiting time equal to the total of the distributed inter-frame space (DIFS)
interval. In EDCA-ACK, these procedures are accomplished independently in all
ACs with some modifications. The AC with a waiting time reaches zero faster, it
will gets the priority to transmit first. The contention window is established to pre-
vent the collision of multiple frames transmitted from different ACs simultaneously.
The contention window size is computed from the number of slots randomly be-
tween CWmin and CWmax. The CWmin is applied when the frame is transmitted
for the first time. In the case, the frame is retransmitted because of a collision or
error. The contention window size is increased to reduce the probability of collision
by extending the number of selective slots. The contention windows should not
be bigger than CWmax, specified as the maximum window size. The FDCA-ACK
frame transmission method is based on CSMA/CA. DIFS is a fixed waiting time
solution, which is an inflexible solution. The arbitration inter-frame space (AIFS) is
introduced and provides a different waiting time for each AC. The ACs with higher
priority give lower AIFSs value. Consequently, the ACs with higher-priority are
likely to get more transmission opportunities than the ACs with lower-priority. Be-
sides, CWmin and CWmax values are lower for higher-priority ACs. Therefore, we
give the AC_ACK a higher priority than any other ACs; hence the acknowledgment
packet has a shorter waiting time and more likely to transmit first in the standard
WiFi uplink. Moreover, EDCA-ACK provides a short inter-frame space (SIFS)
function, which is the shortest waiting time defined in any IEEE 802.11 standard.

The STA with the right of transmission can transmit several frames continuously
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during the transmission opportunity (TXOP). The TXOP value is defined in access
parameters for EDCA-ACK. For example, with TXOP limit = 0, the AC can only
send a single frame per transmission phase. AIFS, CWmin/CWmax, and TXOP
are essential access parameters for FEDCA-ACK, and these values are established in
each STA in advance. The access point’s FDCA-ACK parameter field broadcasts
in a beacon frame simultaneously, and then the access point can inform STAs of
whatever parameters suitable to use. Finally, an STA received an updated beacon
frame with the FDCA-ACK parameters and used them to transmit frames. Hence,
the AP can control the EDCA-ACK parameters of STAs in transmission.

4.3 Optimized EDCA Feedback channel

In this section, we focus on the limits of VLC/WiFi integrated architectures. In
particular, we consider the possibility of supporting a technology-based duplexing
scheme, in which downlink and uplink transmissions are performed, separately, on
the VLC and WiFi interfaces deployed on the same node. Since WiFi links have a
much wider coverage areas than VLC ones, in presence of high-density VLC links
or other background WiFi traffic, the WiFi network may be congested. Congestion

on the WiFi network, in turn, has an impact on the performance of the VLC links.

4.3.1 Simulation with NS-3

The most exciting advantage of using a real-time network simulator is that it reduces
the expense of building a testbed. NS3 is a real-time network emulator that is pow-
ered by several advantages [66]. The discreteness function of NS3 was a key factor
in its selection. NS3 gives the researcher the advantage of integrating each network
layer separately and without interrupting the other layer. NS3 is a real-time net-
work simulation platform that uses two programming languages: C++ and Python,
further develop step-by-step to incorporate different models [67, 68]. Furthermore,
NS3 is an open-source simulator that gives network engineers and researchers a free
space to work. As a result, NS3 was chosen for the following reasons: NS3 is an
open-source program that allows researchers to review and test system-level network

implementations.
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e NS3 is a comprehensive set of library files that facilitates large-area network

simulations and evaluations.

e The NS3 protocol structures are configured similarly to individual hardware
devices, incorporating the most commonly used performance criteria for reli-

able evaluations.

e NS3-based models provide network functionalities. The mobility model offers
the orientations and angular mobility of the devices. This makes the imple-

mentation of hybrid architecture VLC/RF very straightforward and effective.

e The NS3 simulation runs in real-time and is designed specifically for research

work.

NS3 is built with an extensive library, which can be flexibly linked to the main
program that defines the simulation topology. Both C++ and Python are suitable
as programming languages for NS3, which is a distinct advantage not easily found
in other network simulators. Furthermore, NS3 offers some key ”add-on” software
like NetAnim - providing visual animations of network topologies - and GNUplot -

generating graphical representations of system performance parameters.

4.3.2 Hybrid system with Downlink VLC

We study the impact of such congestion on the performance of multiple high-density
VLC links. We consider a scenario in which VLC-links are used for a reliable data
transfer towards smart objects. We assume a congestion-control transport protocol
as TCP is used for data transfers. With this assumption, TCP acknowledgements
are sent in uplink on the WiFi network and can result in a bottleneck for the whole
integrated system. We then propose the use of EDCA access categories for giving
priority to the WiFi feedback channel of the integrated nodes. The benefits of the
proposed approach is shown by means of NS-3 simulations and a simple experiment.

Explicitly consider the problem of congestion with simple FDCA-ACK prior-
ity scheme, which does not require a great deal of network reconfiguration and is
effective in dealing with the background traffic on the legacy WiFi network. In ad-
dition, EDCA-ACK is compatible with the legacy WiFi networks since it is based
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on the EDCA standard in WiFi 802.11e. Finally, we tested the effectiveness of

our proposed scheme by implementing it in the ns-3 network simulator, evaluating

the impact of congestion on the WiFi network on a hybrid VLC/WiFi system, and
evaluating how our proposed scheme outperforms the plain hybrid scenario. The
measured throughput and mean delay metrics are used to evaluate the performance
of the VLC connections. EDCA reduces the mean delay by a factor of 16 compared
to a standard VLC link and decreases the VLC throughput degradation by an order
of magnitude compared to a standard hybrid VLC/RF connection.

In this section, we evaluate the VLC performance using the system described
above to see the impact of background nodes on VLC performance with standard,
soft QoS and hard QoS. We study both uplink and downlink performance for WiFi

and VLC connection and mean delay for uplink in this case.

Simulation platform and setup

We used NS-3 for simulating our hybrid VLC/WiFi network. NS-3 is widely adopted
for simulating the performance of large-scale networks. Moreover, it provides an
extensive library with many standard network protocols and local access technologies
and an easy interface for defining the network topology. The configuration of each
network node requires installation of protocol stacks and can mimic every aspect of
real nodes. Several tools are included in the simulator for visualizing the behavior
of the networks, debugging through analysis of the event log and collecting results
for performance evaluation.

Figure summarizes the simulation scenario created in NS-3. There are two
types of nodes in the simulation: nodes employing only a single WiFi interface
(STA 1 to STA M), and nodes integrating one WiFi and one VLC interface (VLC
1 to VLC N). The first group of nodes will act as background traffic for studying
the impact of WiFi congestion on the VLC links. The shared WiFi network is
configured in infrastructure mode, with QoS support, and a physical layer based
on 802.11a (configured with a fixed rate of 6Mbps). Since NS-3 is lacking support
for high-speed VLC simulation, we also employed WiFi links in order to emulate
those. Specifically, we configured IEEE 802.11ac orthogonal channels with a fixed
VHT MCS with a measured maximum throughput of 60 Mbps. The VLC-emulating
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Figure 4.4: Simulation scenarios with several background nodes in the network

access points were placed close to their respective mobile node (with no mobility
model in this experiment), in order to guarantee high-quality channel conditions.
And all of the STAs are stay in the same distance to the AP.

Experimental results

For simulating the orthogonal VLC links, since the VLC technology is not natively
included in NS-3 libraries, we used the WiFi library. In particular, we created a
physical layer with the propagation characteristics of VLC links and a data rate
of 10 Mbps, working on an independent per-link channel (i.e. working in isolation
conditions, without perceiving any interference by the neighbor links). We also

left the random access scheme for VLC emulated links, with the minimum possible
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contention window, but we disabled the MAC layer acknowledgements. Since each
emulated VLC link has a single active transmitter, which is the VLC AP, no packet
loss due to collision may happen. Moreover, VLC receivers are very close to the
VLC corresponding APs, so that channel conditions are also very good.

Emulation of the simplex links was carried out by setting up static routes on
the mobile nodes, so that the uplink data is forwarded through the common WiFi
network. Regarding the QoS setting, we implemented the EDCA-ACK priority
solution with soft EDCA and hard EDCA, by configuring all the uplink traffic
generated by VLC receivers with the AC_VO class. Other configuration parameters
are listed in Table [4.1]

Table 4.1: Simulation Parameters

Parameters Values
Simulation duration 10-100 seconds
MTU 1500 bytes
Number of VLC nodes 1-4
Source rate for each VLC flow 10 Mbps
Transport protocol for the VLC flows TCP
Mobility model Constant position
Number of background nodes 1-8
Source rate for each background node 800 kbps
Transport protocol for the background flows UDP
Soft quality of services CWmin, AIFS
Hard quality of services CWmin=CWmax, AIFS

Downlink and Uplink throughput VLC/WiFi performance

We started from the same scenario that we considered in our simple experiment.
More into detail, in this simulation, we deployed only one VLC connection and
several WiFi connections in the background. We used the flow monitor function in
NS-3 to monitor and compute the throughput of the hybrid VLC/RF TCP flow.
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To assess the impact of the TCP ACK priority mechanism, figure compares

the downlink throughput performance of our reference VLC links coexisting and

WiFi links with a varying number of background WiFi nodes without and with
priority for the WiFi return-channel traffic generated by the VLC receiver. The
throughput performance of the VLC link is slightly reduced when the network has
one or two background nodes. However, the VLC throughput dramatically decreases
when the background nodes increasing in the network in the standard case. The
downlink throughput reduce approximately 45% with 8 nodes in the background
in this case. In contrast, the downlink throughput of the TCP flow through the
VLC link using the EDCA-ACK priority scheme remains stable. The downlink
throughput for WiFi channel improve signification in hard QoS case.

The downlink throughput for VLC and WiFi for two, three and four VL.C connec-
tion show in figure [4.6] [4.7], 4.8 respectively. We can see the consistent performance
improvement for both soft QoS and hard QoS. Regarding WiFi performance, the
hard QoS performs slightly better than the soft QoS and standard method.
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Figure 4.5: Comparison downlink throughput of a RF and VLC link with standard,
soft QoS and hard QoS with N=1
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Figure 4.6: Comparison downlink throughput of a RF and VLC link with standard,
soft QoS and hard QoS with N=2

In the second set of simulations, we evaluate the impact of the EFDCA-ACK
prioritization scheme when multiple VLC links are simultaneously active. In such
a case, we consider a constant background WiFi traffic. Obviously, in this scenario
the uplink traffic flows contend not only with the background WiFi traffic but also
with the other priority flows generated by the coexisting VL.C links. Priority AC_VO
flows can be particularly sensitive to collisions in case of congestion generated by
the same access category, because of the small contention window values used in
contention. However, we want to remark that the rate of each uplink flow is a small
percentage of the VLC link capacity (e.g. about 200 Kbps for a VLC link at 10
Mbps) and therefore the WiFi network can accommodate several coexisting VLC
links before saturating.

In figure the graph present the uplink throughput performance for VLC link
and WiFi link. Both soft QoS and hard QoS show consistently better performance
in the high number of background node in the network. The soft QoS show slightly
better compare to hard QoS in this case, however, hard QoS still more effectively in
WiFi channel.
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Figure 4.7: Comparison downlink throughput of a WiFi and VLC link with standard,
soft QoS and hard QoS with N=3
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Figure 4.8: Comparison downlink throughput of a WiFi and VLC link with standard,
soft QoS and hard QoS with N=4
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Figure 4.9: Comparison uplink throughput of a WiFi and VLC link with standard,

soft QoS and hard QoS with N=1
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Figure 4.10: Comparison uplink throughput of a WiFi and VLC link with standard,

soft QoS and hard QoS with N=2
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Figure 4.11: Comparison uplink throughput of a WiFi and VLC link with standard,
soft QoS and hard QoS with N=3
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Figure 4.12: Comparison uplink throughput of a WiFi and VLC link with standard,
soft QoS and hard QoS with N=4
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Similar to downlink performance, the performance for VLC uplink significant
better with EFDCA-ACK than uplink performance with standard method in several
background nodes, which show in figure [4.10} |4.11| and 4.12| . With soft QoS and
hard QoS, the uplink channel for WiFi channel also perform better than WiFi link
without EDCA-ACK support.

Mean delay in Uplink for WiFi and VLC connection

In our analysis, we focused on the mean delay performance metric for both WiFi and
VLC connections, taking into account varying numbers of background nodes. This
is illustrated in figures [4.13 [£.14] [4.15] and[4.16] As anticipated, the primary impact
of the background traffic is an increase in access delay, which consequently leads to
a longer measured Round-Trip Time (RTT) for the TCP flow. This effect becomes

more pronounced as the number of background nodes increases. By employing

the EDCA-ACK mechanism in our hybrid architecture, we were able to effectively
mitigate this substantial time delay. In particular, our observations revealed that
the access delay was reduced by an order of magnitude when using the EDCA-
ACK scheme, as compared to the mean delay experienced in the default setup.
Remarkably, both hard QoS and soft QoS demonstrated equivalent performance in
this aspect, significantly outperforming the standard setup.

It is important to note that our simulations were conducted under various net-
work conditions, which allowed us to validate the effectiveness of the FDCA-ACK
mechanism across a range of scenarios. The results consistently indicated that the
hybrid system’s performance was substantially enhanced when utilizing the EDCA-
ACK scheme. This improvement was observed not only in terms of reduced access
delay but also in the overall reliability and stability of the network. Furthermore,
the EDCA-ACK mechanism is standards-compliant, ensuring seamless integration
with existing network protocols and devices.

In conclusion, our simulation results demonstrate that the EDCA-ACK mecha-
nism provides a reliable, standards-compliant solution that significantly improves the
performance of the hybrid WiFi and VLC system under various network conditions.
This compatibility makes it an attractive solution for real-world implementation,

as it can be readily adopted by network operators without the need for extensive
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modifications to their existing infrastructure. By reducing access delay and enhanc-
ing both hard and soft QoS, the EDCA-ACK scheme offers a promising approach
to address the challenges faced by today’s increasingly congested and demanding

wireless networks.

4.3.3 Hybrid system with Uplink VLC

The reference scenario of our hybrid VLC/WiFi network is shown in Figure
for the VLC uplink case. For simplicity, we assume that VLC connections are
isolated (i.e., no VLC nodes interfere with each other), unidirectional (i.e., from
VLC transmitter to VLC receiver), and VLC receivers relay feedback via the WiFi
interface. A single WiFi Access Point can cover the entire surroundings, even if

there are other (single-interface) WiFi nodes.

Congestion impact on inter-technology performance

In our reference scenario, mobile nodes receive and transmit data by means of two
different technologies, thus introducing some coupling effects between the perfor-
mance of the coexisting VLC and WiFi networks. In particular, it is evident that
WiFi transmissions performed by neighbor mobile nodes may interfere with each
other, while VLC transmissions are orthogonal. Since most applications generate
bidirectional traffic flows, even when the dominant flow is in one direction only
(i.e. downlink or uplink), it is important to understand in which conditions the
WiFi network can act as a bottleneck for the whole system. For example, consider
the case in which mobile nodes are involved in a file download from the Internet,
by using the TCP transport protocol. All the TCP acknowledgements generated
by each VLC link contend in the same WiFi network. Therefore, the number of
coexisting VLC links cannot be arbitrarily large, because the delays and losses of
TCP acknowledgements will force VLC transmitters to reduce their transmission
rate. Moreover, in presence of background WiFi traffic, the rate reduction due to
TCP congestion control can occur even in presence of a single VLC link. Similar
considerations can be done in the reverse direction, for uplink data transfers. Since
mobile nodes transfer data using both WiFi and VLC technologies, coupling effects

between the two coexisting networks might appear. In general, neighboring mobile
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data transfers.

WiFi node transmissions may collide, but VLC signals are orthogonal. Because most
services have bidirectional flows, even if the majority of the data is transmitted in
one direction only (i.e. downlink VLC or uplink VLC), it is vital to determine when
the feedback WiFi links become a limitation for the performance of the VLC links.

For example, consider a scenario where mobile devices download data from the
Internet with the TCP protocol. Each VLC link generates TCP acknowledgements
that compete in the same WiFi network. As a result, the number of VL.C connections
cannot be exceedingly high, otherwise TCP ACK delays or losses on the feedback
WiFi links might cause VLC transmitters to restrict their transmission rate. Fur-
thermore, even in the presence of a single VLC link, rate degradation caused by
TCP congestion control could still happen in presence of background WiFi traffic.

Similar considerations can be done for uplink VLC data transfers.
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Experimental results

We now present the results obtained both in the VLC download scenario and in the
VLC upload scenario, in presence of several WiFi background streams in saturation.
Considering a single VLC link and a source data rate of 10Mbps and a packet size
of 1500 bytes, the reverse traffic flow caused by TCP ACKs is estimated to be 190
kbps at the maximum VLC download rate.

Download Scenario

In this scenario, we considered a network similar to [22]. Figure shows the
download throughput (solid lines) of a single VLC node when varying background
WiFi nodes from 0 to 8, with or without WiFi contention priority for the uplink
TCP ACKs. When the TCP ACKs are transmitted with AC_BE (blue line), few
active WiFi background nodes provide significant throughput reduction. The figure
also shows the ACK throughput (dashed lines, right y-axis scale), has a sudden
reduction already with 2 background stations. This is due to the fact that the WiFi
shared channel capacity is not enough for allocating a flow of 190 kbps. Indeed, with
several TCP ACK colliding on the WiFi link, the transmission rate on the VLC link
is decreased in response to the TCP congestion control.

Since the reference VLC link functions effectively up to M = 8 background
nodes, different results are obtained when the AC_VI priority for the TCP ACKs
is established (red dashed line). When M is within the range [3, 8], with this access
mode we can guarantee a rate of 140 kbps for TCP ACK transmission. It should
be noted that TCP ACKs can be supported in a single TXOP with the default
AC_VI value of 15. Thus, the improvement in VLC performance is due both to the
increased channel utilization and the channel access priority together.

Figure shows the results in a similar scenario with N = 4 VLC/WiF1i nodes,
and a variable number of background STAs. Although multiple TCP ACK flows are
contending at the same time in this scenario, the behavior is similar to the previous
case. Although the ACK flows use a small contention window (priority AC_VI is
especially vulnerable to collisions in the same access category), the WiFi network
still supports multiple coexisting VLC feedback flows before becoming saturated.
This is due to the fact that the TCP ACK flow rate is low (note that for M = 0 the
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reference VLC link operates at the maximum rate despite the absence of EDCA-
ACK priority). While using prioritization throughput reduction is only 20% for the
worst congested case M = 8, the degradation is more dramatic when TCP ACKs
are transmitted without EDCA.

The behavior in this scenario is similar to the previous one, although in such
a case multiple TCP ACK flows are contending simultaneously. Indeed, priority
AC_VI is particularly sensitive to collisions in the same access category, because
of the small contention window adopted. Nevertheless, since the rate of the TCP
ACK flows is small, the WiFi network can accommodate several coexisting VLC
links before saturating (note that, for M = 0 the reference VLC link work at the
maximum rate even without using EDCA-ACK priority). When the number of
background node increases, the throughput degradation is more relevant when TCP
ACKs are transmitted without EDCA, while the usage of prioritization leads to a
throughput reduction of only 20% for the worst congested case M = 8.

Figure shows average delay measurements for TCP ACK transmissions with
and without priority for single VLC (solid lines) and N=4 VLC links (dashed lines).
We can observe that the delay is significantly reduced with priority compared to
TCP ACKs transmitted with best effort access category. Indeed, prioritization
mechanism allows to reduce delays by one order of magnitude compared to the ones
transmitted with AC_BE (red curves vs. blue curves).

Finally, the WiFi background nodes’ throughput is displayed in Figure [4.21],
in both the scenarios of a single VLC link (solid line) and four VLC links (dashed
lines). As expected, when the VLC links use a prioritization mechanism (red curves),
the throughput reduction for WiFi background nodes is more noticeable, especially
when multiple priority flows are active (dashed red curve).

Finally, figure [£.21] shows the throughput achieved by the WiFi background
nodes, in both the scenarios of a single VLC link (solid line) and four VLC links
(dashed lines). As expected, the throughput reduction for WiFi background nodes is
more evident in case the VLC links employ a prioritization mechanism (red curves),

especially when multiple priority flows are active (dashed red curve).
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Upload Scenario

We performed upload simulations by exchanging the direction of the flows, in the
scenario depicted in Figure [4.17] In and [4.23] we analyze VLC upload traffic
(with TCP ACKs traffic flowing on the WiFi downlink) for a number of VLC nodes
equal to N=1 and N=4, respectively. In figure solid blue lines shows the uplink
VLC data throughput which is comparable and close to the maximum application
data rate, even in case of severe background traffic. This means that the number
of received TCP ACKs is still enough to avoid timeouts (e.g. thanks to Selective
acknowledgements) accommodating for lost ACK segments. Instead, dashed lines
show that without TCP ACK priority the throughput of the ACK flows quickly
drops under 30Kbps, while priority allows a throughput close to 120 kbps even with
8 background nodes.

Figure [4.23| shows a different performance behavior in case of N=4 VLC nodes.
In this case, uplink traffic on VLC link is stable when priority is enabled, while
in case of legacy WiFi for the TCP ACK flows, throughput becomes less than 3
Mbps already with a single background node. Indeed, without priority the ACK
throughput on the WiFi link becomes unstable, causing TCP timeouts. Regarding
the delay of the ACKs and the performance of the background nodes, similar results
have been obtained as in the previous download scenario and are omitted for brevity.

In conclusion, our simulation results demonstrate that FDCA-ACK offers a
promising, standards-compliant way to enhance the performance of hybrid VL-
C/WiF1i systems. Summarizing, our simulation results show that EDCA-ACK pro-
vides a standards compliant, reliable system, which improves the performance of the
hybrid VLC/WiFi system we simulated. In order to better support our results, we
added the EDCA AC_VI priority class on the WiFi device used for the VLC return
channel in the OpenVLC experiment reported in Fig.. (but with a transmission
opportunity value set to zero). The measured throughput is presented by the red
line in the figure, which shows how the system throughput exhibits a significant

improvement.

86



CHAPTER 4. ENHANCE PRIORITY FEEDBACK CHANNEL IN HYBRID

NETWORK

12
10 T~ -
\ Al N
3 \ ~ A- _ _ A i
o) \ ~
= gl ~
5 \ SA - T -A
o \ N
< N
g’ ‘\ —&— 1xVLC TCP THR N
£ 6 \ —A— 1xVLC TCP THR w/EDCA 1
5 \ — B —1xVLC WiFi TCP ACK
2 m
o \ |= A —1xVLC WiFi TCP ACK w/EDCA 1
= 4t \
> \
g \
E AY
[} \ 4
I 2 -
~g---m--F - g & _]
0 Il Il Il Il Il Il Il
0 1 2 3 4 5 6 7 8

Number of Background STAs

200
180
A
160 S
140 3
Ny
S
120 3
£
100
<
80 &S
'_
60 L;'—‘
3
40
(0]
>
20 <
0

Figure 4.22: Comparison of VLC Uplink (solid)/WiFi Downlink (dashed) through-

put, for N=1 Hybrid VLC/WiFi stations

12
4200
0 A AT A T A ——A——% 1%
@
—_— Q.
@ 1160 2
2 =
= 8 {140 2
> ey
o [=2]
S {120 3
2 —&8— 4xVLC TCP THR £
£ 6 —A— 4xVLC TCP THR w/EDCA 1100 %
?3 \ = B = 4xVLC WiFi TCP ACK <
(") — A —4xVLC WiFi TCP ACK W/EDCA 80 &
2 4t =
60 =
S =
© o
:% 5 \ 140 g
L \ [}
B _ B~ - -~ -og < s ::
~<g- N 4120
\E‘ — _uf
0 Il Il Il Il Il Il 0
0 1 2 3 4 6 7 8

Number of Background STAs

Figure 4.23: Comparison of VLC Uplink (solid)/WiFi Downlink (dashed) through-

put, for N=4 Hybrid VLC/WiF1i stations

87



CHAPTER 4. ENHANCE PRIORITY FEEDBACK CHANNEL IN HYBRID
NETWORK

4.4 Conclusion

In this chapter, we have evaluated how a hybrid VLC/WiFi communication system
can be impaired by the wireless channel congestion conditions, and proposed a
simple standards-compliant method to enhance the performance of transport flows
by giving priority to the return channel control information sent on the shared
wireless channel. In order to deploy this mechanism, an intelligent control unit
system is required for coordinating the update of the routing tables and dynamically
adjusting the EDCA parameters of the wireless stations. The hybrid architecture
is designed with a simplex VLC downlink and bi-directional WiFi connection. The
VLC links have experienced a massive delay and throughput degradation with some
traffic nodes in the WiFi uplink. We have shown, through simulations and a simple
experiment, that our method provides a significant improvement for the throughput
of TCP flows transported through the hybrid heterogeneous network architecture.
In this chapter, we studied WiF1i priority mechanisms to improve hybrid VLC/WiFi
networks. We considered a scenario in which the WiFi network is congested, causing
significant delay and jitter to the feedback channel used for TCP ACKs, with a
reduction in the overall network performance. We analyzed different options at the
WiFi MAC level to improve the VLC/WiFi nodes. While it is not possible to assign
fixed portions of WiFi channels for VLC feedback, aggregation of TCP packets in a
single WiFi frame (or TXOP) could improve spectrum use significantly. Moreover,
MAC priority based on EDCA parameters can be exploited to prioritize the TCP
ACKs of the hybrid VLC/WiFi nodes and therefore increase the performance of
the VLC links. In this direction, we quantified the gain achieved by the VLC
segment with or without ACK priority on the WiFi link, both in download and
upload scenarios, using the NS-3 simulator and demonstrating the effectiveness of

the proposed solutions.
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Chapter 5

Intelligent Management System in

testbed scenario

In today’s rapidly evolving technological landscape, intelligent management systems
have become increasingly vital in optimizing the performance, reliability, and energy
efficiency of hybrid VLC and RF networks. This introduction aims to provide a
comprehensive overview of IMS for the cutting-edge hybrid system, delving into
their respective advantages and limitations, as well as exploring the challenges and
opportunities associated with integrating them into a robust and efficient hybrid
network.

The integration of VLC and RF technologies into a seamless and efficient hybrid
network presents its own set of unique challenges. To address these challenges, intel-
ligent management systems have emerged as a key component in ensuring smooth
operation and seamless communication within such networks. These systems are re-
sponsible for managing resources, optimizing network performance, and enhancing
overall user experience by intelligently allocating and load balancing between VLC
and WiFi connections.

We will not only discuss the importance of intelligent management systems in the
context of hybrid VLC and WiFi networks but also explore the different implemen-
tations of various techniques and approaches employed to achieve optimal network
performance. By examining the role of machine learning, and other advanced al-

gorithms in the design and implementation of these systems, we will highlight the
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critical role that intelligent management systems play in shaping the future of wire-
less communication and the potential benefits that can be derived from the successful

integration of VLC and WiFi technologies.

5.1 Related Work

In a hybrid network, horizontal and vertical handovers are the two main types of
handovers. Horizontal handover (HHO) occurs within the domain of a single tech-
nology, while vertical handover (VHO) occurs between different wireless access tech-
nologies. During a VHO, the air interface is modified while keeping the destination’s
path constant. There are mainly three types of research related to handovers in a
hybrid network: i) HHO in VLC, which focuses on improving performance within
the VLC domain; ii) VHO between VLC and WiFi, which aims to optimize han-
dovers between these two wireless access technologies; and iii) studies that work on
both VHO and HHO, providing a more comprehensive approach to addressing han-
dover challenges in hybrid networks. The most recent literature review concerning
handover processes in hybrid VLC and RF systems is presented in Table [5.1]

Table 5.1: Summary of the Handover Approaches

Ref | Outcome Remark

[69] | Considered mobility in VLC and HO based on | Simulation, HHO

RSSI in both overlap and non-overlap coverage

_[70] A novel handover skipping scheme based on ref- | Simulation, HHO
erence signal received power (RSRP) and their

changed rate to determine the handover target.

_[71] Proposed HO considers a handover skipping | Simulation, HHO
scheme and aims to tackle the negative impact of

the handover rate

[72] | Handover based on RSSI and studied handover | Simulation, VHO
probability based on a Markov chain model.

Continued on next page
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Table 5.1 — continued from previous page

Ref | Outcome Remark

[73] | A Markov decision process adopts a dynamic ap- | Simulation, VHO
proach to obtain a trade-off between the switching

cost and the delay features.

_[74] Fuzzy logic (FL) algorithm with dynamic handover | Simulation, VHO and
scheme for dynamic HO. Channel state informa- | HHO
tion, user speed and desired data rate are consid-

ered.

_[75] Adopts a dynamic coefficient via machine learn- | Simulation, VHO and
ing. Adaptive handover mechanism and selection | HHO

algorithm optimization are the main focus.

_[76] HO is based on link aggregation and MPTCP | Experiments, = VHO
tools. The main focus is lower handover outage | and HHO

duration and a high network throughput.

Handover metrics are critical in determining when, where, and how to perform
handovers in a hybrid network. To ensure seamless user connectivity, various quality
of service elements that impact handover must be considered. For example, factors
like RSSI, CSI, network load, handover delay/latency, user preferences, and so are
all essential considerations. The duration of handovers can also vary depending on
the type of handover. However, minimizing handover time is crucial to prevent dis-
ruption to user services, and therefore, choosing between HHO and VHO is vital
for the hybrid system. Overall, effective handover mechanisms should consider mul-
tiple factors, including QoS elements, handover duration, and user preferences. In
this chapter, we have presented the most recent handover mechanisms for hybrid
systems. However, it is worth noting that previous studies on HHO or VHO are
also relevant to our work and can be found in reference |77]. Many of them lack
implementation, which is crucial for verifying their effectiveness in a testbed envi-
ronment. To address this gap, we have developed and implemented our handover
mechanism in an open platform. By doing so, we can verify the effectiveness of our
proposed handover mechanism in a real-world setting and ensure that it provides

superior performance compared to existing solutions.
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Figure 5.1: Simple scenario of handover.

5.2 Handover

Handover phases

In a mobile network, handover takes place when the user is transferred from one
access point to another AP without experiencing loss of connectivity similar to
Figure Achieving a reduced network outage duration during handover in an
indoor industrial environment network and identify localization are essential and
very critical, especially in indoor scenarios such as industrial and logistic plants with
different types of robots or devices moving around. The hybrid VLC/WiFi network
with smooth handover it is essential to adopt techniques to achieve the minimum
handover outage duration. In VLC/WiFi network, horizontal handover is carried
out within the VLC network, and it is associated with the next available LAP in the
same network in an industrial environment. However, there are some cases where
the delay is longer than expected and may require vertical handover with better
coverage technology like WiFi. Therefore, the high demand for a complementary

alternative hybrid wireless technology solution.

Types of handovers

The handover process involves moving an active wireless communication from one
AP that is currently serving users to another AP. A handover request is made when

a user device leaves the range of coverage of a neighboring AP. If the present cell
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is fully loaded or the transmission channel becomes unusable due to interference,
another handover will be required. There are two types of handover: vertical and
horizontal. When mobile equipment is moved from one AP to another inside the
same network, it is said to be in a horizontal handover situation. Vertical handover,
however, happens when a mobile device is moved from one AP to another that has
a different access technology (e.g from WiFi to VLC or VLC to LTE).

Because users walk about constantly or randomly, LiFi and WiFi channel status
information in real life is time-varying. A user will switch to a VLC network if
they are currently connected to a WiFi network and they notice a better VLC
signal. Users in a hybrid VLC/WiFi network will consequently encounter continuous
handovers based on user movement and strong signal recognized by the user. In a
hybrid system, a dynamic load-balancing strategy with the handover was presented.
Hard and soft handovers are the two fundamental types of handover. The user
equipment (UE) is essentially unplugged from its serving AP before it is linked to
the new AP in a hard handover scenario. Although it is simple to build and less
complex, the user still experiences service disruption. When a handover is soft, the
UE stays connected to the AP that is currently serving it until it connects to the new
AP. Better user experiences are achieved through this approach, but more wireless
transmission resources are required. Making decisions during the handover process
is essential. It aids in both improving network use and satisfying the needs of users.
The handover decision involves several different factors.

Handover metrics aid in determining when, where, and how to perform han-
dovers, among other things. To maintain user connectivity, many QoS elements
that impact vertical handover are considered. In order to enable vertical handover
factors, like received signal strength indicator (RSSI), network load, financial service
cost, handover delay/latency, user preferences, number of unnecessary handovers,
handover failure probability, security control throughput, Bit error rate (BER), and
Signal to Noise Ratio (SNR), should be taken into account.

Figure [5.2| show the three main type of handover in the hybrid system: HHO,
VHO and Selection HHO/VHO and their sub-categories in each type. Due to the
change of air interfaces, a VHO usually needs a much longer processing time than a
HHO. Also, the WiF1i system has a lower system capacity than VLC, and an excessive

number of WiFi users would cause a substantial decrease in throughput. Thus, the
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Figure 5.2: Handover Type.

choice between HHO and VHO is critical to the hybrid network. Specifically, not all
of the users that lose VLC connectivity should be switched to WiFi, e.g., the users
encountering a transient light-path blockage. Apart from that, the user’s velocity
is also an important factor in deciding whether a user should be served by VLC
or WiFi. In general, fast-moving users prefer WiFi, since they would experience
frequent HHOs in VLC. To solve the complicated problem of choosing between
HHO and VHO, we proposed a handover scheme based on fuzzy logic. This method
makes handover decisions by measuring parameters including not only CSI but also
the user’s speed and data rate requirement.

Handovers can be distinguished into horizontal handovers and vertical handoffs
according to the access technologies involved in. On the one hand, horizontal han-
dovers occur within a single type of network interface that involves only one wireless
access technology. In a cellular network, there are two types of horizontal handovers:
intra-cell handovers and inter-cell handovers. Intracell handovers only change radio
channels within a cell in order to minimize the inter-channel interference. Inter-cell
handovers change all the connections from the source BS to the target BS when
the MS moves between two adjacent cells. On the other hand, vertical handoffs
change the connection between a variety of different network interfaces which typ-
ically have different wireless access technologies, such as 3GPP (3rd Generation
Partnership Project), 802.11, and 802.16, etc. Handover management is a critical

aspect of developing solutions and supporting mobility scenarios. It is the process
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by which the user maintains its active connection while moving from one point of
attachment to another. This section describes the handover process features and
provides the handover decision problem in a heterogeneous network.

Many works describe the handover process in three phases. Firstly, handover
information gathering refers to the process of collecting all the essential informa-
tion needed to identify when a handover is necessary and to initiate it if required.
This phase is also known as the handover initiation or system discovery phase. By
gathering critical information, such as signal strength and available bandwidth, this
phase helps determine when a handover is necessary and triggers the subsequent
steps in the handover process. Secondly, the handover decision phase is responsible
for determining whether and how a handover should be performed. This involves
selecting the most appropriate access network based on specific criteria, such as
user preferences, and providing instructions for the execution phase. Also known as
network or system selection, this phase is crucial in ensuring a seamless and efficient
handover process. By making informed decisions about which network to connect
to next, the handover process can help maximize network performance while min-
imizing disruptions to the user experience. Thirdly, the handover execution phase
involves changing channels in accordance with the details determined during the
decision-making phase. Once the appropriate access network has been selected, this
phase takes action to execute the handover, ensuring that the user’s connection
is smoothly transferred from one base station or access router to another. By per-
forming the handover promptly and effectively, this phase helps maintain continuous

connectivity for users as they move across different attachment points.
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5.3 Handover management in hybrid system

Handover management is the key aspect in the development of solutions supporting
mobility scenarios. It is the process by which MT maintains its active connection
while moving from one point of attachment (base station or access router) to an-
other. In this section, we describe the handover process features and we provide the
motivation for analyzing the vertical handover decision problem in a heterogeneous
environment. Fig shows the handover management concept features: mobility sce-
narios, handover process, types, control, and performance. The highlighted grey box
represents the features closely related to the handover decision issue.

Many works describe the handover process in three phases:

e Handover Information Gathering: used to collect all the information required
to identify the need for handover and can subsequently initiate it. It can be

called also handover initiation phase or system discovery.

e Handover Decision: used to determine whether and how to perform the han-
dover by selecting the most suitable access network (taking into account some
criteria such as user preferences) and by giving instructions to the execution

phase. It is also called network or system selection.

e Handover Execution: used to change channels conforming to the details re-

solved during the decision phase.

5.3.1 Handover decision criteria

Handover criteria play a crucial role in determining the need for a handover in
hybrid VLC and WiFi networks. These criteria can be broadly categorized into
network-related and terminal-related factors, which help in maintaining seamless
communication and optimal resource allocation in hybrid networks.
Network-related criteria include factors such as coverage, bandwidth, latency,
and link quality. Link quality can be further assessed using metrics like (RSS (Re-
ceived Signal Strength), CIR (Carrier to Interferences Ratio), SIR (Signal to Inter-
ferences Ratio), BER, etc.). Other network-related factors to consider are monetary

cost and security level. Terminal-related criteria, on the other hand, are associated
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Figure 5.3: Different handover criteria.

with the user’s device and its characteristics. These factors include the device’s ve-
locity, battery power, and location information. These terminal-related criteria are
essential in ensuring a smooth user experience and minimizing disruptions during
handovers.

Figure [5.3] illustrates six main criteria that are typically considered when eval-
uating the handover cost. These criteria can be adapted and utilized depending
on the specific system and various scenarios. The three primary criteria among
these are channel quality, network performance, and resources availability. Intelli-
gent management systems, incorporating artificial intelligence and machine learning
algorithms, can effectively analyze these handover criteria to facilitate seamless com-
munication and efficient resource allocation in hybrid VLC and WiFi networks. By
considering both network-related and terminal-related factors, these systems can

optimize the overall performance, reliability, and energy efficiency of the integrated
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networks, thereby shaping the future of wireless communication and unlocking the
potential benefits of VLC and WiF'i technology integration.

User-related: user profile and preferences. Service-related: service capabilities,
QoS, etc. These criteria can be classified into static and dynamic depending on
the frequency and causes of changes. Typically static criteria are user profile and
the cost of the different access networks, whereas the MT’s velocity and RSS are

typically dynamic criteria

Decision
Function based
Schemes
QoS based Intelligent
schemes based Schemes
Vertical
Handover
RSS based Context based
schemes Schemes

Figure 5.4: Key decision-making criteria for VHO in hybrid networks.

In Figure we delve deeper into the key decision-making process for vertical
handover in hybrid networks. Five criteria are taken into account when determining
the optimal handover strategy: RSS, QoS, decision-making function, intelligence,
and context. The Received Signal Strength criterion evaluates the signal strength of
each available network and plays a crucial role in maintaining seamless communica-
tion. A higher RSS value indicates a stronger connection, which can lead to better
overall network performance.

The QoS criterion encompasses various network performance metrics, such as
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bandwidth, latency, and link quality. Ensuring optimal QoS is essential for main-
taining a satisfactory user experience, especially for applications with strict perfor-
mance requirements, like video streaming or online gaming. The decision-making
function is a mathematical model that takes into account multiple factors to de-
termine the most suitable network for handover. By considering network-related
and terminal-related factors, the decision-making function helps optimize resource
allocation and maintain seamless connectivity.

Intelligence refers to the use of artificial intelligence and machine learning algo-
rithms in the handover process. These algorithms can effectively analyze various
criteria to optimize performance, reliability, and energy efficiency in hybrid net-
works. By leveraging Al and ML, the handover process can be more adaptive and
responsive to changing network conditions. Finally, the context criterion considers
the user’s location, velocity, and other environmental factors that may affect the
handover decision. By taking these factors into account, the handover process can
be tailored to better suit the user’s specific needs and preferences.

In conclusion, these five criteria play a critical role in the decision-making process
for VHO in hybrid networks. By effectively analyzing and utilizing these criteria,
the potential benefits of integrating VLC and WiFi technology can be fully realized,

shaping the future of wireless communication.

5.3.2 Handover decision policy

To improve the efficiency of handover decisions in hybrid networks integrating VL.C
and WiFi technology, additional criteria can be incorporated into the handover
decision policy. These extended policies take into account QoS, decision-making

functions, intelligence, and context-awareness.

e QoS-based Policy: considering multiple network performance metrics such as
delay, throughput, and packet loss rate. The new BS is chosen if it provides
better overall QoS.

e Decision-making Function-based Policy: using mathematical models such as

utility functions, fuzzy logic, and game theory to optimize resource allocation
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and connectivity. The new BS is chosen based on the output of the decision-

making function.

e Intelligent Handover Policy: employing Al and ML algorithms to analyze his-
torical data and learn from previous handovers. The new BS is chosen based

on the predictions and recommendations provided by the intelligent algorithm.

e Context-aware Policy: taking into account user location, velocity, and envi-
ronmental factors such as signal interference and obstacles. The new BS is

chosen based on the context-specific requirements and conditions.

Vertical Handover

| e . |

Decision .
" Intelligence
RSS Based QoS Based Function 9 Context based
Schemes Schemes based Bkt Schemes
Schemes
Schemes
RSS Threadhold Available Bandwidth Ultility Function Artificial Neural Network Mobile Agent
Channel Scanning SINR Cost Function Fuzzy Logic Mobility Prediction
Prediction User Profile Network Score Function Intelligent Protocol Cooperation

Figure 5.5: Vertical Handover Decision policies.

Handover decision rules can be classified based on threshold and hysteresis values.
In every policy, a crucial factor plays a significant role in influencing the decision-
making process. Figure [5.5| illustrates the key factors contributing to handover
decisions across various schemes. Traditional handover decision policies depend

primarily on RSSI values. And the rule can be explain like this:

e RSSI Value Rule: Transition to the new base station (BS) if RSSIey >
RSSI,4.

e RSSI with Threshold 7" Rule: Select the new BS if RSSI,.., > RSSI 4 and
RSSIOld <T.

e RSSI with Hysteresis H Rule: Choose the new BS if RSSI, ¢,y > RSSIq +
H.
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e RSSI Hysteresis and Threshold Rule: Opt for the new BS if RSSI, o, >
RSSIq + H and RSSI g < T

5.3.3 The challenge for handover management

The discussion revolves around the challenges in handover management for hybrid
VLC and WiFi systems. The integration of these two technologies presents numerous
obstacles that must be addressed to ensure seamless connectivity, mobility, and user
experience in hybrid networks.

One of the primary challenges is the heterogeneity of network technologies. VL.C
and WiFi operate on different frequency bands and have distinct physical layer
characteristics, which can complicate the handover process. Moreover, the perfor-
mance of these networks can be influenced by various factors, such as the presence
of obstacles, interference, and signal quality. As a result, handover management al-
gorithms must be capable of adapting to the dynamic changes in network conditions
to maintain seamless connectivity.

User mobility is another significant challenge, as it can lead to frequent handovers
between VLC and WiFi networks. This can result in increased energy consumption,
latency, and degradation of QoS. Handover management algorithms need to con-
sider user mobility patterns and make intelligent decisions to minimize the impact
on energy consumption and QoS. This may involve predicting user movement and
selecting the most appropriate network based on factors such as signal strength,
network load, and user preferences.

Scalability is also an essential aspect to consider in hybrid VLC and WiFi net-
works. As the number of users and devices increases, handover management algo-
rithms must be capable of handling the increased complexity and ensuring efficient
resource allocation. This requires the development of scalable algorithms that can
adapt to the evolving network conditions and user demands.

Security and privacy concerns are another critical aspect of handover manage-
ment in hybrid networks. Transferring data between VLC and WiFi networks can
expose users to potential security risks, such as eavesdropping, data tampering, and
unauthorized access. Handover management algorithms must incorporate robust

security mechanisms to protect user data and privacy during the handover process.
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In conclusion, addressing the challenges in handover management for hybrid VL.C
and WiFi systems is vital for ensuring seamless connectivity, mobility, and user ex-
perience in these networks. The development of efficient handover management
algorithms, collaboration between industry stakeholders, researchers, and standard-
ization bodies, and the adoption of common standards and protocols are necessary
steps towards overcoming these challenges and enabling the successful integration
of VLC and WiFi technologies.

5.4 Intelligent Management System in Testbed

In today’s rapidly evolving communication landscape, ensuring seamless connectiv-
ity and efficient handover management is of utmost importance [78]. This section
introduces an intelligent management system in a testbed environment, which lever-
ages the strengths of both VLC and WiFi technologies. By utilizing RSS based
schemes and user mobility (context based schemes) as a key factor in the handover
process, this system aims to provide more accurate and efficient handovers. Ad-
vanced techniques, such as indoor localization based on neural networks, are poten-
tial to predict the receiver’s location, enabling a more robust and reliable communi-
cation experience. This intelligent management system demonstrates the potential
for improved connectivity and performance in hybrid VLC and WiFi networks.

We investigate the implementation of an IMS as depicted in Figure[5.6] The sys-
tem features multiple downlink VL.C connections, complemented by a common WiFi
network, catering to the needs of various users, including VLC receivers. The IMS
acts as a central control unit responsible for gathering and processing information,
with decision-making based on different techniques tailored to specific situations.
The experimental setup for the hybrid network is illustrated in Figure [5.7]

5.4.1 Handover Information Gathering in VLC

Our testbed is built on OpenVLC 1.3, an open platform that enables researchers
to develop their prototypes [79]. The OpenVLC system comprises three compo-
nents: the OpenVLC cape, which is the front-end transceiver connected to the

Beaglebone Black; the OpenVLC firmware, which runs on the Processing Real-time
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Figure 5.6: Intelligent Management System in Hybrid VLC/WiF1i scenario.

Units (PRUs) that function as microprocessors for the BBB and performs real-time
processing; and the OpenVLC driver, which is a module in the Linux kernel that
implements the VLC MAC and PHY layers, as well as sampling, symbol identifica-
tion, coding/decoding, and Internet protocol interoperability. However, the current
state of the OpenVLC platform does not provide RSSI to a Linux environment.
The OpenVLC firmware stores each of the 16 bits of the current RSSI value in the
register of PRUO. Once read, this RSSI is compared with a threshold for decoding.
After decoded, a new RSSI value is started to be read, so the previous one is lost.
The process shows in Figure 5.8 To extract the RSSI value and integrate it into
our handover mechanism, we utilized a prudebug-bbb tool to gain insight into the
registers used by the OpenVLC firmware. With this knowledge, we modified the
firmware to search for the register containing the RSSI value. Our efforts led us
to identify r3 as the essential register for storing the RSSI value from PRUO. By
successfully retrieving the RSSI value on the receiver side, we have taken a signifi-

cant step toward implementing our handover mechanism. In Figure [5.9] the graph
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Figure 5.7: The scenario for handover for hybrid VLC/WiF1i system.

displays a sample of data collected in relation to the distance between Tx-1 and Rx
as the Rx moves along the path between the two transceivers. The results in Fig-
ure become more apparent when focusing solely on the maximum RSSI values
corresponding to varying distances between transceivers.

The conversation emphasizes the advantages of a hybrid VLC and WiFi system,
which overcomes the limitations of traditional localization methods and provides
more accurate and secure positioning solutions. VLC network localization offers
a unique approach with short-range communication capabilities and triangulation
algorithms for accuracy. Integrating VLC networks with WiFi in a hybrid sys-
tem allows for the creation of cutting-edge applications and services that depend
on exact indoor positioning information, revolutionizing our interaction with the

environment.
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Figure 5.8: Memory sharing between PRUs and OpenVLC driver receiver.
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Figure 5.9: The RSSI sample collected for hybrid VLC/WiFi system in relation to

the distance between Tx and Rx.
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Figure 5.10: The Max RSSI sample capture with different distance between VLC
Tx and Rx.

5.4.2 Handover Information Gathering in WiFi

It is not easy to monitor users without a device using standard WiFi devices. The
reflection signals used for device-free tracking are much weaker than the direct-path
signal compared to device-based monitoring, making extracting accurate and usable
tracking information from the reflection signals more challenging. Additionally,
the restricted bandwidth and a limited number of antennas found on the majority
of commodity WiFi cards make angle-of-arrival (AoA) and time-of-arrival (ToA)
based passive tracking too insensitive. With Doppler information, whose resolution
is unaffected by the number of antennas or bandwidth, we hope to solve the tracking
movement problem in this section.

In an indoor environment, human movements alter the path length of the WiFi
signal reflected from the human body for each pair of transceivers, causing a Doppler
frequency shift of the signal. This is the fundamental concept and theoretical basis

of our WiFi based device-free tracking system. The phase information of the CSI
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available at the common WiF'i receiver can be used to determine the amplitude and
direction of the Doppler frequency shift. The velocity and location of the human
target are thus linked to the amount of Doppler frequency shift because they affect
how quickly the reflection path length shifts. Additionally, we can get the AoA
spectrum from CSI, which shows the object’s location (angle) probability. We can
then estimate the human velocity, location, and consequently moving trajectory by
fusing Doppler frequency shift with the AoA spectrum, accomplishing our objective
of precise device-free human tracking with common WiFi devices.

Using CSI information to calculate the doppler velocity is more useful and accu-
rate compared to using CSI to detect the user’s location. For the main function of
IMS, we want it to provide the best services for users. By accouting user’s movement
speed, we can optimize the handover mechanism to provide better services for all

users inside the network.

Channel State Information (CSI)

WiFi Interface Cards (NICs) persistently observe changes in the wireless channel
using CSI, which characterizes the frequency response of the wireless channel 80,
81]. Suppose X (f,t) and Y (f,t) denote the frequency domain representations of
transmitted and received signals, respectively, with carrier frequency f. The con-
nection between these two signals can be expressed as Y (f,t) = H(f,t) x X(f,1),
where H(f,t) is the complex-valued Channel Frequency Response (CFR) for carrier
frequency f measured at time ¢. In essence, CSI measurements contain these CFR
values. Let Np, and Ng, represent the number of transmitting and receiving an-
tennas, respectively. Since CSI is measured on 30 selected OFDM subcarriers for a
received 802.11 frame, each CSI measurement consists of 30 matrices with dimen-
sions N7, X Ng,. Each entry in any matrix is a CFR value between an antenna pair

at a specific OFDM subcarrier frequency at a particular time.

CSI-Mobility Model

Although directly measuring the phase of a path is challenging, it is possible to infer
the phase of a path using the CFR power, i.e., |H(f,t)[*. Our approach is based on
the principle that when the lengths of multi-paths change, the CFR power varies
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according to the path length change.

To understand the relationship between CFR power and the length change of
a path, we first express CFR as a sum of dynamic CFR and static CFR and then
calculate the power. Dynamic CFR, denoted by Hy(f,t), is the sum of CFRs for

paths whose lengths change with human movement and is given by

Hy(f.t) =) ap(f,t)e 7250 (5.1)

ke Py
where Py is the set of dynamic paths whose lengths change. Static CFR, denoted by
H(f), is the sum of CFRs for static paths. Thus, the total CFR can be expressed

as follows.

H(ft) = e J2mAft (Hs(f) + Z ar(f, t)ejdek(t)//\) (5.2)
keP,

The total CFR has time-varying power because, in the complex plane, the static

component H,(f) is a constant vector while the dynamic component Hy(f,t) is a

superposition of vectors with time-varying phases and amplitudes. When the phase

of the dynamic component changes, the magnitude of the combined CFR changes

accordingly.

Now, consider how CFR power changes with an object moving around. Suppose
an object moves at a constant speed such that the length of the kth path changes
at a constant speed v, for a short time period, e.g., 100 milliseconds. Let dj(t)
represent the length of the kth path at time ¢. Thus, dy(t) = di(0) + vgt. The
instantaneous CFR power at time ¢ can be derived as follows (detailed derivations

are omitted due to space constraints).

HUOR = 3 21 (D f ) eos (27 + 200 1 g, )

A A
keP,
+ 3 o fta( ) cos (20 2HAOZAO) g, )
yoh
3 lalf 0 + [HL()P (53)
keP,
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2mdy (0)

where 552 + ¢, and M

) 4 ¢ are constant values representing initial
phase offsets.

From Equation [5.3] we can observe a key insight: the total CFR power is the
sum of a constant offset and a set of sinusoids, where the frequencies of the sinusoids
are functions of the speeds of path length changes. By measuring the frequencies of
these sinusoids and multiplying them with the carrier wavelength, we can obtain the
speeds of path length change. In this way, we can construct a CSI-mobility model

that relates the variations in CSI power to movement speeds.

5.5 Handover Testbed

Our testbed, as illustrated in Figure [5.7 incorporates two OpenVLC transmitters
integrated with WiFi, facilitating effective data transmission via visible light. On
the receiver side, we have one OpenVLC unit with customized firmware, which
is mounted on a robot that can move freely between the two access points. One
critical feature of the VLC channel condition is the RSSI value, which measures
the signal strength between the transmitter and receiver. To better understand this
aspect of the OpenVLC platform, we conducted experiments to observe how the
RSSI value changes as the receiver moves further away from the center point of
the OpenVLC AP. With all knowledge about OpenVLC, we successfully retrieved
the RSSI value on the receiver side, enabling us to integrate it into our handover
mechanism, which determines the most effective base station for seamless handover.
By conducting experiments to monitor the RSSI value as the receiver moved away
from the center point of the OpenVLC AP, we gained insight into the performance of
the VLC channel under different conditions. Our results showed that the maximum
RSSI value decreased as the receiver moved further away from the center point,
indicating a degradation in signal strength like in Figure . These observations
may also lead to advancements in the performance of VLC systems, as a better
understanding of channel conditions can result in more robust systems that deliver

higher data rates and improved reliability.
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5.6 Results and Discussion

After careful consideration, we used the sample standard deviation of RSSI values
(sRSSI) to measure RSSI channel variability similar like in Figure [5.11] We choose
sRSSI because it provides a comprehensive view of the RSSI channel and is less
prone to bias than other standard deviation estimates. Overestimating variability
in samples is preferable to underestimating it, which could potentially lead to in-
accurate results. Therefore, sSRSSI is a reliable way to gauge RSSI variation in our

study.
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Figure 5.11: The maximum, minimum, mean, and standard deviation RSSI values

with different distances between Tx1 and Rx.

To investigate user mobility in a WiFi environment, we collected CSI data and
extracted doppler velocity components, as depicted in Figure[5.12| The experimental
setup involved linear movements of a receiver at different velocities. The sequence
is the receiver moves at high speeds for the first 10 seconds, followed by a slow
movement for the next 10 seconds, with a 10-second pause in between. This cycle

was repeated for 120 seconds. Our analysis revealed a strong correlation between the
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doppler velocity and the rate of user mobility, allowing us to categorize it into three
levels based on our predetermined thresholds: slow movement (green), moderate

movement (blue), and fast movement (red). We plan to leverage this information in

our ML algorithms.
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Figure 5.12: Doppler velocity envelope extracted from a testbed scenario.

Handover Decision

Handover decisions are crucial in the handover process, especially when developing
a handover mechanism between VLC and WiFi networks. However, this can be
challenging due to differences in physical layers, communication protocols, and net-
work architectures. Therefore, selecting appropriate handover criteria is of utmost
importance. In our study, we experimented with various combinations of techniques
and features that can be collected from both networks. After careful consideration,
we decided to employ fuzzy logic for our small-scale testbed, which allowed us to
achieve fast handover times while meeting our requirements.

In our fuzzy logic approach, we consider the sRSSI 1 and sRSSI 2 values for two
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Table 5.2: Fuzzy Logic Rules for handovers

Rule No. Features AP Allocation
sRSSI 1 | sRSSI 2 | WiFi data rate
1 not Low - - VLC1
2 - not Low - VLC2
3 Low High - VLC2
4 High Low - VLC1
5 Low Low not Low WiFi

OpenVLC access points, respectively. We chose the WiFi data rate as the most

convenient feature to learn about WiFi channel conditions. In our testbed, in case

the VLC channel is appropriate for transmitting data, we prioritize it over the WiFi

channel, which serves as a backup network. The algorithm show in Algorithm [T}

Algorithm 1 Handover Decision Algorithm

1:
2
3
4
o:
6
7
8
9
10:

11:

12:
13:

procedure HANDOVERDECISION(sRS STy, sRSSI,, WiFiDataRate)

Sensing environment

if sRSSI; # Low then
return VLC1
else if sRSSI; # Low then
return VLC2
else if sRSSI, = Low and sRSSI, = High then
return VLC2
else if sRSSI, = High and sRSSI, = Low then
return VLC1
else if sRSSI; = Low and sRSSI, = Low and WiFiDataRate # Low

then

return WiFi

end if

14: end procedure

This approach helps reduce the likelihood of bottleneck issues in the WiFi chan-

nel. In our OpenVLC platform, the maximum achievable data rate is 400 kbps. We
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observed that when sRSSI is low, traffic drops below 50 kbps, which led us to define

the sRSSI threshold at this level as a handover procedure that should take place.
We demonstrate the fuzzy logic rules in TABLE and Algorithm

Handover Execution

As part of our experimental study, we conducted tests in several indoor environments
to evaluate the effectiveness of our proposed hybrid handover solution. We collected
data for five minutes while the receiver moved in the same cycle as we collected
CSI data for doppler velocity. These tests assessed the system’s ability to handle

handovers seamlessly between VL.C and WiFi networks.

Table 5.3: Vertical handover times

Handover | VLC to WiFi (s) | WiFi to VLC (s)
1 0.431 0.488
2 0.421 0.320
3 0.503 0.287
10 0.386 0.311
Average 0.436 0.401

Our experiments generated valuable data, presented in table and [5.4] which
showcases the handover times execution for VHO and HHO, respectively. As pre-
dicted, the experimental results indicate that the handover time for VHO is typically
more than double compared to the handover time in HHO.

For HHO, the minimum handover time observed ranges from 0.043 s to 0.105
s, while for VHO, it ranges from 0.287 s to 0.401 s. Although the handover time

has not yet been defined in VLC standardization, these results meet the standard
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Table 5.4: Horizontal handover times

Handover | VLC 1 - VLC2
1 0.045
2 0.115
3 0.043
10 0.172
Average 0.105

for handover time in other radio frequency technologies. Our results demonstrate
better performance than the latest reported handover time for the Li-Wi network
in [76]. In that study, the author employed MPTCP and link aggregation tools to
develop handover mechanisms, only achieving a minimum handover time of 0.2 s to
0.35 s.

In Table we evaluate the effectiveness of our system by implementing both
HHO and VHO and recording the time duration for each handover session. The

results clearly demonstrate that the IMS system remains efficient in these scenarios.

Handover with User Mobility and Machine Learning

Our experiment aims to scale up our operations in a massive [oT system by utilizing
machine learning techniques to develop robust handover systems. Gathering more
information about our testbed is crucial before fine-tuning the ML model. Moreover,
our approach prioritizes decisions based on maintaining a minimum throughput,
which guarantees that the quality of service remains consistently high across all user
scenarios and movement patterns. To achieve this, we have identified seven features
- maximum RSSI, minimum RSSI, sRSSI, WiFi link quality, WiFi noise level, and
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Table 5.5: Handover process

Horizontal HO (s) | Vertical HO (s)

Sensing 3 3
Decision 0.02 0.04
Execution 0.107 0.401

WiFi data rate, current network - that can provide valuable insights into network
performance. In addition, we have incorporated user mobility as an essential feature
by extracting it from doppler velocity data. This information has been categorized
into three distinct movement patterns - slow, moderate, and fast - as illustrated in
Figure . By integrating user mobility data with other relevant features, we aim
to improve the accuracy and reliability of our ML model for predicting handovers
in different scenarios.

To identify the most effective algorithms for enhancing our machine learning
model, we experimented with various supervised learning techniques, including Lo-
gistic Regression, Support Vector Machine Classifier, Gradient Boosting, Naive
Bayes Classifier, and others. Based on our initial analysis, we selected the four
methods that exhibited the greatest potential for improving the accuracy of our
model while requiring a fast-training time. These techniques were K-Nearest Neigh-
bors, Random Forest, AdaBoost C4.5, and Logistic Model Tree. We proceeded to
fine-tune these models and evaluated their accuracy results, which are presented in
Table (.6

Our analysis indicates that when 80% of our dataset is used to train the model,
the accuracy of predicting handovers exceeds 93%. During the tuning process, we
found that the AdaBoost C4.5 algorithm displayed the most significant potential
with an impressive 97.5% accuracy. We selected AdaBoost.C4.5 because it employs
Decision Trees as its base classifiers, which are widely recognized for their effec-

tiveness in machine learning applications. Specifically, AdaBoost.C4.5 incorporates
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Table 5.6: Performance of Classifiers

Classifier Training Size (%) | Accuracy (%) | Training Time (s)

KNN 40 85.4 0.01

60 90.5 0.01

80 93.1 0.01

Random Forest 40 87.6 1.01
60 90.5 1.21

80 95.3 1.52

AdaBoost C4.5 40 85.2 0.03
60 90.1 0.03

80 97.5 0.03

LMT 40 85.2 0.05

60 90.1 0.05

80 93.6 0.05

the C4.5 decision tree algorithm into the AdaBoost framework. Unlike AdaBoost,
which uses weak learners, AdaBoost.C4.5 builds a forest of decision trees and se-
lects the best one to add to the ensemble at each iteration. This approach allows
AdaBoost.C4.5 to identify more complex relationships in the data than AdaBoost
alone, leading to improved predictive accuracy.

Our machine learning model for the handover system was optimized by utilizing
two essential hyperparameters, namely n_estimators and learning_rate. The hyper-
parameter n_estimators was set to 100 and 200, indicating the maximum number
of estimators utilized before the AdaBoost.C4.5 algorithm terminated the boosting

process. By increasing this value from the default 50, we could reduce the model’s
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variance while preventing overfitting on the training data. Furthermore, we could
determine the number of expanding rounds executed before the algorithm stops by
utilizing n_estimators. The second hyperparameter, learning_rate, was tuned from
0.001 to 0.5. This parameter controls the weight update during each iteration of the
boosting process. A lower value of learning_rate leads to a slower adaptation of the
model to the gradient of the loss function, while a higher value results in a faster
adaptation. It is crucial to strike a balance between the two hyperparameters since
using a small learning rate and many estimators might not lead to better results
and can increase computational costs.

In conclusion, selecting appropriate values for these hyperparameters is paramount
in influencing the model’s performance. As such, we paid keen attention to tuning
both hyperparameters to strike a balance between model accuracy and computa-
tional efficiency. There is potential to expand this research further by incorporating
more transmitter and receiver access points with different hybrid VLC and RF tech-
nology. Additionally, we can further boost the performance of our ML models by
increasing the size of the data available through the hybrid system.

5.7 Discussion and future research directions

This work will be open-source with OpenVLC, which can help other researchers to
implement their research in OpenVLC and also our Center Control Unit. There are
several research directions for researchers based on this IMS.

The discussion highlights the potential of system control based on localization
information in enhancing user experiences and optimizing various applications. WiFi
network localization benefits from widespread adoption, existing infrastructure, and
the RSSI method for distance measurement. Combining WiFi with other localization
methods in a hybrid system enables the development of innovative applications and
services that rely on precise indoor positioning data, ultimately transforming how

we interact with our surroundings.
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5.7.1 Access Point placement

Access point placement is a crucial aspect in VLC networks. The placement of access
points, also known as light sources, directly affects the coverage and performance of
the VLC network. There are several factors that need to be considered when placing
access points in a VLC network. Firstly, the light sources need to be positioned in
such a way that they provide adequate coverage to the target areas. This requires
careful consideration of the light transmission properties of the environment, such
as the presence of obstacles and reflections. Another factor to consider is the quality
of the received signal. To ensure a high-quality signal, the light sources should be
placed in such a way that they are not obstructed by other objects |82, [83]. This is
particularly important when considering multi-floor buildings where there are likely
to be many obstacles between the light sources and the receivers.

In addition, it is important to consider the power of light sources. High-power
light sources can increase the coverage of the VLC network, but they can also cause
interference with other optical devices and increase the cost of the network. On
the other hand, low-power light sources can reduce the cost of the network but can
also reduce the coverage area and the quality of the received signal. Finally, the
placement of the access points should be optimized to reduce the overall network
cost. This can be achieved by reducing the number of light sources required to
cover the target area, or by reducing the power requirements of the light sources.
In conclusion, the placement of access points in a VLC network is a crucial aspect
that can develop in IMS which requires careful consideration of several factors,
such as coverage, signal quality, power requirements and cost. By optimizing the
placement of access points, it is possible to achieve a high-performing, cost-effective
VLC network.

5.7.2 Handover Skipping

Handover skipping is a technique used in VLC networks to improve the overall
performance and efficiency of the network. In VLC networks, handover events can
cause significant overhead, and handover skipping aims to reduce the number of
these events, and the associated overhead, by skipping over less optimal APs and

directly switching to a more optimal AP. Handover skipping is achieved through
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the use of advanced signal processing algorithms that can accurately predict the
future position of a device and determine the most optimal AP for the device to
connect to. The algorithms consider various factors such as the device’s movement
speed, the signal strength and quality of each AP, and the availability of resources
on each AP [70, |71]. Handover skipping aims to minimize the number of handover
events and ensure that the device is always connected to the most optimal AP,
resulting in a more efficient and stable VLC network. In addition to improving the
overall performance of the VL.C network, handover skipping also has the potential
to reduce power consumption and increase the battery life of devices, as less time
is spent searching for and connecting to new APs. Furthermore, handover skipping
can improve the quality of the communication link, as the device is always connected
to the best AP, resulting in improved signal strength and quality.

In conclusion, handover skipping is a key technique in optimizing VLC/WiFi
networks and can help improve the overall performance, efficiency, and stability of
the network. With the continued development of VLC technology, it is expected
that handover skipping will become an increasingly important component of VLC

networks and play a crucial role in the future of communication technology.

5.7.3 Transfer Learning

IMS is crucial for hybrid system, but in the future we can put all the management
function into each transceiver. Transfer learning might be a future direction to mov-
ing forward in IMS. Transfer learning is a machine learning technique that allows
a model that has been trained on one task to be reused and fine-tuned for another
related task. In the context of hybrid VLC/WiF1i, transfer learning can be used to
improve the performance of the systems by leveraging the knowledge obtained from
previous VLC/WiFi studies and experiments. The use of transfer learning in hy-
brid system can help to overcome some of the challenges associated with designing
and implementing VLC systems and WiFi [84], 85]. For example, the availability
of labeled data for VLC is often limited, which makes it difficult to train machine
learning models from scratch. Transfer learning enables VLC systems to take ad-
vantage of pre-existing models trained on large amounts of data, thus improving the

accuracy and performance of VLC systems.
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Furthermore, transfer learning can also help to address the differences in chan-
nel characteristics that exist between different VLC systems. Different VLC systems
have different channel characteristics, such as different distances between the trans-
mitter and receiver, different angles of view, and different channel impairments.
Transfer learning can be used to fine-tune pre-existing models to the specific chan-
nel characteristics of each VLC system, which can help to improve the performance
of the VLC system. In conclusion, transfer learning is a promising technique that
can be used to improve the performance of hybrid VLC/WiFi systems by leveraging
existing knowledge and overcoming some of the challenges associated with designing

and implementing VLC systems.

5.8 Conclusion

Developing a seamless handover mechanism between the two systems is crucial to
explore VLC and WiFi integration’s full potential. Our proposed testbed serves as a
platform for researchers to address the challenges associated with handover mecha-
nisms and develop more efficient, reliable, and secure communication systems across
different industries and applications. To achieve seamless integration between VLC
and WiFi systems, we proposed a hybrid handover solution based on RSSI and
CSI values for both HHO and VHO. Our experimental results indicate that the
proposed solution achieves maximum handover times of around 100 ms and 400
ms for HHO and VHO, respectively. Additionally, our machine learning algorithm
for handover decision-making provides remarkable accuracy, with a score of 97.5%.
The results demonstrate that our proposed solution can achieve efficient handover
times in diverse indoor environments. This underscores the importance of develop-
ing a seamless handover mechanism to enable other researchers working on hybrid
systems to implement their work in a similar testbed environment. In the future,
several extension ideas warrant further investigation. Integration of tracking and
localization into our machine learning model could lead to more efficient handovers
by dynamically adapting to user movement patterns and changing network condi-
tions. Developing an architectural solution for managing strip-LED systems allows

seamless communication with multiple receivers and traffic flows while balancing the
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complexity of individual LED intelligence modules. Exploring resource allocation
trade-offs between traffic load in each cell and dwell time during handovers may
optimize overall system performance. Additionally, investigating adaptive node-
association strategies based on anticipated user movement could minimize handover
dwell times, even in cell-free systems. By pursuing these research directions, we aim
to enhance the applicability and efficiency of our proposed handover mechanism,
ultimately contributing to improved user experiences and more robust large-scale

networks.
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Chapter 6

Application for Intelligent
Management System in Hybrid
System

The extensive advantages offered by our Novel Intelligent Management System Ar-
chitecture for Hybrid VLC/RF Systems demonstrate its capacity to transform nu-
merous industries, ushering in a new era of technological advancements and improved

quality of life.

e Agriculture: By employing our hybrid VLC/RF architecture, farmers can ac-
cess real-time data on variables such as soil moisture levels, nutrient content,
and plant growth. This enables them to make informed decisions about irri-
gation, fertilization, and pest control, ultimately leading to higher crop yields
and reduced waste. Additionally, the architecture facilitates remote monitor-
ing of livestock health and location, offering opportunities for improved animal

welfare and farm management shows in Figure [6.1}

e Retail: The integration of VLC and RF technologies in retail settings can
enhance customer experiences by enabling context-aware promotions and per-
sonalized recommendations, based on individual preferences and shopping his-
tory. Further, this architecture can assist in streamlining inventory manage-

ment through real-time tracking of item locations and quantities, reducing
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Figure 6.1: Smart agriculture application for a hybrid system.

the likelihood of stockouts and overstocking. Finally, the secure, high-speed
connectivity empowers retailers to offer seamless contactless payment options,
increasing transaction efficiency and convenience for customers show in Figure
0. ]!

e Smart Homes: Our proposed system facilitates the seamless interconnec-
tivity of various smart home devices and appliances, making it possible for
homeowners to create a truly integrated living environment. Homeowners can
easily manage their lighting, temperature, and security systems remotely or
through automated schedules, resulting in enhanced comfort and energy sav-
ings. Moreover, the privacy-preserving capabilities of our architecture ensure
that sensitive household data remains protected from unauthorized access il-

lustrate in Figure 6.2}

e Entertainment: The high-speed, low-latency characteristics of our hybrid
architecture are critical for delivering next-generation entertainment experi-
ences. This includes uninterrupted streaming of ultra-high-definition media
content, fully immersive virtual reality and augmented reality gaming expe-
riences, and responsive multiplayer online gaming sessions. The architecture
also caters to multi-user environments, allowing simultaneous device connec-

tions without compromising performance shows in [6.3] .
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Figure 6.3: Entertainment demo for a hybrid system.

124



CHAPTER 6. APPLICATION FOR INTELLIGENT MANAGEMENT SYSTEM
IN HYBRID SYSTEM

e Public Safety: In emergency situations, the robust and reliable communi-
cation enabled by our hybrid architecture is vital for effective coordination
between first responders, law enforcement agencies, and rescue teams. The
system allows rapid transmission of mission-critical information, such as live
video feeds, GPS coordinates, and important updates, ensuring that resources
are deployed efficiently and lives are saved. Furthermore, during disaster re-
lief operations, our architecture can provide crucial support for establishing
temporary communication networks in affected areas, facilitating search and

rescue efforts, and aiding in resource distribution.

e Hospital Environments: The implementation of our intelligent manage-
ment system for hybrid VLC/RF communication in hospitals can significantly
enhance patient care and overall healthcare efficiency [86]. The architecture
supports real-time monitoring of patients’ vital signs and location, allowing
healthcare providers to respond quickly in emergency situations. Furthermore,
the system can streamline the management of medical equipment and supplies,
ensuring that necessary resources are readily available when needed. The high-
speed, reliable connectivity also enables seamless data transfer and communi-
cation between healthcare professionals, facilitating informed decision-making
and collaboration. All of these benefits contribute to a safer, more efficient

hospital environment, as depicted in Figure [6.4]

e Underwater Communication: The hybrid VLC/RF communication sys-
tem holds great potential for underwater applications, such as oceanographic
research, environmental monitoring, and marine life tracking. By leveraging
the unique characteristics of both VLC and RF technologies, our intelligent
management system can overcome the connectivity and performance chal-
lenges typically associated with underwater communication. This enables real-
time data collection and transmission from underwater sensors, autonomous
underwater vehicles (AUVs), and remotely operated vehicles (ROVs), sup-
porting a wide range of scientific and industrial applications. An illustration

of underwater communication using the hybrid system is shown in Figure [6.5]

In conclusion, the proposed intelligent management system for hybrid VLC/RF
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Figure 6.5: Underwater communication application for a hybrid system.
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communication has the potential to revolutionize various industries by providing
secure, high-speed, and reliable connectivity solutions. By addressing the unique
challenges and requirements of each application, our architecture can pave the way

for innovative use cases and enhanced quality of life in the digital era.

6.1 Smart Retail Environment

The proposed intelligent management system architecture is in smart retail envi-
ronments, where store owners and managers can leverage the seamless integration
of VLC and RF technologies to enhance customer experiences, optimize store op-
erations, and facilitate targeted marketing. In this setting, customers can connect
to hybrid VLC/RF APs as they move throughout the store, enjoying uninterrupted
connectivity and receiving real-time promotions and product information based on
their location. The ETL module enables accurate tracking of customer movement
patterns, enabling store owners to optimize store layouts and product placements
accordingly. Additionally, the EEM ensures efficient energy usage by dynamically
adjusting LED brightness levels and selectively deactivating idle links based on cus-
tomer presence and store requirements.

The scalability and adaptability of the proposed intelligent management system
architecture make it particularly suited for application in smart retail environments.
In these settings, store owners and managers can leverage the seamless integration of
VLC and RF technologies to achieve improved customer experiences, more efficient
store operations, and targeted marketing strategies. This chapter provides a com-
prehensive overview of the potential benefits and applications of our architecture
in smart retail environments, as well as an exploration of its integration with other

emerging technologies.

6.1.1 Enhancing Customer Experiences
Uninterrupted Connectivity

A key feature of the proposed architecture is the ability to ensure uninterrupted

connectivity for customers as they move throughout the store. By maintaining
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a consistent connection to hybrid VLC/RF Access Points, customers can enjoy a
smooth shopping experience that includes real-time access to promotions, product
information, and other digital resources. This uninterrupted connectivity also sup-
ports interactions with digital signs, augmented reality applications, IoT devices,

and other components of the smart retail environment.

Location-Based Services

The location-aware capabilities of the proposed architecture allow retailers to offer
a range of location-based services tailored to individual customers. For example, by
tracking a customer’s location within the store, the retailer can provide targeted pro-
motions or personalized product recommendations based on the customer’s browsing
history and preferences. These location-based services can be delivered through a

variety of platforms, such as mobile apps, digital signage, or in-store PA systems.

Improved In-Store Navigation

By leveraging the accurate tracking and localization features of the ETL module,
retailers can provide enhanced in-store navigation for customers. Interactive maps,
turn-by-turn directions, and other location-based services can help guide customers
to their desired products or sections of the store, streamlining the shopping experi-

ence and reducing frustration caused by difficulty locating specific items.

6.1.2 Optimizing Store Operations
Data-Driven Layout Optimization

The data generated by the ETL module allows store owners and managers to gain
valuable insights into customer movement patterns within the store. By analyzing
this data, retailers can identify areas with high traffic, discover opportunities for im-
provement in store layouts, and optimize product placements to maximize customer
flow and encourage impulse purchases. The result is a more efficient and customer-

centric layout that can lead to increased sales and overall customer satisfaction.
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Inventory Management

The proposed architecture’s tracking capabilities can also play a vital role in en-
hancing inventory management processes. Knowing which products are popular
and understanding customer movement patterns can help store owners ensure suffi-
cient stock levels for in-demand items while identifying opportunities to strategically
place promotional items or products needing a boost in visibility. This data-driven
approach to inventory management can help reduce out-of-stock situations, improve

turnover rates, and streamline supply chain operations like shows in
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Figure 6.6: Smart factory application for a hybrid system.

Staff Allocation

In addition to optimizing store layouts and inventory management, the insights
gained from the ETL module can be used to inform staff allocation decisions. By
understanding peak hours, high-traffic areas, and other trends in customer behavior,
store managers can allocate staff more effectively to provide better customer service,

manage queues, and maintain optimal staffing levels during busy periods. This
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increased efficiency in staff allocation can lead to improved customer satisfaction

and reduced labor costs.

6.1.3 Facilitating Targeted Marketing
In-Store Promotions and Advertising

One of the key advantages of the proposed intelligent management system architec-
ture is its ability to facilitate targeted marketing efforts within the store. Using the
wealth of data gathered on customer behavior and preferences, retailers can create
highly targeted in-store promotions and advertisements, maximizing their effective-
ness and relevance to individual customers. This targeted approach can lead to
higher conversion rates, increased return on investment for marketing efforts, and

greater customer loyalty.

Personalized Multi-Channel Marketing

Beyond in-store promotions, the data collected by the intelligent management sys-
tem can be leveraged to inform personalized marketing strategies across multiple
channels, such as email newsletters, social media campaigns, and mobile app no-
tifications. By tailoring marketing messages to individual customer preferences,
demographics, and purchasing habits, retailers can foster stronger connections with

their customer base and drive repeat business.

6.1.4 Integration with Other Technologies
Machine Learning and Big Data Analytics

The intelligent management system architecture can be combined with machine
learning algorithms and big data analytics to further enhance its value in smart
retail environments. These technologies can provide deeper insights into customer
preferences, behavior patterns, and sales trends, allowing retailers to refine their sales
strategies, improve supply chain management, and ultimately, increase customer

satisfaction.
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IoT Devices and Sensors

Our proposed architecture can also be integrated with various IoT devices and sen-
sors to create a more comprehensive smart retail environment. For example, by
connecting to smart shelves, electronic price tags, or inventory management sys-
tems, the architecture can help store owners automate and optimize various aspects
of in-store operations. Additionally, integration with environmental sensors, such
as those monitoring temperature or humidity, can ensure optimal conditions for

product storage and customer comfort.

Augmented Reality

The seamless connectivity provided by our architecture can facilitate the implemen-
tation of augmented reality applications within the smart retail setting. AR can
enhance customer experiences by providing additional layers of information about
products, such as user reviews, nutritional information, or virtual fitting rooms. By
integrating AR into the shopping experience, retailers can drive customer engage-
ment and provide unique value propositions that differentiate them from competi-

tors.

6.2 Case Studies and Real-World Applications

To further illustrate the potential benefits and applications of the proposed intel-
ligent management system architecture in smart retail environments, this section
provides several case studies and real-world examples of how the technology could

be implemented.

6.2.1 Case Study 1: Supermarket

In a supermarket setting, our proposed architecture can be employed to improve
various aspects of the customer shopping experience. For instance, customers can
access personalized promotions through their smartphones as they move through
different sections of the store. Store layouts can be optimized based on data collected

from customer movement patterns, ensuring popular items are easily accessible and
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impulse purchases are encouraged. Moreover, staff allocation can be informed by
real-time data on customer traffic and queue length, enabling efficient customer

assistance and reducing wait times at checkout counters.

6.2.2 Case Study 2: Clothing Store

In a clothing store, the architecture can support enhanced customer experiences
with the integration of AR applications, such as virtual fitting rooms, which allow
customers to "try on” clothes without physically changing. Accurate tracking of cus-
tomer movement patterns can inform store layout optimization, ensuring popular
items are prominently displayed and easy to find. Furthermore, targeted market-
ing efforts can be facilitated through personalized product recommendations and
promotions delivered via customers’ smartphones or digital signage throughout the

store.

6.2.3 Case Study 3: Electronics Store

In an electronics store, our architecture can enable seamless interactions between
customers and IoT devices, such as smart TVs, home automation gadgets, or wear-
able devices. The ETL module’s tracking capabilities can help retailers understand
customer interests and preferences, allowing them to personalize marketing mes-
sages and product demonstrations accordingly. In addition, real-time inventory
management can be achieved by integrating the architecture with smart shelves
and electronic price tags, ensuring popular items are consistently well-stocked and

accurately priced.

6.2.4 Case Study 4: Automotive Showroom

In an automotive showroom, our proposed architecture can be employed to elevate
the customer experience by providing interactive and immersive demonstrations of
vehicle features. For instance, AR applications can be used to project visualizations
of car interiors, exteriors, and engine components onto physical models, allowing

customers to explore customization options. The system’s localization and tracking
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capabilities can facilitate personalized marketing efforts, tailoring promotional con-
tent on digital displays or smartphones based on individual preferences and browsing
history. Moreover, staff allocation and assistance can be optimized through real-time
monitoring of customer traffic patterns and engagement levels, ensuring timely sup-

port and efficient customer service.

6.2.5 Case Study 5: Smart Library

In a smart library setting, our hybrid VLC/RF architecture can be utilized to en-
hance user experiences and streamline operations. Seamless connectivity allows
patrons to access digital resources and services, such as e-books, audiobooks, and
research databases, on their personal devices while navigating the physical library
space. Indoor localization and tracking technologies can guide users to specific
bookshelves or reading areas, and provide personalized recommendations based on
prior borrowing history. Additionally, librarians can utilize data collected from user
movement patterns and resource usage to optimize the library layout, ensuring that

popular materials are easily accessible and quiet study areas remain undisturbed.

6.2.6 Case Study 6: Exhibition Center

In an exhibition center, our novel intelligent management system architecture can
empower event organizers to create engaging and personalized experiences for atten-
dees. High-speed, low-latency connectivity can support the integration of VR and
AR applications, enabling immersive presentations and interactive product demon-
strations. Accurate indoor localization and navigation systems can aid attendees in
locating specific booths, conference rooms, or facilities, while exhibitors can lever-
age real-time analytics on visitor traffic patterns to optimize booth layouts and
staffing. Furthermore, the architecture’s privacy-preserving features ensure that at-
tendee data remains protected, fostering trust in the digital services provided.
These case studies demonstrate the versatility and potential impact of our Novel
Intelligent Management System Architecture for Hybrid VLC/RF Systems across
various sectors. By embracing this technology, businesses and organizations can

unlock new opportunities for growth, efficiency, and customer satisfaction.

133



CHAPTER 6. APPLICATION FOR INTELLIGENT MANAGEMENT SYSTEM
IN HYBRID SYSTEM

6.3 Conclusion

In conclusion, the proposed intelligent management system architecture holds signifi-
cant promise for application in smart retail environments. By leveraging the seamless
integration of VLC and RF technologies, store owners and managers can enhance
customer experiences, optimize store operations, and facilitate targeted marketing
efforts. The incorporation of additional features, such as the ETL module and EEM,
serves to further improve the retail environment by enabling data-driven decision-
making and promoting energy efficiency. Integration with emerging technologies,
such as machine learning, big data analytics, IoT devices, and augmented reality,
offers even greater potential for innovation and differentiation in the competitive

retail landscape.
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Chapter 7
Conclusions

In conclusion, this thesis has presented a Novel Intelligent Management System Ar-
chitecture for Hybrid VLC/RF Systems that aims to revolutionize communication
and connectivity across a multitude of industries. By leveraging the strengths of
both visible light communication and radio frequency technologies, our proposed
architecture addresses limitations in existing systems while offering enhanced effi-
ciency, reliability, and security.

Initially, an in-depth literature review on hybrid systems is presented, including
various architectures such as parallel, complementary, cooperative, and interwork-
ing, along with their respective advantages and disadvantages. We also discuss the
challenges associated with hybrid VLC and RF systems. After extensive research,
we present a state-of-the-art hybrid architecture that incorporates all the benefits
of these systems.

Subsequently, we conduct both simulation and experimental work to implement
our vision for the hybrid network. Our advanced algorithm demonstrates significant
improvement in hybrid system performance, addressing the bottleneck issue com-
monly associated with WiFi uplink channels. We simulate various scenarios and
test different conditions, showing that EDCA-ACK provides a standards-compliant,
reliable system, which improves the performance of the hybrid system. This results
in increased system throughput, reduced delay for TCP ACK packets, and enhanced
priority mechanisms for VLC uplink scenarios. The prioritization mechanism sup-

ports multiple priority flows that are active and improves throughput and delay in
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multiple scenarios.

On the experimental side, we implement an actual testbed with OpenVLC, show-
casing the immense potential of our intelligent management system for controlling
operations in hybrid networks, particularly during handover procedures. We deploy
algorithms using fuzzy logic and ML to help the IMS adapt to different scenarios.
The results clearly demonstrate that the management system is essential for im-
proving robustness and seamless user experiences when dealing with handover in
hybrid networks. Fuzzy logic is up to standard for handover procedures, while ML
algorithms based on the AdaBoost C4.5 algorithm prove to be the most promising
after the tuning process, achieving 97.5% accuracy in predicting handover decisions.

Various applications and case studies discussed in this thesis underscore the
far-reaching implications of our hybrid VLC/RF architecture. From smart cities
and industrial IoT to retail, healthcare, agriculture, and entertainment sectors, the
deployment of this technology holds tremendous potential to transform the way we
live, work, and engage with one another.

Through the integration of advanced features such as energy-efficient commu-
nication, seamless connectivity, accurate tracking and localization, and privacy-
preserving data processing, our proposed architecture sets the stage for a new
era of technological advancements. As demonstrated in the diverse case studies,
businesses and organizations can harness the benefits of this novel system to op-
timize operations, enhance customer experiences, and streamline decision-making
processes. Moreover, the adoption of our intelligent management system architec-
ture contributes to global sustainability efforts by promoting energy efficiency and
enabling smarter resource allocation. This is particularly significant given the rising
demand for energy and the need to reduce greenhouse gas emissions in order to
mitigate climate change.

Future research for hybrid networks should focus on enhancing the energy har-
vesting component by exploring more efficient techniques and a broader range of
ambient energy sources. This could lead to extended device lifetimes and reduced
reliance on traditional energy grids. Additionally, the development of advanced algo-
rithms for dynamic resource optimization could increase energy savings and system
sustainability. Further exploration into federated learning algorithms for tracking

and localization could improve system efficiency and accuracy. Security advance-
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ments, such as sophisticated encryption techniques, secure handover mechanisms,
and real-time threat detection, could provide a more robust and reliable communi-
cation environment. Lastly, continuous assessment and optimization of the system’s
overall architecture will ensure it effectively adapts to changing user needs and tech-

nological advancements.
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