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ABSTRACT

Automated assessment of software vulnerability exploitability is essential for intelligent cyber defense, yet its effectiveness is often

hindered by unstable, delayed, or degraded security data. Existing models typically rely on either unstructured descriptions or struc-

tured metadata, making them fragile to information gaps. We present SecureFusion-X, a resilient multimodal framework designed

for reliable prediction under adverse data conditions. The system utilizes decision-level fusion with two specialized branches:
TextGuard-Lite, an efficient encoder based on a distilled MiniLM model, and TabShield-Net, a TabTransformer-based metadata
encoder. A leakage-free training protocol simulating modality perturbations supports robustness. Evaluation on 8549 curated

NVD-aligned vulnerability records shows that SecureFusion-X improves F; from 0.9766 for the structured metadata baseline to

0.9798, while reducing the Brier score from 0.0202 to 0.0182 under clean-test conditions. Under representative data degradation

with 30% missing or noisy text, SecureFusion-X remains stable, with less than 0.1% variation in fused performance, whereas

the text-only baseline drops by 9.5% under missing-text conditions. SecureFusion-X provides a computationally efficient and robust-

ness-oriented framework for vulnerability exploitability prioritization under controlled and temporally shifted evaluation settings.

1 | Introduction

The relentless expansion of the global software ecosystem has
led to a dramatic surge in publicly disclosed vulnerabilities,
placing an immense burden on cybersecurity practitioners.
Thousands of new Common Vulnerabilities and Exposures
(CVEs) are cataloged annually; however, empirical evidence
suggests that only a small fraction of these are ever successfully
weaponized in real-world attacks [1, 2]. While few in number,
these exploited vulnerabilities represent a disproportionate
threat to organizational stability, often resulting in severe
financial loss and operational disruption. Given the sheer vol-
ume of disclosures, manual triaging is no longer feasible, neces-
sitating the development of intelligent, automated systems
capable of accurately forecasting exploitability to prioritize
remediation efforts.

The Common Vulnerability Scoring System (CVSS) remains the
industry standard for quantifying the technical severity of software
defects [3]. However, while CVSS metadata provides essential
structural insights, technical severity is frequently a misleading
proxy for actual exploitability [4]. Attackers may prioritize lower-
or medium-severity vulnerabilities when they are easier to exploit,
chain, operationalize, or keep under the radar of traditional
defense mechanisms [5]. Consequently, a robust defensive posture
requires predictive models that look beyond static severity scores
to capture the dynamic nuances of threat landscapes.

1.1 | Problem Statement

Current automated risk assessment tools, such as the Exploit
Prediction Scoring System (EPSS) [6] and research-driven
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Natural Language Processing (NLP) models [7, 8], have signifi-
cantly advanced the field. Despite these improvements, a critical
limitation persists: most existing frameworks are unimodal, relying
exclusively on either unstructured textual descriptions or struc-
tured metrics. In real-world security operations, data is often imper-
fect; NVD-derived structured metadata, such as vector components
and base severity information, may be unavailable, incomplete, or
revised after the initial disclosure, while NVD descriptions may be
sparse, noisy, generic, or temporarily incomplete.

Unimodal models are inherently fragile in these scenarios. A
text-centric model becomes ineffective if the description is miss-
ing, while a metric-based model fails when the metadata is
unavailable. Furthermore, existing systems often struggle to
maintain performance under “modality degradation,” where
the quality of one data source is compromised. There is an urgent
need for a unified framework that fuses disparate data signals
and explicitly evaluates resilience when textual evidence is miss-
ing or corrupted while also being designed to tolerate perturba-
tions in structured metadata during training.

1.2 | Novelties and Contributions

To address these challenges, we introduce SecureFusion-X, a resil-
ient multimodal framework designed for high-fidelity exploitability
prediction under adverse data conditions. Our architecture employs
a decision-level fusion strategy that integrates two specialized
branches: TextGuard-Lite, a distilled MiniLM-based student model
optimized for the semantic understanding of vulnerability descrip-
tions, and TabShield-Net, a TabTransformer-based encoder designed
to extract complex patterns from structured vulnerability metadata.

The primary contributions of this work are as follows:

1. Robust Multimodal Fusion: We propose a framework
that harmonizes semantic textual features with structured
metadata, providing a comprehensive risk profile that
improves F;, recall, Matthews Correlation Coefficient
(MCCQ), and calibration over the strongest single-modality
baseline under the validation-calibrated decision threshold.

2. Resilience via Modality Perturbation: We introduce a
specialized training protocol that utilizes modality masking
and noise injection. This encourages the system to remain
operational and accurate under the representative 30% tex-
tual degradation setting, while sensitivity analysis further
evaluates missing-text and noisy-text ratios of up to 50%.
The model thereby learns to rely on the available signals
without sacrificing the overall performance.

3. High-Efficiency Design: By leveraging knowledge distilla-
tion, SecureFusion-X achieves strong leakage-free perfor-
mance (F;=0.9798) while maintaining a lightweight
computational footprint. This computational profile supports
its potential integration into high-throughput vulnerability
management workflows, while operational deployment
under naturally imbalanced threat distributions remains an
important direction for further validation.

The remainder of this paper is organized as follows: Section 2
reviews related work in vulnerability prediction and multimodal

learning. Section 3 describes the dataset construction, feature extrac-
tion, data complexity considerations, proposed architecture, and
training methodology. Section 4 presents the experimental setup
and results, including performance, robustness, ablation, temporal
transfer, practical, and comparative analyses. Finally, Section 5 con-
cludes the paper and outlines future research directions.

2 | Related Work

Early exploitability prediction focused on handcrafted features and
classical machine learning over National Vulnerability Database
(NVD)-style metadata and descriptions [9-11]. These approaches
typically used severity metrics, basic text representations, and bal-
anced (or heuristically rebalanced) datasets but did not model
robustness to noisy or incomplete information [12]. With neural
language models, DarkEmbed [13] and FastEmbed [14] intro-
duced contextual and fastText-based embeddings for vulnerability
text, improving performance under class imbalance but still
depending heavily on complete textual data.

To move beyond severity-only prioritization, the Exploit
Prediction Scoring System (EPSS) integrates large-scale behav-
ioral and community-driven signals to produce probabilistic
exploit scores [6, 15]. Subsequent work incorporated authority
alerts as early real-world danger indicators [16] and cost-sensitive
learning to better handle skewed exploit labels [17]. However,
most such systems treat text, CVSS metadata, and external threat
indicators as separate feature sources rather than truly multi-
modal components, and they generally assume that all key fields
are present at prediction time [11, 18].

Transformer-based models for vulnerability analysis have shown
strong semantic understanding of CVE reports and related security
text [7, 8, 19, 20]. Large architectures, however, incur significant
computational and memory overhead, limiting their suitability for
high-throughput operational pipelines [21]. Knowledge distilla-
tion and compression methods such as DistilBERT, TinyBERT,
MobileBERT, quantization, and parameter sharing [22-26] have
enabled lightweight deployments; Green-Al perspectives like
VuldistilBERT further emphasize energy efficiency in vulnerabil-
ity analysis [27]. Similar lightweight transformer designs with
multi-task learning and dynamic weighting have been explored
for vulnerability prediction [28], and for other cyber-tasks such
as phishing detection and email classification [29-31].

Beyond text-only modeling, recent work highlights the value of
structural and relational context. Heterogeneous graph-based
frameworks such as ExPreHet [32] and relational vulnerability-
vendor networks [15] capture multi-attribute interactions and
co-exploitation behavior, outperforming purely feature-based
methods and EPSS-like baselines on large-scale datasets. In par-
allel, multimodal architectures for vulnerability and severity pre-
diction combine code, graph structure, and textual metadata
using models like GraphCodeBERT, gradient boosting, and ordi-
nal regression [33, 34]. These works demonstrate the benefit of
fusing heterogeneous information but typically target severity or
detection rather than explicit exploitability classification and
only rarely consider robustness when modalities are missing
or delayed.
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The broader multimodal learning community has begun to sys-
tematically address missing-modality robustness. Surveys and
methods on “multimodal learning with missing modalities” and
parameter-efficient adaptation show that standard multimodal
networks degrade sharply when some inputs are absent and pro-
pose lightweight adaptation layers to mitigate this [35, 36]. Other
work studies modality dropout and modality bias using knowledge
distillation and adaptive decision strategies to maintain perfor-
mance under partial observations [37, 38]. These advances provide
generic strategies, such as modality dropout, distribution approxi-
mation, and test-time adaptation, that are highly relevant to cyber-
physical and security settings but have not yet been explicitly
applied to vulnerability exploitability prediction.

Large language models (LLMs) and generative models have also
been explored for vulnerability assessment. Lightweight generative-
Al architectures augment NVD data and fine-tune compact
Bidirectional Encoder Representations from Transformers (BERT)
variants for automatic CVSS scoring [7, 39], while zero-shot
ChatGPT evaluations reveal both potential and limitations of
general-purpose LLMs for predicting CVSS, Common Weakness
Enumeration (CWE), and Common Platform Enumeration
(CPE) from descriptions at scale [18]. Multi-objective BERT-based
classifiers support joint prediction of severity and vulnerability type
for large-scale CVE triage [20], and higher-level impact analysis
frameworks use LLMs to map CVEs to ATT&CK techniques
[40]. Yet, these systems generally operate on single-modality inputs
(text) and do not incorporate robustness under degraded or missing
metadata.

Overall, the state-of-the-art offers powerful text-based, graph-based,
and multimodal models for vulnerability analysis and exploit scor-
ing, along with separate lines of work on missing-modality robust-
ness. However, existing exploitability prediction approaches typically
presume complete, clean inputs and do not jointly optimize for mul-
timodal fusion, resilience to data degradation, and computational
efficiency. The proposed SecureFusion-X framework is positioned
at this intersection, drawing on advances in early exploitability pre-
diction [11], community-driven exploit scoring [6], efficient trans-
formers [22-24], and robust multimodal learning with missing

modalities [35-37] to deliver resilient exploitability prediction under
real-world data loss and delay. Recent progress in adjacent
infrastructure-monitoring domains also highlights the broader rele-
vance of transformer-based representation learning, attention mech-
anisms, and teacher-student knowledge distillation for robust
multimodal analysis. Xu et al. [41] proposed a transformer-based
large vision model for universal structural damage segmentation,
combining a pre-trained transformer-based frozen backbone with
a fine-tuned CNN-based segmentation head and student-teacher
contrastive learning. Although this work targets structural damage
segmentation rather than cybersecurity, it demonstrates how trans-
former backbones and teacher-student learning can improve gener-
alization and robustness under complex conditions. Li et al. [42]
introduced an adaptive attention-based image-captioning frame-
work for bridge damage description, where multi-level visual fea-
tures are selectively attended to generate natural-language
damage descriptions. This study further illustrates how attention
mechanisms can align heterogeneous evidence with textual outputs
for interpretable decision support. These advances motivate the
methodological direction of SecureFusion-X, which adapts compact
representation learning and modality-aware fusion to exploitability
prediction by combining a distilled MiniLM-based textual branch
with a structured-metadata branch.

To further expand the literature on vulnerability knowledge bases
and graph-based reasoning, recent studies have explicitly modeled
relational security knowledge from public vulnerability reposito-
ries. Shi et al. [43] constructed threat knowledge graphs integrat-
ing CVE, CWE, and CPE entities to uncover hidden associations
among vulnerabilities, weaknesses, and affected products. Hest
et al. [44] built vulnerability knowledge graphs from textual
descriptions in the National Vulnerability Database using named
entity recognition, relation extraction, and knowledge graph
embeddings. More directly related to exploitability prediction,
Xu et al. [32] proposed ExPreHet, a heterogeneous graph-based
framework that models associated vulnerabilities and neighboring
entities to predict exploitability. As shown in Table 1, these studies
demonstrate the value of the relational vulnerability context; how-
ever, they often require explicit graph construction and external
relation modeling. In contrast, SecureFusion-X adopts a

TABLE 1 | Comparison of SecureFusion-X against state-of-the-art vulnerability prediction and assessment frameworks.

Work Year Modalities Fusion strategy Resilience® Efficiency Objective
Bozorgi et al. [9] 2010 Text, tabular Early fusion (support No Low Exploitability
vector machine, SVM)

Jacobs et al. [6] 2023  Behavioral, tabular Probabilistic No High Exploitability
Kai et al. [27] 2023 Text Unimodal No High (distilled) Severity

Iannone et al. [11] 2024 Text, tabular Feature concatenation No Moderate Exploitability
Lim et al. [33] 2024  Text, code, tabular Decision-level No Moderate Severity

Mahbub et al. [15] 2025 Graph, metadata ~ Relational embedding No Moderate Exploitability
Xu et al. [32] 2025 Text, graph Heterogeneous graph No Low Exploitability
Mirtaheri et al. [45] 2025 Text Unimodal No High (green AI)  Exploitability
SecureFusion-X 2026 Text, tabular Decision-level Yes High (distilled) Exploitability

meta-classifier

Note: Bold indicates the proposed method.

*Refers to robustness against modality degradation. In this work, empirical robustness evaluation is conducted under missing and noisy NVD descriptions, while
structured-metadata perturbations are used during training as a robustness regularization mechanism.
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lightweight multimodal design that combines NVD descriptions
and structured metadata through robust decision-level fusion,
making it practical when textual or structured inputs are incom-
plete or degraded.

3 | Proposed Architecture

The general architecture of SecureFusion-X is presented in
Figure 1, where we propose a robustness-oriented multimodal
architecture engineered to predict the likelihood of software vul-
nerability exploitation in operational environments. The core
design philosophy hinges on synthesizing the semantic depth
of unstructured NVD descriptions with the standardized predic-
tive signals inherent in NVD-derived structured metadata. By
conceptualizing these two modalities as complementary perspec-
tives of a unified threat profile, SecureFusion-X maintains stable
performance even when inputs are fragmented, noisy, or delayed
conditions that represent the “norm” rather than the exception in
real-world security triage.

text

Formally, each vulnerability instance is modeled as a triplet (x"*,
x'%®, and y), where x*** denotes the NVD textual description, x*°
represents the vector of NVD-derived numerical and categorical
structured features, and y€{0,1} indicates whether publicly
documented exploit evidence is present in the adopted
GreenExBert label source. SecureFusion-X learns a robust predic-

tive mapping f: (x'*, x'2) » € [0,1].

3.1 | Dataset and Feature Extraction

The experimental dataset is constructed by combining publicly
accessible vulnerability records from the NVD with curated
CVE-level binary exploit-evidence labels adopted from the
GreenExBert dataset [45].

The raw vulnerability records used for feature extraction were

obtained from the official NVD Data Feeds provided by the
National Institute of Standards and Technology (NIST).

Robust Text Distillation Module

Specifically, we downloaded the NVD JSON 2.0 yearly CVE feeds
for 2016-2024 from the official NVD Data Feeds portal [46].
These feeds provide NVD vulnerability data in the JSON 2.0 for-
mat and include yearly CVE records. NVD data are publicly
accessible for retrieval, display, and analysis under the NVD
terms of use [47]. Therefore, no additional permission was
required for using and analyzing the NVD records beyond com-
pliance with the NVD terms and proper attribution.

The binary exploit-evidence labels were adopted from the curated
labeled dataset introduced in the GreenExBert study [45]. The
GreenExBert-labeled dataset was obtained directly from its authors
upon request, with permission for use in the present research. In
that work, exploit and non-exploit labels were constructed by merg-
ing public exploit records from Exploit-DB with NVD metadata and
applying targeted sampling to obtain a class-balanced dataset con-
taining exploitable and non-exploitable vulnerabilities. In the pres-
ent work, this prior-labeled dataset is used only as the source of
curated CVE-level binary exploit-evidence labels. The textual and
structured input features used by SecureFusion-X were extracted
independently from the official NVD JSON 2.0 feeds. The rationale
for adopting the GreenExBert label set is that the NVD provides
standardized vulnerability descriptions and structured metadata.
Although the NVD contains exploit-related indicators for some
CVEs, these signals do not constitute a complete and uniformly
available CVE-level binary exploit-evidence label across the study
cohort. A separate curated source of task-specific supervision was
therefore required for our supervised classification formulation.
GreenExBert was selected because it provides previously curated
CVE-level binary labels derived from public exploit evidence, can
be directly aligned with official NVD records through CVE identi-
fiers, and allows the predictive inputs to be reconstructed indepen-
dently from the NVD. Using an existing published label
construction also avoids introducing a new study-specific labeling
heuristic solely for the present experiments. In SecureFusion-X,
GreenExBert is used only as the source of the prediction target.

Accordingly, the two data sources play distinct roles. The NVD is
the standardized public source of vulnerability descriptions and
structured attributes, including CVSS, CWE, CPE, vendor/

NVD CVE Description
(Textual modality: x_text)

Teacher Encoder

application in
attacker
to hijack
another

Distillation|

Student Encoder

NVD

Text-based probability

loss: L_KD p_text = P(y=1 | x_text)

\

T

» z_text

Decision-Level Fusion Module

Robust Tabular Module

TabTransformer Encoder

Tabular

representation |(
2_tab

CVSS / CWE / CPE Metadata
(Structured modality: x_tab)

Binary Classification Head

/ Unavailable
o
arjoack: Regression
p_missing = 0.5 [p_text, p_tab]

~

Final exploitability probability
p_fuse =P(y=1 | x)

p_tab
Tabular probability

tab = P(y=1 | x_tab)
Pt ZFy=L Xt Predicted label

/ y=1ifp_fuse2t

FIGURE 1 | Overview of the SecureFusion-X architecture. TextGuard-Lite and TabShield-Net generate branch-level probabilities piext and piap,

which are combined through a decision-level logistic-regression fusion module to produce the final exploitability probability pgse-
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product, and temporal information, whereas GreenExBert sup-
plies only the curated binary exploit-evidence labels.

The GreenExBert study employed targeted sampling to address
the strong imbalance between exploit and non-exploit cases.
Accordingly, the primary stratified evaluation in this work
should be interpreted as a controlled assessment of multimodal
exploitability prediction rather than as an estimate of exploita-
tion prevalence in the complete NVD population. To provide a
more challenging assessment of generalization, we additionally
perform a forward temporal transfer evaluation across disclosure
years, in which models trained on 2016-2022 CVEs are calibrated
on 2023 CVEs and evaluated on 2024 CVEs.

After downloading the NVD feeds, we parsed the original JSON
files and transformed the raw vulnerability records into a flat tab-
ular representation. The extracted fields included CVE identifiers,
English vulnerability descriptions, publication and modification
dates, CVSS vector components, CWE metadata, CPE-derived ven-
dor and product information, vulnerability status, and auxiliary
reference metadata. The initial extraction from the 2016-2024
NVD feeds produced 202,095 CVE records. These NVD-derived
records were then matched with the adopted GreenExBert exploit
evidence labels using normalized CVE identifiers. When duplicate
NVD records existed for the same CVE identifier, the most recently
modified record was retained. Records with missing, non-binary,
or inconsistent labels were removed.

To prevent target leakage, all exploit-reference-derived variables,
reference-tag indicators, post-hoc exploitability and impact score
fields, and constant fields were removed before model training,
validation, and testing. The final 8549 instances should therefore
be interpreted as a curated CVE cohort obtained by aligning
the NVD-derived feature representation with the available
GreenExBert exploit-evidence labels rather than as a random
downsample of the complete NVD population.

Following this filtering and metadata normalization process,
the resulting corpus contains 8549 labeled CVE instances.
Each instance is assigned y=1 when publicly documented
exploit evidence is present in the adopted GreenExBert label
source and y=0 otherwise. Importantly, y=0 denotes the
absence of documented exploit evidence in the adopted source
and should not be interpreted as proof of intrinsic or permanent
non-exploitability. The resulting cohort is approximately class-
balanced, with 4275 positive and 4274 negative instances. This
balance facilitates controlled model comparison but does not

reproduce the natural prevalence of exploitation in operational
vulnerability populations.

A stratified split is utilized to generate 5812 training samples,
1454 validation samples, and 1283 testing samples, correspond-
ing approximately to 68%, 17%, and 15% for training, validation,
and testing, respectively. All dataset-derived preprocessing statis-
tics, including normalization parameters, imputation values, and
categorical encodings, were estimated exclusively from the train-
ing set. The validation split is used for neural checkpoint selec-
tion, fitting and tuning the fusion meta-classifier, and decision
threshold calibration, while the test set remains untouched until
final evaluation. The transformer tokenizer uses its fixed pre-
trained vocabulary and is not fitted to the test set.

Textual Modality: We extract the raw “Description” field from the
NVD records. As depicted in Figure 2, while the majority of descrip-
tions span 20-80 tokens, the distribution shows a right-skewed long
tail, with the x-axis truncated at 200 tokens for readability. To main-
tain computational efficiency without compromising the semantic
coverage, sequences are truncated at 384 tokens. The 384-token limit
was selected as a practical compromise between semantic coverage
and computational efficiency: it covers the vast majority of NVD
descriptions in our corpus while avoiding the higher memory and
latency cost of the standard 512-token transformer limit. Minimal
normalization is applied to preserve critical technical tokens, such
as API names, file paths, and exploit-specific terminology.

Structured Modality: The tabular features include CVSS v3 vec-
tor components, CWE taxonomy identifiers, CPE indicators, non-
exploit structural count features, and temporal attributes. After the
leakage audit and removal of exploit-reference-derived, reference-
tag, post-hoc exploitability and impact, and constant fields, the final
structured representation consists of 41 retained features, including
25 categorical and 16 numerical features, as summarized in Table 2.
It is important to note that y =0 represents the absence of publicly
documented exploitation evidence in the adopted label source
rather than absolute non-exploitability. This epistemic uncertainty
motivates our use of robustness-aware multimodal learning:
TextGuard-Lite provides resilience against generic text while
TabShield-Net extracts latent patterns from standardized metadata.

3.2 | Data Complexity and Practical Challenges

Exploitability prediction involves several data-related challenges
that extend beyond the size of the training corpus. Vulnerability

Distribution of Description Lengths

1500

1000

500

Number of CVEs

0 25 50 #5.

100 125 150 175 200

Token Count

FIGURE 2 | Distribution of NVD description lengths in token counts.
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TABLE 2 | Structured feature groups utilized in the tabular modality after leakage removal.

Feature group Count Type Examples

CVSS v3 vector components 8 Categorical AV, AC, PR, UL S,C, I, A

CWE identifiers 2 Categorical CWE main, CWE all

CPE-derived identifiers 1 Categorical CPE-derived category indicator

Vendor and product identifiers 2 Categorical Vendor and product identifiers

Other categorical metadata 12 Categorical Vulnerability status, CVSS version, source identifier,
temporal categories

Total categorical 25 — —

CVSS numeric metric 1 Numerical Base score

Temporal features 10 Numerical Age, publication year, modification year, time intervals

Non-exploit structural count features 5 Numerical CWE count, CPE count, vendor count, product count,

reference-count metadata after leakage removal

Total numerical 16 — —

Total structured features 41 — 25 categorical 4+ 16 numerical

Removed leakage-prone fields — Excluded Exploit-reference-derived variables, reference-tag indicators,

post-hoc exploitability and impact fields, and constant fields

Note: The bold is on total numbers to highlight also the separator.

records are heterogeneous, temporally evolving, partially
observed, and subject to uncertainty in both their attributes
and exploit-evidence labels. In the present study, these issues
are explicitly considered in the construction, preprocessing,
and evaluation of the proposed multimodal learning pipeline.

First, vulnerability information is inherently heterogeneous. In
addition to the unstructured NVD vulnerability description, the
structured modality incorporates 41 NVD-derived attributes cover-
ing CVSS vector components, CWE identifiers, CPE-derived infor-
mation, vendor and product identifiers, temporal attributes, and
non-exploit structural count features. The use of these complemen-
tary modalities enables the model to capture both the semantic
information contained in vulnerability descriptions and structural
characteristics represented by standardized vulnerability metadata.

Second, vulnerability records may contain incomplete, delayed, or
unavailable information, particularly during the early stages of the
vulnerability disclosure lifecycle. To address this issue, missing
numerical values are imputed using statistics estimated exclusively
from the training partition, while categorical attributes use a dedi-
cated placeholder representation for the missing or previously
unseen values. Missing textual descriptions are represented as
empty inputs. Furthermore, stochastic perturbations are applied
to both textual and structured modalities during training to reduce
excessive dependence on complete and clean input information.

Third, exploitability labels are subject to observational uncer-
tainty. In this study, the adopted binary labels indicate the pres-
ence or absence of publicly documented exploit evidence in the
GreenExBert label source. Therefore, a negative label should not
be interpreted as definitive evidence that a vulnerability is intrin-
sically non-exploitable or will never be exploited. This distinction
is important because public exploit evidence may emerge after
the initial vulnerability disclosure.

Fourth, vulnerability data are affected by temporal distribution
shift. Vulnerability characteristics, affected software products,

reporting practices, and attacker behavior may change over time,
meaning that the performance obtained under a random strati-
fied split may not fully represent future deployment conditions.
To explicitly examine this issue, we complement the primary
stratified evaluation with a forward temporal transfer experiment
in which CVEs from 2016 to 2022 are used for training, CVEs
from 2023 are used for calibration, and CVEs from 2024 are used
for evaluation. The substantial performance reduction observed
under this setting demonstrates that temporal shift represents a
significant practical challenge for exploitability prediction.

Finally, vulnerability exploitability datasets are particularly suscep-
tible to target leakage because some metadata fields may directly or
indirectly encode information associated with publicly available
exploit evidence. To mitigate this risk, exploit-reference-derived
variables, reference-tag indicators, post-hoc exploitability and
impact fields, and constant fields are removed prior to model train-
ing, validation, and testing. All preprocessing statistics and encod-
ings are estimated exclusively from the training partition and
subsequently applied unchanged to the validation and test sets.

Taken together, these considerations clarify that the difficulty of
exploitability prediction is not determined solely by the dataset
size. Instead, it arises from the interaction of heterogeneous infor-
mation sources, incomplete and degraded observations, uncer-
tainty in exploit-evidence labels, leakage-prone metadata, and
temporal distribution shift. The proposed experimental design
therefore focuses not only on predictive performance under a con-
trolled labeled cohort but also on the robustness and transfer lim-
itations that emerge under less ideal data conditions.

3.3 | Data Preprocessing

The preprocessing pipeline was designed to enforce operational
realism. We remove all features that could introduce target leak-
age, including exploit-reference indicators, reference-tag variables,
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aggregate exploit-reference-derived fields, post-hoc exploitability
and impact score fields, and constant fields.

These variables were retained only during the raw NVD parsing
and auditing stage and were excluded before model training, val-
idation, and testing because they directly or indirectly overlap
with the exploit-evidence source used to construct the adopted
binary labels.

CVSS vectors were decomposed into atomic components.
Numerical features undergo Z-score standardization, while cat-
egorical attributes are label-encoded with a dedicated categorical
placeholder index to accommodate unavailable or previously
unseen categorical values. Missing descriptions are replaced with
empty strings, and missing numerical values are imputed using
training set medians. All preprocessing parameters are estimated
exclusively on the training split and then applied unchanged to
the validation and test splits.

3.4 | TextGuard-Lite: Efficient Textual Encoding

TextGuard-Lite extracts semantic exploitability cues using a
lightweight, distilled transformer. A high-capacity teacher model
is first fine-tuned using weighted binary cross-entropy to mitigate
the class imbalance. A compact student model (MiniLM-based) is
then distilled by retaining a reduced set of layers, significantly
lowering the inference latency.

Let z' and z° denote the teacher and student logits, respectively.
A temperature parameter, T, softens both distributions:

q"=0("/T),  ¢*=0(z%/T) (1

The student is optimized via a hybrid loss function:
Liext =AceLex +AxpLxp (2

where Lcg ensures classification accuracy and Lyp aligns the
student’s decision boundaries with the teacher’s softened predic-
tions. To enhance robustness, descriptions are perturbed during
training (fully masked or token-replaced with UNK) with proba-

bility prex:-

3.5 | Robustness Objective

We define robustness as the stability of exploitability predictions
under realistic modality degradation. Let M., and M,,, denote
perturbation operators applied to the textual and structured
modalities, respectively. The goal is to reduce the discrepancy
between the prediction obtained from clean inputs and the pre-
diction obtained after perturbing one or both modalities.

E [ (5, 6) = (Mg (), M) | 0 (3)

This objective should be interpreted as a stability regularization
criterion rather than an absolute mathematical guarantee. In
practical vulnerability triage, missing or noisy inputs can lead
to unstable risk estimates. For example, an early-stage CVE
may contain only a generic or incomplete NVD description,

causing a text-only model to underestimate the exploitability.
Conversely, token corruption or parsing noise may remove criti-
cal terms such as “remote,” “authentication,” or “privilege esca-
lation,” leading to an artificially lower or higher risk score.
Similarly, delayed or partially unavailable structured metadata
may obscure important CVSS, CWE, or CPE signals. Such shifts
can either hide truly exploitable vulnerabilities or generate exces-
sive false positives for security analysts.

For decision-level fusion, this stability criterion can be related to
the sensitivity of the fuzed probability. SecureFusion-X computes
the final probability as

pfuse — G(WlptEXt +W2ptab + b) (4)
where p*™* and p™® are the branch-level probabilities. Let ptxt
and pP denote the corresponding probabilities after modality
perturbation. Since the sigmoid function is i-Lipschitz, the
change in the fused probability is bounded by

1
|pfuse _ ~fuse‘ < Z (|Wl||ptext _ ptextl + |W2‘ |ptab _ ﬁtab‘) (5)

This bound shows that reducing the sensitivity of each branch to
missing or noisy inputs directly limits the sensitivity of the final
fused risk score. In other words, if perturbations cause only small
changes in the branch-level probabilities, then the decision-level
fusion output is also constrained to vary smoothly. SecureFusion-
X encourages this behavior by training the neural branches with
corrupted samples while retaining the original ground truth
labels and by calibrating the fusion threshold on the validation
split. The stability claim is further verified empirically in the
robustness experiments, where SecureFusion-X maintains stable
F, scores across missing-text and noisy-text ratios, whereas the
text-only branch degrades substantially under the missing textual
evidence.

3.6 | TabShield-Net: Structured Feature Modeling

TabShield-Net utilizes a transformer-based architecture to model
dependencies between categorical- and numerical-structured
vulnerability features. Categorical features are embedded as
e;=E,, while numerical features x™™ are projected as:

R = W mX ™ + by (6)

The input sequence H,=[h®S, k™™ ¢\, ... e,] is processed
through self-attention layers:

-
Attn(Q, K, V) =softmax (Q\ij ) 14 @)

The final tabular prediction is derived from the CLS token:
P = 6(Wysh$™S + by, ). Robustness in TabShield-Net is imple-
mented through stochastic tabular perturbation during training.
With probability pq,, = 0.30, a subset of tabular inputs is degraded
to simulate delayed or missing structured metadata. Since
numerical features are Z-score standardized, setting a numerical
feature to zero corresponds to replacing it with its training-set
mean, which acts as a neutral missing-value representation
rather than an arbitrary value. For categorical attributes, each
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feature vocabulary includes a dedicated categorical placeholder
index. During perturbation, the original categorical value is
replaced with this index, allowing the embedding layer to learn
a representation for unavailable or previously unseen categorical
metadata. These perturbations are applied only during training
while preserving the original ground-truth label, encouraging the
tabular branch to avoid excessive dependence on any single
structured field and to remain stable when CVSS, CWE, or
CPE metadata are incomplete or delayed at inference time.

3.7 | SecureFusion-X: Resilient Late Fusion

Rather than feature-level concatenation, SecureFusion-X
employs decision-level fusion. Let p*™* and p'* be the branch
probabilities. The fusion module is implemented as a regularized
logistic regression meta-classifier operating on the two branch
probabilities:

Zfuse = Wlptext + sztab +b ®

pfuse = G(quse) 9

The regularization strength and decision threshold were selected
on the validation split. In the final tuned configuration, the
fusion model used C=1.0 and a decision threshold of 0.74.
The training procedure is summarized in Algorithm 1.

3.8 | Training and Calibration

The neural branch training stages are stabilized via gradient clip-
ping, while the fusion stage is trained using a regularized logistic
regression meta-classifier. Decision thresholds are not fixed at
0.5; instead, they are calibrated on the validation split to maxi-
mize the F; score, ensuring alignment with operational security
priorities. The final fusion configuration and decision threshold
were selected based on the optimal validation F, score. In the
final configuration, the selected regularization parameter is
C=1.0 and the decision threshold is 0.74.

4 | Experimental Setup

The neural branches were implemented in PyTorch, while the
decision-level fusion meta-classifier was implemented using
scikit-learn logistic regression. Hugging Face Transformers were
used for text encoding. All experiments were conducted in a
Google Colab GPU environment running Linux 6.6.122 on a sin-
gle NVIDIA Tesla T4 GPU with CUDA 12.8 acceleration and
mixed-precision training. Early stopping was applied based on
the validation F;.

All experiments were implemented in Python 3.12.13. Neural
models were implemented using PyTorch 2.11.0+cul28 and
Hugging Face Transformers 5.0.0. Data preprocessing, feature
engineering, model calibration, and evaluation were performed
using pandas 2.2.2, NumPy 2.0.2, and scikit-learn 1.6.1. For the
primary stratified experiments, random seeds were fixed to 42 for
Python, NumPy, and PyTorch to improve reproducibility. The

temporal-transfer adaptation experiments were separately
repeated across ten random seeds, as described in the corre-
sponding evaluation section.

Following the preprocessing procedure in Section 3.1, the dataset
was partitioned using a stratified split into 5812 training samples,
1454 validation samples, and 1283 test samples.

4.1 | Training Configuration

Table 3 summarizes the hyperparameters for each component of
the SecureFusion-X. TextGuard-Lite shares the tokenizer and
maximum sequence length with the transformer teacher. The stu-
dent encoder is obtained by distilling a reduced set of teacher
layers. TabShield-Net is trained independently on the structured
modality, while the fusion module is a lightweight logistic-regres-
sion meta-classifier operating on unimodal probability outputs.

The hyperparameters in Table 3 were selected using the valida-
tion split. In addition to these settings, student distillation used a
temperature of T=3.0 and a hybrid cross-entropy-distillation
objective. Text perturbation was applied with probability pexs =
0.15, while tabular perturbation was applied with probability
Ptab = 0.30. Teacher, student, and TabShield-Net checkpoints
were selected based on validation F; with early stopping where
applicable. The final fusion decision threshold was also cali-
brated on the validation split to maximize F;.

4.2 | Robustness-Oriented Training and
Evaluation

To reflect realistic deployment conditions—where textual
descriptions may be incomplete, generic, redacted, or noisy—
SecureFusion-X incorporates stochastic modality perturbations
during training. TextGuard-Lite is exposed to corrupted input
descriptions with probability piex=0.15, implemented either
by fully masking the entire text (missing text) or by replacing
a random subset of tokens with the UNK token (noisy text).
Similarly, TabShield-Net is trained under tabular perturbations
applied with probability pi,, = 0.30, including zeroing numerical
features, replacing categorical attributes with dedicated categori-
cal placeholder indices, or injecting Gaussian noise into normal-
ized numerical fields. These perturbations enable both unimodal
branches to learn stable representations that generalize robustly
to the missing or unreliable metadata.

The primary robustness evaluation is conducted under three rep-
resentative conditions: clean inputs, a 30% missing-text setting in
which selected descriptions are fully masked, and a 30% noisy-
text setting in which selected descriptions undergo token-level
corruption. In addition, a sensitivity analysis is conducted using
the missing-text and noisy-text ratios from 0% to 50% in 10%
increments. During the evaluation, perturbations are applied
exclusively to the textual modality to isolate their effect on the
fusion mechanism. For all components of SecureFusion-X, deci-
sion thresholds are tuned on the validation split to maximize F,,
and the final model configuration is selected according to the val-
idation performance.
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ALGORITHM 1 | Robust Multimodal Training Procedure for SecureFusion-X

Require: Training set D, validation set Dy, , perturbation probabilities p,y and p,,, and distillation

temperature T.

Ensure: Trained text branch fi, tabular branch f,, and fusion model fp. -

1: Stage 1: Teacher Fine-tuning

2: for each minibatch (x**, y) sampled from D do
3: Encode x'
4: TUpdate teacher via weighted BCE loss.

5: end for

using the teacher model and compute teacher logits zT.

6: Select the best teacher checkpoint based on validation F;.

7: Stage 2: Student Distillation (TextGuard-Lite)

8: for each minibatch (x*, y) sampled from D do

\e)

%X M (x'!) with probability Piey -

10: Compute q' and ¢° as q'=6(z"/T) and ¢ =6(z°/T).

11: TUpdate student via Ly =AcgLcr + AxpLkp -

12: end for

13: Select the best student checkpoint based on validation F; and set it as fiey -

14: Stage 3: Robust Tabular Training (TabShield-Net)

15: for each minibatch (x', y) sampled from D do
16: %% M (x*%°) with probability pp -

17: Compute the tabular prediction p%0=f, (%°).
18: TUpdate TabShield-Net via BCE loss.

19: end for

20: Select the best tabular checkpoint based on validation F; and set it as fi-

21: Stage 4: Late-Fusion Meta-learning

22: Compute text-branch validation probabilities:

23: Ptvifft ‘_f text (xtv?ft) .

24: Compute tabular-branch validation probabilities:

25: piffun (X)) -

text

26: Construct the fusion input matrix Xpe«[plSl, plb

27: Fit a regularized logistic-regression meta-classifier on (Xjse, Yval) -

28: Tune the regularization parameter C and decision threshold z on the validation split tomaximize Fy.

29: Set the selected meta-classifier as fje and retain 7z for inference.

30: return (ftext ' ftab ' ffuse) .

4.3 | Overall Exploitability Prediction
Performance

TabShield-Net was retrained and re-evaluated using the final
leakage-free structured representation containing 41 retained
features after the removal of exploit-reference-derived variables,
reference-tag indicators, post-hoc exploitability and impact fields,
and constant fields. SecureFusion-X was subsequently refitted
and evaluated using the predictions produced by this leakage-
free TabShield-Net branch, together with TextGuard-Lite.

TextGuard-Lite operates exclusively on NVD vulnerability
descriptions and therefore was not affected by the structured fea-
ture removal procedure. Table 4 summarizes the performance of
the three evaluated models under clean test conditions (1283
CVEs). The TextGuard-Lite branch achieves an F; of 0.8608
and a Receiver Operating Characteristic - Area Under the
Curve (ROC-AUC) of 0.9422, confirming that NVD descriptions
contain meaningful semantic cues related to attack feasibility
and adversarial capability. The structured TabShield-Net
branch—Ileveraging CVSS vectors, CWE metadata, CPE
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TABLE 3 | Training configuration and hyperparameters for each component.

Component

Learning rate or key parameter

Epochs and batch size

Text encoder (Teacher MiniLM)

Text encoder (Student)
TabShield-Net (TabTransformer)
SecureFusion-X (Fusion Meta-Model)

Optimizer

3%x107° 10 epochs, batch =8
3%x107° 6 epochs, batch =8
5%107* 50 epochs, batch = 256
Cc=1.0 Threshold =0.74

AdamW with gradient clipping

for neural branches; regularized
logistic regression for fusion

indicators, and temporal and numerical attributes—shows a sub-
stantial performance advantage over the text-only branch. It
achieves strong scores across nearly all metrics, including
F;=0.9766, ROC-AUC =0.9978, balanced accuracy=0.9766,
and MCC = 0.9532. These results highlight the strong predictive
signal embedded in standardized vulnerability metadata.
SecureFusion-X integrates both modalities through a lightweight
decision-level fusion meta-model. It is important to note that
clean-test performance is primarily driven by the structured
metadata branch: TabShield-Net already achieves a strong stand-
alone F, score of 0.9766, while SecureFusion-X improves this to
0.9798. Therefore, the contribution of TextGuard-Lite under
clean and complete metadata conditions should be interpreted
as complementary rather than dominant. The fused model
provides modest but consistent gains in Fj, recall, MCC, and
Brier score, indicating improved classification balance and cali-
bration under the selected validation-calibrated decision
threshold. Although TabShield-Net retains the highest ROC-
AUC and Precision-Recall Area Under the Curve (PR-AUC),
SecureFusion-X benefits from the additional semantic signal
provided by vulnerability descriptions. Thus, SecureFusion-X
should be viewed as a metadata-strong multimodal framework
in which textual evidence provides complementary support,
especially for operational settings where textual descriptions
may be incomplete, generic, redacted, or noisy, while structured
metadata remain available.

These branch-level results provide contribution analysis of the
two specialized components. TextGuard-Lite evaluates the con-
tribution of the distilled MiniLM textual encoder alone,
TabShield-Net evaluates the contribution of the structured-
metadata branch alone, and SecureFusion-X measures the effect
of combining both branches through decision-level fusion.

In all performance tables, bold values indicate the best result in
each column. Higher values are better for accuracy, balanced accu-
racy, precision, recall, specificity, F;, ROC-AUC, PR-AUC, MCC,
and Kappa, whereas lower values are better for Brier score, False
Positive Rate (FPR), and adaptation time. For A columns, the
smallest absolute change indicates the most stable behavior.
Ties are bolded for all tied models.

Figure 3 compares the ROC curves of the three evaluated predic-
tion components under clean test conditions: the text-only
TextGuard-Lite branch, the structured-metadata TabShield-Net
branch, and the fused SecureFusion-X model. TextGuard-Lite
achieves a ROC-AUC of 0.942, whereas TabShield-Net and

SecureFusion-X reach substantially higher ROC-AUC values of
0.998 and 0.995, respectively. This confirms that the structured
and fused models provide stronger discrimination than the
text-only branch, while SecureFusion-X remains close to the
structured model. At the validation-calibrated threshold, both
TabShield-Net and SecureFusion-X maintain a low FPR of
0.0218, which is particularly valuable in operational Security
Operations Center (SOC) environments, where excessive false
positives increase analyst workload and delay response times.

4.4 | Fusion Strategy Ablation

To address the effect of alternative multimodal fusion strategies,
we conducted an additional ablation comparing the proposed
decision-level logistic-regression fusion with two feature-level
alternatives: embedding concatenation followed by a
Multilayer Perceptron (MLP) and an attention-based feature-
level fusion module. All variants were evaluated under the same
leakage-free split using clean, 30% missing-text, and 30% noisy-
text test settings.

As shown in Table 5, the attention-based feature-level model
achieves the highest clean F; score of 0.9813, compared with
0.9798 for decision-level fusion and 0.9783 for feature-level con-
catenation. Under degraded text conditions, all fusion strategies
remain stable. Decision-level fusion achieves F; =0.9806 under
both missing-text and noisy-text settings, showing comparable
robustness despite its simpler architecture.

These results indicate that feature-level attention can provide
marginal gains in clean-test performance; however, the decision-
level strategy remains attractive for practical vulnerability
management settings because it is simpler, modular, easier to cal-
ibrate, and compatible with degraded or unavailable textual
inputs and independently updated model branches. Therefore,
SecureFusion-X retains decision-level fusion as its main design,
while deeper cross-attention and multi-level fusion mechanisms
are left as promising future extensions.

4.5 | Training Dynamics

Figure 4a,b show the optimization behavior of the two neural
branches. TextGuard-Lite converges rapidly, with the best vali-
dation performance reached at epoch 4, benefiting from softened
teacher predictions during distillation. TabShield-Net also shows
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Kappa FPR

Brier

MCC
0.7279
0.9532
0.9595

Note: TabShield-Net was retrained using the final 41-feature leakage-free structured representation, and SecureFusion-X was refitted using the corresponding leakage-free branch outputs. Bold indicates the best values.

Precision Recall Specificity F, ROC-AUC PR-AUC

Bal. Acc.

Leakage-controlled performance of the three in-house models under clean test conditions.
Accuracy

Model

TABLE 4

0.1154
0.0218
0.0218

0.7272
0.9532
0.9595

0.1072
0.0202
0.0182

0.9399
0.9979
0.9948

0.9422
0.9978
0.9949

0.8608
0.9766
0.9798

0.8846
0.9782
0.9782

0.8427
0.9751
0.9813

0.8797
0.9781
0.9783

0.8636
0.9766
0.9797

0.8636
0.9766
0.9797

TextGuard-Lite

TabShield-Net

SecureFusion-X

stable convergence and reaches its best validation performance at
epoch 12, indicating effective learning of interaction patterns
across numerical and categorical vulnerability attributes.

These training dynamics confirm the efficiency of the staged
optimization pipeline. To substantiate the lightweight deploy-
ment claim quantitatively, we report parameter counts, model
size, estimated computational cost, and measured inference
time in Table 6. TextGuard-Lite contains 19.16M parameters,
corresponding to approximately 73.11 MB in 32-bit Floating-
Point (FP32) format. At a sequence length of 384, its counted
computational cost is at least 2.72 Giga-Floating Point
Operations (GFLOPs) per sample, and its measured single-
sample inference time is 6.84 ms on the Tesla T4 environment.
TabShield-Net contains 4.11M parameters, corresponding to
approximately 15.67 MB in FP32 format, with an analytical
Multiply-Accumulate (MAC)-style estimate of approximately
0.024 GFLOPs per sample. The decision-level fusion meta-
classifier contains only three trainable parameters and has
negligible scalar computational cost. Together with the
three-parameter fusion meta-classifier, the complete frame-
work contains approximately 23.27M trainable parameters
and occupies approximately 88.78 MB in FP32 format. Full
batched inference over the 2024 transfer set required 2.9479 s.
These measurements quantitatively demonstrate the compact
computational footprint of SecureFusion-X and the negligible
overhead introduced by its decision-level fusion and light-
weight adaptation procedures. Because computational results
reported in prior studies were obtained under different hard-
ware, software, sequence-length, and batching conditions,
direct cross-publication latency and FLOP comparisons are
not considered reliable.

The reported TextGuard-Lite FLOPs (Floating Point Operations)
should be interpreted as a lower-bound estimate because some
optimized Transformer operations, such as scaled dot-product
attention and embedding lookup, are not fully counted by the
tracing tool. The TabShield-Net operation count is an analytical
MAC-style estimate based on the architecture.

4.6 | Robustness Under Missing or Noisy Text

To simulate degradation commonly observed early in the vulner-
ability disclosure lifecycle, we evaluate model stability when
NVD descriptions are either fully masked (missing-text) or per-
turbed with token-level replacement noise (noisy-text). To fur-
ther examine robustness beyond a single degradation level, we
conduct a sensitivity analysis using missing-text and noisy-text
ratios from 0% to 50% in 10% increments. Table 7 reports the
resulting F; scores.

TextGuard-Lite exhibits clear performance degradation under
missing-text conditions. Its F; decreases from 0.8608 under clean
inputs to 0.7793 at 30% missing text and further to 0.7393 at 50%
missing text. Under noisy-text conditions, the decline is more
limited, with F; decreasing from 0.8608 to 0.8549 at 50% noisy
text. This sensitivity highlights the dependence of text-only mod-
els on semantic completeness, especially when descriptions are
sparse, generic, or partially corrupted.
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ROC Comparison on the Clean Test Set

True Positive Rate

4 = TextGuard-Lite AUC=0.942
77 = TabShield-Net AUC=0.998
’ mmm SecureFusion-X AUC=0.995

0.0 T

T
0.0 0.2 0.4

False Positive Rate

FIGURE 3 |

T
0.6

0.8 1.0

ROC comparison of the three evaluated prediction components on the clean test set: TextGuard-Lite, TabShield-Net, and SecureFusion-X.

TabShield-Net and SecureFusion-X show substantially stronger discrimination than TextGuard-Lite, with SecureFusion-X remaining close to the

structured branch. The dashed diagonal line represents random classification.

TABLE 5 | Fusion strategy ablation under clean and degraded-text settings.
Fusion strategy Clean F, 30% Missing F, 30% Noisy F; A Missing A Noisy
Decision-level LR 0.9798 0.9806 0.9806 +0.0008 +0.0008
Feature-level attention 0.9813 0.9820 0.9821 +0.0007 +0.0008
Feature-level concatenation 0.9783 0.9806 0.9798 +0.0023 +0.0015

Note: Bold values indicate the best result in each column; for A columns, the smallest absolute change indicates the most stable behavior.
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Training and validation accuracy for TextGuard-Lite.
The best validation checkpoint is reached at epoch 4.
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TabShield-Net Accuracy
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Training and validation accuracy for TabShield-Net. The
best validation checkpoint is reached at epoch 12.

Training and validation accuracy of the two neural branches. (a) TextGuard-Lite student accuracy and (b) TabShield-Net accuracy.
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TABLE 6 | Computational efficiency summary of SecureFusion-X components.
Component Parameters Model size Estimated operations Inference time
TextGuard-Lite student 19.16M 73.11 MB >2.72 GFLOPs per sample 6.84 ms per sample
TabShield-Net 411M 15.67 MB ~0.024 GFLOPs per sample —
Fusion meta-classifier 3 ~0MB Negligible ~0.000001 ms per sample
Full 2024 inference — — — 2.9479 s total
Threshold-only adaptation 0 trainable — — 0.1545s
Fusion-only refit 3 trainable — — 2.5703s

Note: Single-sample latency is reported for TextGuard-Lite, whereas the full 2024 inference time is measured using batched inference over the transfer set.

TABLE 7 | Robustness sensitivity analysis under varying missing-text and noisy-text ratios (F; scores).
Degradation Ratio TextGuard-Lite TabShield-Net SecureFusion-X
Missing text 0% 0.8608 0.9766 0.9798
Missing text 10% 0.8381 0.9766 0.9798
Missing text 20% 0.8107 0.9766 0.9798
Missing text 30% 0.7793 0.9766 0.9806
Missing text 40% 0.7635 0.9766 0.9798
Missing text 50% 0.7393 0.9766 0.9798
Noisy text 0% 0.8608 0.9766 0.9798
Noisy text 10% 0.8590 0.9766 0.9798
Noisy text 20% 0.8603 0.9766 0.9798
Noisy text 30% 0.8549 0.9766 0.9806
Noisy text 40% 0.8505 0.9766 0.9805
Noisy text 50% 0.8549 0.9766 0.9798

Note: Bold indicates the best values.

By contrast, TabShield-Net remains unaffected by text perturba-
tions. Since the structured metadata are not altered in this robust-
ness evaluation, its F, score remains identical across all
degradation ratios at 0.9766.

SecureFusion-X maintains stable performance under both
missing-text and noisy-text conditions. Across the full degrada-
tion range, its Fvalue remains between 0.9798 and 0.9806.
These results confirm that the fusion model provides robust

Robustness Evaluation under Text Degradation

1.0 4 0.9766 0.9766 0.9766 0.9798 0.9806 0.9806
0.8
2 06
5 06
¥
n
—
w
0.4
0.2 1
0.0-
Text-only Tab-only Fusion
B Clean 3 Missing Text 30% I Noisy Text 30%
FIGURE 5 | Robustness under 30% missing-text and noisy-text conditions. SecureFusion-X remains stable, while TextGuard-Lite degrades under

textual perturbation.
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fallback behavior across a broad range of textual degradation lev-
els rather than only at a single 30% setting. The small positive
fluctuations observed under some degraded settings should be
interpreted as threshold-level variation rather than systematic
improvement caused by degradation.

Figure 5 visualizes the representative 30% degradation setting.
The text-only model shows a clear drop under missing-text con-
ditions, while the tabular branch remains unchanged because its
structured inputs are not perturbed. SecureFusion-X remains sta-
ble across both missing-text and noisy-text settings. This stability
is consistent with the strong structured branch remaining unaf-
fected by textual perturbations and continuing to provide reliable
input to the fixed decision-level fusion model. No dynamic gating
or inference-time modality-switching mechanism is used; the
logistic regression fusion model applies its fixed learned coeffi-
cients to the two branch probabilities.

4.7 | Temporal Transfer Evaluation

To evaluate transferability under a scenario different from the
original stratified setting, we conducted a forward temporal trans-
fer experiment. The neural models were trained on CVEs pub-
lished during 2016-2022 and calibrated using 2023 CVEs. We
first evaluated the resulting models on the 2024 transfer cohort
without updating model parameters, which we report as the
zero-shot setting. Separately, we investigated two lightweight
few-shot adaptation strategies using only 10% of the 2024 transfer
data. These adaptation experiments were repeated across ten ran-
dom seeds and are reported as mean =+ standard deviation.

For each adaptation run, the selected 10% subset of the 2024
transfer cohort was used exclusively for adaptation. All post-
adaptation performance metrics were then computed on the dis-
jointed remaining 90% of the 2024 cohort, which was not used for
threshold selection or fusion refitting. This procedure was
repeated across ten random splits. For consistency across adap-
tation runs, zero-shot performance was also evaluated on the cor-
responding held-out 90% evaluation subset for each of the ten
random splits; therefore, zero-shot results are likewise reported
as mean = standard deviation.

Table 8 reports the temporal transfer results. TextGuard-Lite
shows limited transferability under this shifted 2024 scenario,
achieving an F; score of 0.1662 + 0.0174. TabShield-Net transfers
more effectively, with F; =0.3880+0.0219 and ROC-AUC =
0.9098 £ 0.0178, indicating that structured metadata provides
more stable cross-year signals. SecureFusion-X achieves the best
zero-shot F; score of 0.3970 £0.0323 and the lowest FPR of
0.0511 £ 0.0033, showing that decision-level fusion remains com-
petitive under the forward temporal shift.

We also evaluated the transfer efficiency through two lightweight
adaptation strategies using only 10% of the 2024 data. Threshold-
only adaptation updates no model parameters and requires
0.1545 +£0.0208 s. Fusion-only refitting updates only the three
parameters of the logistic regression meta-classifier and requires
2.5703 +0.3575 s. Both TextGuard-Lite and TabShield-Net remain
frozen during transfer. Full batched inference over the 2024 trans-
fer set required 2.9479 s. These results show that SecureFusion-X

Repeated temporal transfer evaluation on 2024 CVEs under a train-2016-2022 and calibration-2023 protocol.

TABLE 8

Adapt.
time, s

Adaptation F, ROC-AUC PR-AUC MCC FPR

Model

Setting

0.1141 +0.0047
0.0668 +0.0030

None 0.1662 +0.0174 0.7961 +0.0205 0.1233 £0.0105 0.1637 £ 0.0239
0.3880 £ 0.0219 0.9098 + 0.0178 0.3824 +0.0313 0.4217 + 0.0269

TextGuard-Lite

Zero-shot transfer

TabShield-Net None

Zero-shot transfer
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can be evaluated and lightly recalibrated for new temporal scenar-
ios with negligible computational overhead; however, in this
experiment, threshold-only and fusion-only adaptation did not
improve F; over the zero-shot SecureFusion-X setting.

4.8 | Practical Implications

Real-world vulnerability triage requires timely exploitability
estimation under incomplete and evolving information. The
computational efficiency and modality-robust design of
SecureFusion-X suggest potential utility for vulnerability man-
agement workflows in which textual or structured information
may be incomplete or degraded. In particular, the lightweight
decision-level fusion and compact textual branch make the
framework computationally suitable for further investigation
in high-throughput settings such as SIEM, SOAR, and enter-
prise vulnerability management platforms. However, because
the primary labeled cohort is curated and approximately class-
balanced, additional validation under larger naturally imbal-
anced operational populations is required before making
deployment-level claims.

4.9 | Comparison With State-of-the-Art Models

To contextualize the performance of SecureFusion-X, we
compare it with previously reported exploitability prediction
methods. Transformer-based approaches such as BERT-LSTM,
all-mpnet, sentence-bert-base, and GreenExBert primarily rely
on textual vulnerability representations. However, these methods
were not evaluated under the same missing- and noisy-text pro-
tocol considered in the present study.

Cost-sensitive sequence models address class imbalance, whereas
graph-based approaches such as ExPreHet and RGCN-based
vendor-relational models exploit relational vulnerability informa-
tion. Because these studies use different datasets, feature represen-
tations, and evaluation protocols, their reported results are used
here only for literature-level contextualization rather than as
controlled head-to-head comparisons. Table 9 reports the metrics

available from prior publications together with complete in-house
results for the three main models implemented in this study.
Among the three main in-house models reported in Table 9,
SecureFusion-X achieves the strongest overall classification balance,
with the highest accuracy, balanced accuracy, recall, F;, and MCC,
as well as the lowest Brier score. Although TabShield-Net retains
the highest ROC-AUC and PR-AUC, SecureFusion-X remains close
in ranking performance while improving the validation-calibrated
classification outcome. Most notably, SecureFusion-X maintains
stable F; performance under 30% textual degradation, whereas
the text-only branch is more sensitive to missing descriptions.

These results indicate that multimodal fusion and robustness-
aware training can provide complementary benefits for exploit-
ability prediction when vulnerability information is incomplete
or degraded compared with relying on a single information
source.

To ensure a fair interpretation of Table 9, we distinguish between
controlled in-house comparisons and literature-based external
comparisons. The three in-house models are evaluated using
the same leakage-free dataset, identical training, validation,
and test partitions, the same leakage control procedure, and
the same validation-only model selection and threshold calibra-
tion protocol. Because the models process different modalities
and use different architectures, each model applies the appropri-
ate modality-specific preprocessing and hyperparameter config-
uration. Different hyperparameter settings may lead to different
performance values; therefore, all reported in-house results cor-
respond to configurations and checkpoints selected using valida-
tion performance, primarily validation F;, without access to the
test set. Early stopping is applied where appropriate to reduce
overfitting and select the best validation checkpoint; however,
itis not interpreted as a guarantee against local optima. For exter-
nal state-of-the-art methods, the reported values are taken from
the original publications and may reflect different datasets, label
definitions, class-balancing strategies, preprocessing procedures,
hyperparameter search spaces, and evaluation protocols. These
external results are therefore presented as contextual compari-
sons with the literature rather than as fully controlled same-
dataset benchmark results.

TABLE 9 | Comparison with state-of-the-art exploitability prediction models.

Model Acc Bal. Acc Prec Recall F, ROC-AUC PR-AUC MCC Brier
BERT-LSTM [45] 0.925 — 0.915 0.937 0.926 — — — —
All-mpnet [45] 0.932 — 0.934 0.930 0.932 — — — —
Sentence-bert-base [45] 0.934 — 0.938 0.928 0.933 — — — —
GreenExBert (Student) [45] 0.926 — 0.923 0.931 0.927 — — — —
Hoque et al. (Cost-LSTM) [17]  0.920 — 0.890 0.980 0.940 0.970 — — —
ExPreHet [32] 0.8324 — 0.8322  0.8328  0.8325 0.8324 — — —
RGCN-VulVendorNet [15] 0.8062 — 0.8144 0.8345 0.8240 — — — —
TextGuard-Lite (Ours) 0.8636 0.8636 0.8797 0.8427  0.8608 0.9422 0.9399 0.7279  0.1072
TabShield-Net (Ours) 0.9766 0.9766 0.9781 09751 0.9766 0.9978 0.9979 0.9532  0.0202
SecureFusion-X (Ours) 0.9797 0.9797 0.9783 0.9813 0.9798 0.9949 0.9948 0.9595 0.0182

Note: External results are literature-reported values and may not include all metrics, whereas our models are evaluated using the same leakage-free dataset, fixed
data partitions, and validation-based model-selection protocol. Bold indicates best values.
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5 | Conclusion

This study introduced SecureFusion-X, a resilient multimodal
framework for vulnerability exploitability prediction. By integrat-
ing unstructured NVD descriptions with structured metadata
from CVSS, CWE, and CPE sources, the framework addresses
data instability and missing-modality conditions relevant to vul-
nerability management settings. The architecture utilizes an effi-
cient student-teacher distillation process for textual analysis and
a transformer-based metadata encoder, which are integrated
through a decision-level logistic-regression meta-classifier.

A primary contribution of this work is the systematic integration of
robustness into the learning objective. Through stochastic modality
perturbations during training, SecureFusion-X is designed to
maintain stable predictions when textual descriptions are sparse,
redacted, noisy, or unavailable. Our experimental results on
8,549 curated NVD-aligned CVE records demonstrate that the
framework achieves a strong clean-test F;-score of 0.9798 and
maintains stable fused performance under the representative
30% textual degradation setting. These results demonstrate robust-
ness within the adopted controlled benchmark, while the forward
temporal transfer analysis highlights the additional difficulty of
generalization across disclosure periods.

Furthermore, the distilled nature of the text encoder gives the
framework a compact computational profile, while the results
show that combining semantic and structured vulnerability signals
provides modest complementary gains and stable performance
under textual degradation. At the same time, the substantial per-
formance reduction observed in the forward temporal transfer
experiment highlights the difficulty of generalizing exploitability
predictors across disclosure periods and emphasizes the need for
continued evaluation under changing vulnerability distributions.

Future research will therefore focus on larger naturally imbal-
anced exploitability cohorts, additional independent label sources,
real-time threat intelligence, and continual learning strategies for
temporal adaptation. SecureFusion-X should consequently be
viewed as a robustness-oriented multimodal foundation for vul-
nerability prioritization rather than as a fully deployment-
validated operational predictor.
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