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Abstract
For years, the European Commission has highlighted the need to invest in cybersecurity as a means of protecting institutions
and citizens from the many threats in cyberspace. Attacks perpetrated through the network are extremely dangerous, also
because their mitigation is complex, making it difficult to ensure an adequate level of security. One of the crucial elements in
building an overall system of protection against network-based cyber attacks are Intrusion Detection Systems (IDSs), whose
goal is to detect and identify such attacks and misuse of computer networks in a timely manner. Nowadays, the most effective
IDSs are based on Machine Learning (ML) and are able to combine and analyze information from heterogeneous sources,
such as network traffic, user activity patterns, and data extracted from system logs. However, these tools commonly exploit
specific classifiers, whose performance is highly dependent on the attacks being considered, and are unable to generalize
adequately enough to be applied in different contexts. The research laboratories of Networking and Distributed Systems and
Artificial Intelligence at the University of Palermo are carrying out research activities in order to address these issues, with the
main goal of designing a new generation of IDSs that, by dynamically and adaptively combining multiple classifiers, are able
to overcome the limitations of state-of-the-art solutions.
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1. Introduction
Today, with the increasingly pervasive use of ICT tech-
nologies, cyber attacks pose a serious risk to the infras-
tructural, productive and economic aspects of our soci-
ety. One of the most critical threats to today’s hyper-
connected world are attacks that come from the network.
In fact, all social and productive realities are closely de-
pendent on the ability to exchange data through the net-
work. This dependence can be exploited by the malicious
parties to gain unauthorized access to the resources of
institutions and organizations. One of the most effective
solutions to such attacks are Intrusion Detection Systems
(IDSs), whose main goal is to timely detect and iden-
tify misuse of resources early enough to enable timely
responses that stop any malicious behavior and ensure
normal operation of systems.

Currently, the most promising approach to designing
IDSs capable of dealing with the threats our systems
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will face in the near future is the adoption of Machine
Learning (ML) and, more generally, Artificial Intelligence
(AI) methods.

However, a thorough study of the literature shows that
the adoption of machine learning methods to design IDSs
involves several critical issues. One of the most notice-
able concerns is that, due to the high heterogeneity of
network traffic generated by different attacks, specific
classifiers are characterized by performance that is highly
dependent on the attacks considered. This means that
there is no single universal ML approach that can detect
any kind of attack in different scenarios. In addition,
different classes of ML approaches have very different ca-
pabilities: for example, supervised methods can achieve
excellent performance but are unable to handle unknown
attacks, while unsupervised methods can detect anoma-
lies and unknown attacks but generally achieve poor
performance with already known intrusions [1].

The adoption of ensemble machine learning tech-
niques, which leverage multiple machine learning al-
gorithms, promises to be a very effective approach to
achieve higher overall performance than single methods.
However, in the current literature, the ensemble of classi-
fiers is often designed through trial-and-error procedures,
and there is no evidence that an approach suitable for a
specific scenario can be general enough to be adopted in
different scenarios.

Our research group, through scientific activities
funded by various projects, seeks to contribute to this
research area by designing new methodologies and adap-
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tive solutions aiming to improve the robustness of exist-
ing approaches in the field of AI- and ML-based intrusion
detection systems (IDS).

The following of this paper introduces the current state
of the art of IDS and discusses the main limitations of
current solutions, followed by a summary description of
our research group’s contribution. Finally, a description
of the challenges and goals we intend to address in the
near future is provided.

2. Related Work
In the dynamic domain of cybersecurity, the arms race be-
tween intrusion detection mechanisms and cyber-attack
methodologies has accelerated, highlighting an urgent
need for innovative detection techniques. Several IDSs
have been proposed in the literature, exploiting both
signature-based and anomaly-based approaches [2, 3].
The former are reliable in recognizing known attacks but
are ineffective against those not previously seen. Con-
versely, the latter show a more flexible behavior and are
better suited to detect constantly evolving attacks, espe-
cially by using Machine Learning (ML) techniques.

Nevertheless, the design of ML-based IDSs faces sev-
eral challenges, such as the difficulty of ensuring fast
responses when dealing with high-dimensional data, as
in the case of network traffic, or providing consistently
good performance for all types of intrusions. Moreover,
in modern network environments with heterogeneous
devices, the input data distributions are subject to un-
predictable fluctuations over time. This phenomenon,
referred to as concept drift, poses a significant challenge
in the fields of machine learning and cybersecurity, as
noted in [4]. One of the most promising directions to
achieve overall good performance is the adoption of en-
semble learning techniques [5], which exploit multiple
ML algorithms to obtain better results than those of indi-
vidual methods.

The IDS presented in [6], for instance, combines a two-
stage meta classifier ensemble (i.e., rotation forest and
bagging) with hybrid feature selection (particle swarm
optimization, ant colony algorithm, and genetic algo-
rithm) to better distinguish regular and anomalous traf-
fic. However, such a solution is tailored on single attacks
instances and not suitable for dealing with multi-class
problems. The IDS introduced in [7] adopts an ensemble
approach that combines decision trees, Random Forest,
and Forest by Penalizing Attributes algorithms, and a
voting technique to combine their probability distribu-
tions. Although the system achieves good performance
with popular attacks, this drops in the case of rare ones.
Multi-class intrusion detection is also addressed in [8],
where an ensemble approach is designed to detect dif-
ferent attacks. Such IDS also exploits a hybrid feature

selection method and a ranking technique that evaluates
the ability of different base classifiers to detect different
attacks. Results are promising, but only for a subset of
the considered attack classes. The authors of [9] propose
a model based on sustainable ensemble learning and on
incremental learning. Such a system exploits multiclass
regression models so that the ensemble is adapted to rec-
ognize different types of attacks; moreover, by means
of an iterative update method the parameters and the
decision results of the historical model are included into
the training process of the final ensemble model.

The performances of the solutions described above, as
well as many other existing ensemble frameworks, are
severely limited as many different classes of attacks can
occur. Moreover, the combination of multiple ML-based
classifiers generally increases the computational load,
thus limiting the IDS’s ability to operate timely. This
issue is particularly critical, given the need to promptly
identify incoming threats and immediately apply appro-
priate countermeasures.

3. Research Contribution
In this perspective, a first contribution of our research
unit is discussed in [10], where we introduced a system
which addresses critical limitations in existing frame-
works, achieving the right trade-off between number of
recognized classes and prediction speed, in contrast to
other multi-class IDSs in the literature.

In particular, we presented a multi-layered architecture
for a behavior-based Intrusion Detection System that
uses machine learning and ensemble learning techniques
to distinguish between benign and malicious traffic and
categorize detected malicious activities into one of nine
possible attack classes. The architecture of the system is
shown in Figure 1.

The experimental evaluation was performed on the
CIC-IDS2017 public dataset, showing that the proposed
IDS exhibits good performance in detecting all attack
classes according to well-established metrics.

A key aspect of our proposed system is its two-layer ar-
chitecture. To prevent the system from being overloaded
with all the network traffic, and consequently to prevent
delayed detections, traffic filtering is preliminarily per-
formed in order to distinguish “normal” and “abnormal”
traffic, ensuring that only potentially malicious traffic
is advanced to the next stage for further analysis. This
layer thus acts as a filter, improving the efficiency of the
whole system. Accurate classification at this stage is cru-
cial, as traffic deemed benign is not subject to subsequent
scrutiny, highlighting the importance of minimizing false
negatives to safeguard network integrity. For the design
of the first layer, we decided to adopt a Decision Tree
(DT), since experimental evaluation showed its better per-
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Figure 1: Architecture of the multi-layered IDS proposed in [10].

formance for binary classification, compared to Neural
Networks, Random Forest, and Gaussian Naive Bayes.

In the second layer, a detailed analysis of malicious
traffic is performed so thus the system generates alerts
more accurately. These alerts provide network admin-
istrators with the information they need to quickly and
effectively respond to threats [11], allowing them to neu-
tralize ongoing attacks quickly and efficiently.

Our solution proposes the adoption of ensemble learn-
ing techniques, incorporating a combination of different
learning models, such as Neural Networks (NNs), Ran-
dom Forests (RFs), and additional DTs as weak learners.

The results of the predictions of the single models are
aggregated using appropriate ensemble techniques that
yield better classification performances than those of the
single weak learners. Specifically, we adopt a weighted
voting technique that assigns higher weights to the pre-
dictions of classifiers with low uncertainty in order to
determine the ensemble’s final verdict.

The adoption of this weighted voting strategy for ag-
gregating classifier outputs, integrating the confidence
values from neural network predictions with those of
Decision Trees and Random Forests, notably improves
the performance of the whole IDS. Finally, it is worth
noticing that our system’s architecture facilitates paral-

lelization in the training and testing of weak learners,
thereby enhancing efficiency in both training and pre-
diction phases, a critical feature for IDS systems where
timely threat detection is paramount.

This work is partially funded by the European Union -
FESR o FSE, PON Ricerca e Innovazione 2014-2020 - DM
1062/2021.

4. Preliminary Evaluation
To conduct a preliminary evaluation of the proposed solu-
tion, the CIC-IDS2017 dataset was used [12]. This dataset
perfectly fits the goals of our study as it includes var-
ious attacks encompassing SQL-Injection, Brute Force,
XSS, DoS GoldenEye, DoS Hulk, DoS Slowhttptest, and
DoS Slowloris. These attacks were grouped under two
categories, i.e., Web and DOS Attacks, to streamline com-
putation while maintaining detailed and accurate identi-
fication of malicious events.

All tests have been performed on off-the-shelf laptops
equipped with Intel 3805U 1.9GHz CPU and 4GB RAM.
Moreover, all the models that constitute the proposed
IDS have been run 1000 times using different train and
test sets at every execution.



The numerous tests performed on the system have
demonstrated its reliability and accuracy in detecting
malicious traffic, as well as its time efficiency. The IDS
is able to recognize and identify 9 different types of at-
tack in real-time, promptly alerting administrators to
minimize serious consequences. In fact, on average, the
system misses attacks in very small percentages (close to
1%), while it requires extremely low execution time for
both the first and second levels: some slight difference
is appreciated in dependence on the model used in the
ensemble.

Besides the good performance achieved, numerous
improvements are needed to address other important
limitations, that are common to many IDSs in the litera-
ture.

First of all, the solutions proposed in the literature (as
well as [10]) select the set of classifiers to be adopted
through a trial-and-error process and lack a formalized
methodology that can drive the design process in differ-
ent scenarios. Moreover, many of the existing solutions
have been designed ignoring the outbreak of unknown
attacks. Such a “closed-world” approach makes IDSs un-
suitable for recognizing special types of attacks known
as “zero-day”.

5. Challenges and Goals
The main goal of the research unit is the design and
development of a novel class of IDSs based on the com-
bination of several dynamically orchestrated classifiers
(both supervised and unsupervised), with the aim of rec-
ognizing a large set of different threats, also detecting
the occurrence of zero-day attacks.

Given the strong characterization of the many appli-
cation scenarios in which IDSs are needed, the design
of the system architecture will be guided by a formal-
ized, rigorous, and replicable approach that can steer
the realization of specific IDS instances. The goal is to
design a scalable and modular architecture, capable of
maintaining a low computing load while guaranteeing
high detection performance and responsiveness, even in
the presence of huge amounts of data.

The main challenge will be the definition of adaptive
orchestration techniques, which will be crucial for the
design of IDSs capable of dynamically adjusting their
ensemble strategies based on the observed context. This
will include the integration of both supervised and un-
supervised learning approaches, allowing an adaptive
response to emerging threats.

To reach this ambitious goal, the system will also have
to address the phenomenon of concept drift, which is the
continuous shift of the statistical distribution of network
data over time. This poses a big challenge for current
IDSs, often necessitating manual retraining of their ma-

chine learning models. Indeed, ignoring the phenomenon
of concept drift, like many current IDSs do, inevitably
lead to performance degradation over time.

Our future approach will try to overcome these chal-
lenges by orchestrating supervised and unsupervised
systems to exploit the benefits of both approaches. The
detection of unknown attacks can rely on online unsu-
pervised anomaly detection systems that are adept at
recognizing signs of zero-day attacks, all the while auto-
matically adapting to concept drift without the constant
need for manual intervention. This, in turn, can also
reduce the frequency of model re-training and enhance
system efficiency. Such systems will be used in conjunc-
tion with supervised ones to improve the overall accuracy
for known attacks.

The efficacy of our methodologies will be validated
through extensive experimental evaluation, showcasing
our system’s capability of real-time threat detection com-
pared to traditional models. This will provide the re-
search community with valuable insights into the effec-
tiveness of different ML methods and ensemble strategies
against a wide range of security attacks.

Looking forward, we envision further enriching our
IDS framework to improve its resilience against unknown
attacks and concept drift, offering robust defenses against
the ever-evolving landscape of cyber threats.

6. Research Unit
The Networks and Distributed Systems and Artificial Intel-
ligence research laboratories at the University of Palermo,
directed by Prof. Giuseppe Lo Re and Salvatore Gaglio,
have experience in several research fields such as dis-
tributed systems, cybersecurity, artificial intelligence,
and machine learning. In particular, the research unit
has developed deep expertise in several topics related to
the cybersecurity domain that mainly concern the adop-
tion of artificial intelligence to assist the detection and
identification of potential threats in cyberspace. The iden-
tified methodologies and proposed solutions have been
applied in different scenarios, such as intrusion detection
systems [10], malware detection systems [13, 14], social
network security [15, 16], privacy-preserving distributed
systems [17, 18], adversarial machine learning [19] and
secure crowdsensing [20].

Furthermore, it is worth noting that the research
group’s experience in applying artificial intelligence ap-
proaches and methods to distributed systems and cy-
bersecurity challenges has been leveraged in several
funded research projects, such as FRASI - FRamework
for Agent-based Semantic- aware In-teroperability (FAR
MIUR D.M. 8 agosto 2000), Bigger Data (D.D. MIUR n.
2690 dell’11.12.2013, Piano di Azione e Coesione), SeN-
Sori - SEnsor Node as a Service for hOme and buildings



eneRgy savIng (Industria 2015: Bando Nuove Tecnolo-
gie per il Made in Italy), Smart Buildings - An Ambient
Intelligence system for optimizing energy resources in
building complexes (PO FESR Sicilia 2007-2013), OnSi-
cily.com - a Web 3.0 platform with intelligent virtual
A.V.I. assistance (PO FESR Sicilia 2007-2013), VASARI -
VAlorizzazione Smart del patrimonio ARtistico delle città
Italiane (PNR 2015-2020), CrowdSense (PO FESR Sicilia
2014-2020), Smart Wave (PO FESR Sicilia 2014-2020), S6
Project - A Smart, Social and SDN-based Surveillance
System for Smart-cities (PO FESR Sicilia 2014-2020), S3
Campus - SHARING, SMART AND SUSTAINABLE CAM-
PUS (POC Sicilia 2014-2020 ), Smart Venues for Agrotech
Ecosystem (POC Sicilia 2014-2020).
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in Waterfall Life Cycles: Are We There Yet?
Antonio Della Porta, Vincenzo De Martino, Gilberto Recupito, Carmine
Iemmino, Gemma Catolino, Dario Di Nucci, Fabio Palomba
Large Language Models in Software Engineering: A Focus on Issue Report
Classification and User Acceptance Test Generation
Gabriele De Vito, Luigi Libero Lucio Starace, Sergio Di Martino, Filomena
Ferrucci, Fabio Palomba
Improving the accessibility of EU laws: the Chat-EUR-Lex project
Manola Cherubini, Francesco Romano, Andrea Bolioli, Lorenzo De Mattei,
Mattia Sangermano
Virtual Scanner: Leveraging Resilient Generative AI for Radiological Imaging in
the Era of Medical Digital Twins
Carolina Adornato, Cecilia Assolito, Ermanno Cordelli, Francesco Di Feola,
Valerio Guarrasi, Giulio Iannello, Lorenzo Marcoccia, Elena Mulero Ayllon,
Rebecca Restivo, Aurora Rofena, Rosa Sicilia, Paolo Soda, Matteo Tortora,
Lorenzo Tronchin
Leveraging LLMs for Event Extraction in Italian Documents: a Roadmap for
Future Research
Federica Rollo, Giovanni Bonisoli, Laura Po
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Intelligent Smart Tourism Education: AI-Based Learning for Cultural Tourism
Experiments
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Advancements and Challenges in Generative AI: Architectures, Applications, and
Ethical Implications
Flora Amato, Egidia Cirillo, Mattia Fonisto, Alberto Moccardi, Vincenzo
Moscato, Carlo Sansone, Stefano Marrone, Antonio Maria Rinaldi, Antonio Galli,
Domenico Benfenati, Giovanni Maria De Filippis, Lidia Marassi, Narendra
Patwardhan, Antonio Elia Pascarella, Cristiano Russo, Cristian Tommasino
Teachers Interacting with Generative Artificial Intelligence: A Dual Responsibility
Carmine Gravino, Alessandro Iannella, Mirko Marras, Silvio Marcello
Pagliara, Fabio Palomba
Toward the use of Generative AI to develop Computational Thinking by
supporting Problem Decomposition
Davide Ponzini, Giovanni Adorni, Giorgio Delzanno, Giovanna Guerrini

Thematic Workshop: Responsible and Trustworthy AI

A Risk-based Approach to Trustworthy AI Systems for Judicial Procedures
Majid Mollaeefar, Eleonora Marchesini, Roberto Carbone, Silvio Ranise
Towards a responsible usage of AI-based Large Acoustic Models for Automatic
Speech Recognition: on the importance of data in the self-supervised era
Vincenzo Norman Vitale, Emilia Tanda, Francesco Cutugno
Beyond the Hype: Toward a Concrete Adoption of the Fair and Responsible Use
of AI
Lelio Campanile, Roberta De Fazio, Michele Di Giovanni, Fiammetta
Marulli
Acceptability of Symbiotic Artificial Intelligence: Highlights from the FAIR project
Francesca Alessandra Lisi, Antonio Carnevale, Abeer Dyoub, Antonio
Lombardi, Piero Marra, Lorenzo Pulito
Symbiotic AI: What is the Role of Trustworthiness?
Miriana Calvano, Antonio Curci, Rosa Lanzilotti, Antonio Piccinno
The NEMO co-pilot
Stefania Costantini, Pierangelo Dell'Acqua, Giovanni De Gasperis,
Francesco Gullo, Andrea Rafanelli
Developing safe and explainable autonomous agents: from simulation to the real
world
Federico Bianchi, Alberto Castellini, Alessandro Farinelli, Luca Marzari,
Daniele Meli, Francesco Trotti, Celeste Veronese
On Representing Humans' Soft-Ethics Preferences As Dispositions
Donatella Donati, Ziba Assadi, Simone Gozzano, Paola Inverardi,
Nicolas Troquard
Responsibile and Reliable AI: Activities of the CINI-AIIS Lab at University of
Naples Federico II
Flora Amato, Giovanni Maria De Filippis, Antonio Galli, Michela Gravina,
Lidia Marassi, Stefano Marrone, Elio Masciari, Vincenzo Moscato, Antonio Maria
Rinaldi, Cristiano Russo, Carlo Sansone, Cristian Tommasin
Ghosts in the AI
Emanuele Fulvio Perri, Elio Grande
Towards Trustworthy AI in Inclusive Education: A Co-Creation Approach Rooted
in Ecological Frameworks
Valeria Cesaroni, Martina Galletti, Eleonora Pasqua, Daniele Nardi
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Thematic Workshop: AI for Cybersecurity

Adaptive Ensemble Learning for Intrusion Detection Systems
Vincenzo Agate, Federico Concone, Alessandra De Paola, Pierluca
Ferraro, Salvatore Gaglio, Giuseppe Lo Re, Marco Morana
Robustness and Generalization of Synthetic Images Detectors
Davide Alessandro Coccomini, Roberto Caldelli, Claudio Gennaro,
Giuseppe Fiameni, Giuseppe Amato, Fabrizio Falchi
Dawn of LLM4Cyber: Current Solutions, Challenges, and New Perspectives in
Harnessing LLMs for Cybersecurity
Luca Caviglione, Carmela Comito, Erica Coppolillo, Daniela Gallo,
Massimo Guarascio, Angelica Liguori, Giuseppe Manco, Marco Minici, Simone
Mungari, Francesco Sergio Pisani, Ettore Ritacco, Antonino Rullo, Paolo Zicari,
Marco Zuppelli
A Natural Language Processing-based Approach for Cyber Risk Assessment in
the Healthcare Ecosystems
Stefano Silvestri, Giuseppe Tricomi, Giuseppe Felice Russo, Mario
Ciampi
Enhancing Cyber-threat detection coupling Deep Neural Ensemble Learning
with XAI
Malik Al-Essa, Giuseppina Andresini, Annalisa Appice, Donato Malerba
Artificial intelligence tools in the ongoing fight against bullying and cyberbullying:
a multidisciplinary approach
Giulia Orrù, Vincenzo Gattulli, Guido Colaiacovo, Stefano Marrone,
Giovanni Puglisi, Lucia Sarcinella, Grazia Terrone, Donatella Curtotti, Donato
Impedovo, Gian Luca Marcialis, Carlo Sansone
AI in Cybersecurity: Activities of the CINI-AIIS Lab at University of Naples
Federico II
Antonino Ferraro, Antonio Galli, Valerio La Gatta, Lidia Marassi, Stefano
Marrone, Vincenzo Moscato, Marco Postiglione, Carlo Sansone, Giancarlo
Sperlì
Real-Time Intrusion Detection via Machine Learning Approaches
Erik Murtaj, Michela Quadrini, Fausto Marcantoni, Michele Loreti, Hans-
Friedrich Witschel

Thematic Workshop: AI for Industry

Data & AI for Industrial Application
Antimo Angelino
Design the modern supply chain: The SmarTwin Projec
Michele Di Capua, Emanuel Di Nardo, Angelo Ciaramella, Gennaro
Iannuzzo, Aniello De Prisco, Daniele Ruggeri Laderchi, Pietro Catalano, Pietro
D'Ambrosio, Salvatore Moscariello
Dictionary Learning for data compression within a Digital Twin Framework
Laura Cavalli, Domitilla Brandoni, Margherita Porcelli, Eric Pascolo
Industrial Datasets for Multi-Modal Monitoring of an Assembly Task for Human
Action Recognition and Segmentation
Laura Romeo, Annaclaudia Bono, Grazia Cicirelli, Tiziana D'Orazio
Exploiting Multimodal Latent Diffusion Models for Accurate Anomaly Detection in
Industry 5.0
Luigi Capogrosso, Alvise Vivenza, Andrea Chiarini, Francesco Setti,
Marco Cristani
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An integrated intelligent surveillance system for Industrial areas
Francesco Camastra, Angelo Ciaramella, Angelo Casolaro, Pasquale De
Trino, Alessio Ferone, Giovanni Hauber, Gennaro Iannuzzo, Vincenzo Mariano
Scarrica, Antonio Junior Spoleto, Antonino Staiano, Maria Concetta Vitale
3D reconstruction methods in industrial settings: a comparative study for
COLMAP, NeRF and 3D Gaussian Splatting
Zeno Sambugaro, Lorenzo Orlandi, Nicola Conci
Cutting edge video analytics solutions: from the research to the market
Mattia Marseglia, Domenico Rocco, Stefano Saldutti, Bruno Vento
UniCas for Industry
Alessio Miele, Hamza Mustafa, Michele Vitelli, Alessandro Bria, Claudio
De Stefano, Francesco Fontanella, Claudio Marrocco, Mario Molinara,
Alessandra Scotto di Freca
AI-driven models for Cold Spray deposition: transforming additive manufacturing
for sustainability
Alessia Auriemma Citarella, Luigi Carrino, Fabiola De Marco, Luigi Di
Biasi, Alessia Serena Perna, Genoveffa Tortora, Antonio Viscusi
AI in Industry: Activities of the CINI-AIIS Lab at University of Naples Federico II
Alessandro Del Prete, Sofia Dutto, Antonino Ferraro, Antonio Galli,
Vincenzo Moscato, Gabriele Piantadosi, Carlo Sansone, Giancarlo Sperlì
Video Analytics for Volleyball: Preliminary Results and Future Prospects of the
5VREAL Project
Andrea Rosani, Ivan Donadello, Michele Calvanese, Alessandro
Torcinovich, Giuseppe Di Fatta, Marco Montali, Oswald Lanz

Thematic Workshop: AI for Finance and Marketing

Large-Scale Transformer models for Transactional Data
Fabrizio Garuti, Simone Luetto, Enver Sangineto, Rita Cucchiara
VolTS Augmented: An Improvement of a Volatility-based Trading System to
Forecast Stock Markets Trends
Ivan Letteri

Thematic Workshop: AI for Health and Medicine

Implementing Vision Transformers in Dermatological Practice: A Web Application
for Melanoma Screening
Daniele Sirico, Giuseppe Accardo, Valentina Esposito
Advancing e-health with AI: Insights from our research experience in
neuroimaging, acoustic signals, and vital parameter monitoring
Gabriella Casalino, Giovanna Castellano, Gennaro Vessio, Gianluca
Zaza
ARTIS: a digital interface to promote the rehabiliatation of text comprehension
difficulties through Artificial Intelligence
Martina Galletti, Eleonora Pasqua, Manuela Calanca, Caterina Marchesi,
Donatella Tomaiuoli, Daniele Nardi
Leveraging Bio-Inspired Optimization Algorithms for Advanced Feature Selection
in Chronic Disease Datasets
Ivan Letteri, Abeer Dyoub
LLM embeddings on test items predict post hoc loadings in personality tests
Monica Casella, Maria Luongo, Davide Marocco, Nicola Milano, Michela
Ponticorvo
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An MLOps Solution Framework for Transitioning Machine Learning Models into
eHealth Systems
Andrea Basile, Fabio Calefato, Filippo Lanubile, Giulio Mallardi, Luigi
Quaranta
Denoising Diffusion Probabilistic Models for DBT data augmentation: preliminary
results
Lorenzo D'Errico, Lorenzo Pergamo, Daniel Riccio, Mariacarla Staffa
UniCas for Medicine and Healthcare
Marco Cantone, Svonko Galasso, Gabriele Lozupone, Emanuele
Nardone, Cesare Davide Pace, Ciro Russo, Alessandro Bria, Tiziana
D'Alessandro, Claudio De Stefano, Francesco Fontanella, Claudio Marrocco,
Mario Molinara, Alessandra Scotto di Freca
Advancing Healthcare Through AI: Innovations in Monitoring and Diagnostic
Technologies at the Augmented Reality for Health Monitoring Laboratory
(ARHeMLab)
Giovanni Annuzzi, Andrea Apicella, Pasquale Arpaia, Lutgarda Bozzetto,
Umberto Bracale, Egidio De Benedetto, Paolo De Blasiis, Antonio Esposito,
Francesco Isgrò, Giacomo Lus, Nicola Moccaldi, Roberto Peltrini, Roberto
Prevete, Simona Raim
Leveraging Prompt Engineering and Large Language Models for Automating
MADRS Score Computation for Depression Severity Assessment
Alessandro Raganato, Francesco Bartoli, Cristina Crocamo, Daniele
Cavaleri, Giuseppe Carrà, Gabriella Pasi, Marco Viviani
AI in Medicine: Activities of the CINI-AIIS Lab at University of Naples Federico II
Domenico Benfenati, Salvatore Capuozzo, Giovanni Maria De Filippis,
Adriano De Simone, Michela Gravina, Lidia Marassi, Stefano Marrone,
Elio Masciari, Enea Vincenzo Napolitano, Giuseppe Pontillo, Marco Postiglione,
Cristiano Russo, Cristian Tommasino, Antonio Maria Rinaldi, Vincenzo Moscato,
Carlo Sansone
AI-driven technologies in Digital Health & Well Being: early detection and
intervention strategies
Ilaria Amaro, Alessia Auriemma Citaralla, Fabiola De Marco, Attilio Della
Greca, Luigi Di Biasi, Rita Francese, Domenico Rossi, Genoveffa Tortora,
Cesare Tucci
Towards AI-driven Next Generation Personalized Healthcare and Well-being
Fatih Aksu, Alessandro Bria, Alice Natalina Caragliano, Camillo Maria
Caruso, Wenting Chen, Ermanno Cordelli, Omar Coser, Arianna
Francesconi, Leonardo Furia, Valerio Guarrasi, Giulio Iannello, Clemente
Lauretti, Guido Manni, Giustino Marino, Domenico Paolo, Filippo Ruffini, Linlin
Shen, Rosa Sicilia, Paolo Soda, Christian Tamantini, Matteo Tortora, Zhuoru
Wu, Loredana Zollo
AI-Driven Innovations in Healthcare: Bridging Imaging and Genomics for
Advanced Disease Insights
Carlo Adornetto, Pierangela Bruno, Francesco Calimeri, Edoardo De
Rose, Gianluigi Greco, Alessandro Quarta
From Covid-19 detection to cancer grading: how medical-AI is boosting clinical
diagnostics and may improve treatment
Andrea Berti, Rossana Buongiorno, Gianluca Carloni, Claudia Caudai,
Francesco Conti, Giulio Del Corso, Danila Germanese, Davide Moroni, Eva
Pachetti, Maria Antonietta Pascali, Sara Colantonio
Deep learning-based tumor resectability prediction model in patients with
Ovarian Cancer: a preliminary evaluation
Francesca Fati, Marina Rosanu, Luigi De Vitis, Gabriella Schivardi,
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Giovanni Damiano Aletti, Francesco Multinu, Roberto Veraldi, Paolo Zaffino,
Carlo Cosentino, Maria Francesca Spadea, Elena De Momi
Comparison of Machine Learning approaches for Stress Detection from
Wearable Sensors Data
Michela Quadrini, Denise Falcone, Gianluca Gerard

Thematic Workshop: AI for the Public Administration

Developing a Decision Support System with a Georeferenced Smart City
Security Index (SCSI): A Case Study of Messina
Giuseppe Accardo, Roberta Marino, Valentina Esposito
Towards a Semantic Document Management System for Public Administration
Carlo Batini, Gaetano Santucci, Matteo Palmonari, Valerio Bellandi,
Elisabetta Fersini, Fabio Zanzotto, Barbara Pernici, Giancarlo Vecchi,
Stefano Ronchi
Process Mining of Public Administration Operations from Big Data
Dmitry Mingazov, Fabio Celli
Empowering Time-Series Forecasting in Official Statistics through Transformers
Alberico Emanuele, Francesco Pugliese, Massimo De Cubellis, Angela
Pappagallo
Artificial Intelligence and Anti-Corruption
Fabrizio Sbicca
I.PaC: the National Data Space for Cultural Heritage
Margherita Porena, Antonella Negri, Luigi Cerullo
Instruct Large Language Models for Public Administration Document Information
Extraction
Salvatore Carta, Alessandro Giuliani, Marco Manolo Manca, Leonardo
Piano, Alessia Pisu, Sandro Gabriele Tiddia
AI-driven big web redesign: two case studies in Italian universities
Andrea Vian, Daniele Pretolesi, Lucia Rampino, Annalisa Barla
Automatic Summarization of Legal Texts, Extractive Summarization using LLMs
David Preti, Cristina Giannone, Andrea Favalli, Raniero Romagnoli
A preliminary study on Business Process-aware Large Language Models
Mario Luca Bernardi, Angelo Casciani, Marta Cimitile, Andrea Marrella
Road map per la creazione di un agente conversazionale per la scoperta di
servizi pubblici coerente con le direttive di Design System Italia (DSI
Davide Bruno
Empowering e-services through the Semantic Web
Raffaella Maria Aracri, Dario Frisardi, Roberta Radini, Valerio Santarelli
Design of a Knowledge Hub of Heterogeneous Multisource Documents to
support Public Authorities
Paolo Tagliolato Acquaviva d'Aragona, Lorenza Babbini, Gloria
Bordogna, Alessandro Lotti, Annalisa Minelli, Alessandro Oggioni
SAVIA: Artificial Intelligence in support of the lawmaking process
Michele Visciarelli, Giovanni Guidi, Laura Morselli, Domitilla Brandoni,
Giuseppe Fiameni, Luisa Monti, Stefano Bianchini, Cosimo Tommasi
Aspect-based Sentiment Analysis for Improving Attractiveness in Shrinking
Areas
Raffaele Manna, Giulia Speranza, Maria Pia di Buono, Johanna Monti
Towards ShowVoc: dataset publication and browsing
Armando Stellato, Manuel Fiorelli, Tiziano Lorenzetti, Andrea Turbati
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Legal Drafting supported by AI: enhancing LEOS
Monica Palmirani, Fabio Vitali, Generoso Longo, Emanuele Di Sante,
Aurora Brega, Andrea D'Arpa, Michele Corazza

Thematic Workshop: AI and Sustainability

Insights into Entomopathogenic Nematode Behavior by Using AI Techniques to
Advance Sustainable Pest Control
Gianluca Manduca, Anita Casadei, Valeria Zeni, Giovanni Benelli,
Cesare Stefanini, Donato Romano
Single-instance, multi-target learning of 3D architectural gridshells for material
reuse and circular economy
Andrea Favilli, Francesco Laccone, Paolo Cignoni, Luigi Malomo,
Daniela Giorgi
Advancing Sustainability: Research Initiatives at the Signals and Images Lab
Antonio Bruno, Claudia Caudai, Francesco Conti, Massimo Martinelli, G.
Riccardo Leone, Massimo Magrini, Davide Moroni, Awais Ch
Muhammad, Oscar Papini, Maria Antonietta Pascali, Gabriele Pieri, Marco
Reggiannini, Marco Righi, Emanuele Salerno, Andrea Scozzari, Marco
Tampucci
Sustainable walkability in inner areas of Italy: a research proposal on AI-based
simulation for older adults
Frida Milella, Eleonora Clarizia, Alessio De Pellegrin, Stefania Bandini
Unmasking Climate Change Impacts: Traversing Storms, Cold, Heat and Fire in
Corporate Earnings Calls through a Hybrid Taxonomy and GPT-based
Methodology
Michele Cimino, Annalisa Molino, Maria Paola Priola, Lorenzo Prosperi,
Lea Zicchino
AI for Sustainability: Research at Ud'A Node
Gianluca Amato, Alessia Amelio, Luciano Caroprese, Piero
Chiacchiaretta, Fabio Fioravanti, Luigi Ippoliti, Maria Chiara Meo, Gianpiero
Monaco, Christian Morbidoni, Luca Moscardelli, Maurizio Parton, Francesca
Scozzari
Machine Learning for Automated Seabed Mapping
Umberto Di Laudo, Silvia Ceramicola, Luca Manzoni
A Comparative Study of LightGBM on Air Quality Data Across Multiple Locations
Martina Casari, Laura Po, Andrea Arigliano
Safeguarding the Marine and Coastal Environment with Artificial Intelligence
Paola Barra, Francesco Camastra, Angelo Ciaramella, Ciro Giuseppe De
Vita, Emanuel Di Nardo, Raffaele Montella, Gennaro Mellone, Vincenzo
Scarrica, Antonino Staiano
AI for Sustainability: Activities of the CINI-AIIS Lab at University of Naples
Federico II
Flora Amato, Giovanni Giacco, Lidia Marassi, Stefano Marrone, Antonio
Elia Pascarella, Carlo Sansone
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