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Abstract: Skin cancer poses a serious risk to one’s health and can only be effectively treated with early
detection. Early identification is critical since skin cancer has a higher fatality rate, and it expands
gradually to different areas of the body. The rapid growth of automated diagnosis frameworks has led
to the combination of diverse machine learning, deep learning, and computer vision algorithms for
detecting clinical samples and atypical skin lesion specimens. Automated methods for recognizing
skin cancer that use deep learning techniques are discussed in this article: convolutional neural
networks, and, in general, artificial neural networks. The recognition of symmetries is a key point
in dealing with the skin cancer image datasets; hence, in developing the appropriate architecture
of neural networks, as it can improve the performance and release capacities of the network. The
current study emphasizes the need for an automated method to identify skin lesions to reduce
the amount of time and effort required for the diagnostic process, as well as the novel aspect of
using algorithms based on deep learning for skin lesion detection. The analysis concludes with
underlying research directions for the future, which will assist in better addressing the difficulties
encountered in human skin cancer recognition. By highlighting the drawbacks and advantages of
prior techniques, the authors hope to establish a standard for future analysis in the domain of human
skin lesion diagnostics.
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1. Introduction

Atypical skin cell growth is an example of skin cancer. Although both the epidermis
and dermis can be affected by malignant development, epidermal skin cancer is the focus
of this review. The skin’s purpose is to shield us from several kinds of hazardous chemicals
that harm us. It is impossible to pinpoint all the causes of skin cancer, but it is well-known
that some of them link to a weakened immune system, family history, and UV radiation
exposure, for example [1–3]. The ability of the pigment melanin to soak up UV rays shields
the skin from the damaging effects of ultraviolet radiation. A lesion is an area of skin
that has been affected; contingent upon where it originated, it can be further classified
into several categories. The existence or lack of specific dermoscopic characteristics is
usually considered when comparing various lesion types. An autonomous dermoscopy, or
image recognition framework, comprises three steps: image segmentation, pre-processing,
and feature extraction. Since the output of this phase determines the subsequent steps,
segmentation is essential; we refer to the works [4–6] and references therein. Segmentation
is capable of being done under supervision by considering characteristics like skin type and
texture in addition to shapes, colors, and sizes. A deeper look at the pigmented skin lesion
can be obtained with dermoscopy, namely a non-intrusive imaging technique that is carried
out with the use of a device known as a dermatoscope. With dermoscopy, the epidermis’s
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structure of the skin can be seen, something that is not normally possible for the naked eye;
see the recent articles [7,8]. Studies show that more and more practitioners are incorporating
dermoscopy into their everyday work. Three kinds of dermoscopy are distinguished:
nonpolarized contact (also known as unpolarized dermoscopy), polarized proximity, and
polarized non-invasive. Using both polarized and nonpolarized dermoscopy to get medical
images improves the efficacy of the recognition. The recognition of skin cancer can then be
aided by processing these images using artificial intelligence (AI) techniques, as it is shown
in [9–13].

Despite the fact that skin cancer is a deadly disease, over 95% of cases survive because
of its early identification. Melanoma, carcinoma of the basal cells, and squamous cell tumors
are the three main forms of skin cancer. The deadliest type of cancer is melanoma. One of
the signs is a mole that changes in shape, size, color, or border irregularities. Although just
4% of the general population is known to be affected, 75% of deaths due to skin cancer are
caused by malignant melanoma. The malignant melanoma starts to enlarge and spread to
other areas. Despite the elevated peril of melanoma, there is a strong likelihood of survival
with prompt detection and treatment. Hence, it is important to conduct research in the
challenging field of early detection of melanoma; for more details and information the
reader can follow the discussion in references [14–16]. Briefly, most cancer instances fall
into the non-melanoma group, which includes sebaceous gland carcinoma (SGC), basal
cell carcinoma (BCC), and squamous cell carcinoma (SCC). Non-melanoma cancers are
less likely to spread and are easier to treat than melanoma cancers. Treatment for skin
cancer must begin with early detection. The biopsy technique is a common tool used
by medical professionals for recognizing skin lesions. To determine whether the alleged
skin lesion is cancerous, a sample is extracted for examination. AI has made it feasible to
identify skin cancer early on, which lowers the incidence of cancer-related morbidity and
death. We remark that AI is an actual subfield of computer science, studying how different
technologies can mimic intelligent and wise human conduct [17,18].

Further, a subset of AI technology called machine learning (ML) uses statistical frame-
works and algorithms to achieve its goals. To forecast the characteristics of fresh samples
and complete the desired goal, these predictive algorithms and models can learn from data
iteratively. As a result, complicated programming languages have been developed to carry
out operations that human minds would find difficult. Within the field of AI, ML allows
automated systems to gain insight through skills. It is possible to employ an unsupervised,
semi-supervised, or supervised approach. The algorithm’s job in unsupervised learning is
to look for structures or patterns in the data without the help of labeled samples. It seeks
to find innate connections or clusters in the data, like grouping together comparable data
points. The system learns from labeled data in supervised learning, where each input has
a correlating targeted output. To enhance model performance, semi-supervised learning
makes use of both labeled and unlabeled data [19]. A history of problems and their so-
lutions in the observed configuration is sent to the machine. Next, machines determine
the correct answer by a process of trial and error. Unsupervised learning involves the
machine analyzing the input data without requiring a pre-programmed solution. A method
called semi-supervised learning makes use of both labeled and unlabeled data. The neural
network with a feedforward function is the most basic kind of artificial neural network
(ANN). It is made up of three different kinds of layers: hidden, output, and input. Data
exits the output node after passing through the hidden layer and enters through the input
layer. Convolutional neural network (CNN) is an adaptation of the deep feedforward
ANN that is widely used for image processing; here, we refer to the works [20–22]. CNNs
are a particular category of ANNs, and this needs to be made clear. Although CNNs are
specifically made for tasks involving visual data, ANNs are an extensive class of computa-
tional algorithms inspired by the human brain. CNNs use their distinctive architecture to
extract features and recognize patterns in visual data. For example, we recall that a CNN
usually presents only partially connected layers; further, higher layers are originated by a
combination of lower layers. Symmetry is a crucial issue in the skin cancer image datasets;
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hence, in the architecture of CNNs. We know that all orientations of the same image are
equivalent to each other and likely to appear. Processing each occurrence of the same image
as a new one requires learning specific characteristics at all orientations, with time and
resource expense. Recall that one of the features of CNNs is their invariance to translation.
Further improving also rotation-equivariant skills, one can avoid learning the orientation
transformations from the datasets. This is a true advantage as it releases the network’s
capacities, which can be successfully used to learn more discriminative characteristics of
the datasets. Symmetric layers in the architecture of the CNN and symmetric functions in
the training process show improvements in the above directions.

The study’s significance stems from the pressing need for a precise and effective
method of detecting skin cancer, which could result in a prior assessment and better results
for patients. Human skin cancer is a major worldwide health issue that is becoming
more common at a rapid pace. This work adds to the advancement of more precise and
effective skin lesion identification systems, which may eventually save human lives, by
demonstrating the efficacy of existing techniques and pointing out areas for improvement.
Our report is based on several aspects, such as the thorough and current evaluation of
recent works, the capacity to draw connections between disparate findings from studies,
and the recognition of significant research gaps that demand additional investigations. A
contribution of the current study is in the proposed analysis of previous studies on the
usage of CNN and ANN for human skin lesion diagnosis, which offers a clear picture of
the state of study in this field right now. Through an analysis of the method’s advantages
and disadvantages, as well as areas in need of development, this study aids in the creation
of lesion detection tools that are more precise and efficient. It is known that an interesting
field of study is the application of deep learning (DL) approaches with image analysis
for the diagnosis of skin cancer. This report identifies flaws in the research that must be
addressed and provides details about the methods with the greatest potential through a
thorough review of new and existing research. In conclusion, this work offers a basis for
further research to construct and aims to be an updated and useful resource for schools
involved in skin cancer identification, as well as in similar identification issues.

We offer a thorough analysis of many machine and deep learning techniques applied
to the diagnosis of skin cancer. Multiple ML and DL techniques are included, and explained,
along with brief descriptions of each algorithm used in skin cancer detection. This study
presents a complete survey of the recent advancements in this field. Some of the unique
contributions to this study are included below:

• A detailed and comprehensive survey involves almost all the present ML and DL
algorithms, their brief survey, positives, drawbacks, and their application in skin
cancer detection;

• A specific tabular overview of research on DL and ML methods for detecting and diag-
nosing skin cancer is presented. Important contributions, as well as their limitations,
are included in the tabulated overview;

• The article also outlines several current open research issues and potential future
research paths for advancements in the diagnosis of skin cancer;

• This study thoroughly explains the supervised and unsupervised learning algorithms
involved in cancer detection.

The review article is comprised of six sections, in total. Sections 1 and 2 explain the
introduction of the work and methodology of the research, respectively. Section 3 presents
the ANN and its various algorithms. Section 4 shows the CNN and its models used in the
detection of skin cancer. Meanwhile, Sections 5 and 6 present the challenges, future scope,
results and discussions, and concluding remarks, respectively.

2. Research Methodology and ML Algorithms for the Diagnosis of Skin Cancer

This section aims to provide an up-to-date summary of the most recent findings
regarding the use of advanced technologies and machine learning for skin cancer diagnosis.
After a filtering procedure based on their applicability, the chosen studies were incorporated
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into the review. The authors acknowledge that to comprehend the topic matter more
thoroughly, a thorough examination of recent studies is necessary. The study adopts a
methodical approach by offering a comprehensive analysis of the body of literature to
pinpoint important discoveries and patterns. Now, we briefly cover the various machine
learning models in supervised and unsupervised learning types and the hybrid learning
models in this study. The order of the presentation of paragraphs follows the scheme In
Figure 1, starting from the supervised side, then the unsupervised side, with both sides
reaching ensemble learning.
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2.1. Random Forest

Random forests extend decision trees (see Section 2.9 for more information). These are
cooperative learning techniques frequently applied to problems involving classification. As
demonstrated in [23], random forests can also be used to categorize skin lesions and detect
skin cancer. Random forests allow sampling allocation to be evaluated. The steps in the
suggested approach include initializing the training dataset. After that, the initial training
set is independently supported to produce numerous training subsets. The algorithm is
then filled with decision points by computing the Gini index associated with each sub-
training set. Once combined, everyone’s decision values yield a model that classifies by
casting votes upon the examination samples. Using the algorithm based on random forests,
the Mueller matrix components can be characterized to further classify skin cancer; for
example, see [24,25]. The basis for the categorization and classification of tasks is built by
the random forest algorithm using different sub-decision trees. Each decision tree is given
its logic, which forms the basis of the binary question structure that is applied throughout
the system. The random forest reduces variance bias and produces better results than the
original decision tree. This aids in avoiding overfitting in the data, which decision trees
would otherwise exhibit. Dermoscopic images are classified into seven sub-types in other
studies related to the categorization of skin cancer. Random forests have been used to
implement this; we mention the works [26,27]. In this investigation, the process for creating



Symmetry 2024, 16, 366 5 of 25

a random forest is somehow slightly different. The random forest is assembled by setting up
a relapse tree after a dataset has been prepared for training. Various sub-classifications such
as melanocytic nevi, melanoma, benign keratosis, vascular, basal cell, and dermatofibroma
types were used to train the random forest algorithm. Similarly, random forest decision
tree algorithms have been applied to categorize skin cancer, as in [28,29]. To determine
the consistency of the results obtained by skin cancer classification, this approach enables
future research to be more expansive by using its datasets and expanding them to a range
of geographical locations; see also [30,31].

2.2. K Nearest Neighbors (KNN)

The KNN algorithm is one of the most popular ML techniques. It is a supervised
learning algorithm that groups individual data points based on closeness to classify or
predict data. By placing unlabeled observations in the same class as many similar labeled
instances, it can be utilized to categorize unlabeled observations. An item is placed in
the class that includes its K nearest neighbor. A new feature vector’s classification in the
method known as KNN is determined by looking at the categories of its neighbors. The
user chooses a parameter called K. Hence, K encompasses all possible scenarios, finds novel
scenarios in related categories, and detects every comparable extant feature example with
new cases. As a result, selecting the value of K is crucial and needs careful consideration;
see the finding in [20,32]. The use of KNNs to identify the abnormal formation of skin
lesions has broadened their range of applications; see [33]. To give statistical data on a
skin lesion without first requiring needless skin biopsies, KNNs are combined with the
Firefly algorithm (that is, a swarm intelligence algorithm for optimization problems). The
accuracy of the KNN classifier in [34], using the total amount of neighbors chosen as 15,
was 66.8%. The recall and precision for positive predictions were 46% and 71%, respectively.
For negative predictions, the precision score hovers around 65%, but the recall value nearly
doubles. Since they indicate a precision of more than 96%, the results presented in [35] offer
an alternative viewpoint to the updated KNN classifiers. According to [36], fuzzy KNN
classifiers exhibit a 93.33% accuracy rate, 88.89% sensitivity, and 100% specificity.

2.3. Support Vector Machine (SVM)

By determining the ideal decision border that optimally divides distinct classes, SVM
serves to categorize data. It seeks to identify the optimal hyperplane that optimizes the
gap between support vectors so that classification can be done effectively even in intricate,
non-linear situations. The machine learning community has shown a great deal of interest
in support vector machines. Nonparametric classifiers are SVMs. By counting the points
on the edge of the class description, they attempt to determine which hyperplane across
the categories is the best. The margin is the distance between two classes. More margins
typically lead to more precise categorization. The data values on the outermost boundary
are called support vectors. SVMs are used to solve categorization and regression issues;
here, we refer to [37–39].

The picture was acquired, pre-processed, and segmented, features were extracted,
the image was classified, and the outcome was viewed. These six stages make up the
process. Three features were taken out of the experiment: color, shape, and texture. SVMs
were additionally employed to recognize and identify infections or carcinoma in the initial
phases before they worsen [38], extending the utility of the model. Unwanted features like
noise and hair are eliminated from the SVM classifier by employing Bendlet Transform (BT)
as a feature. Median filtering is the first step in removing these. BT is far more accurate at
classifying singularities in images than representation systems like curvelets, wavelets, and
contourlets; see [40]. The SVM classifier models reported in [41] had an average accuracy
of roughly 98% and an average sensitivity and specificity of 95%. All three of the SVM
model’s parameters were more than 90% in [42].
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2.4. Naïve Bayes Classifier (NBC)

Probabilistic classifiers that utilize the Bayes theorem to function are known as NBCs.
In the area of skin cancer, NBCs have been employed to precisely categorize dermatological
and clinical images. The model uses significant pieces of data to form a strong judgment
and helps doctors diagnose and precisely detect the disease; as a result, it has achieved
an accuracy of 70.15%. The ability to identify and categorize skin conditions is one way
that NBCs expand their uses. An afterward probability distribution for each classifier
output is obtained; see [43]. Because iterative processing eliminates the requirement to
conduct several training sessions, the method might need fewer processing resources. As
demonstrated in [44], the Bayesian method has been applied to forecast the characteristics
of a data point probabilistically and highly precisely. In this instance, the final classification
combines the data points that were previously known to be used in the Bayesian evaluation.
Models assisting in the detection of a melanoma invasion of human skin have also been
enhanced by the application of the Bayesian sequential framework. Three model parameters
were estimated using the model: the diffusivity of melanoma cells, the rate of proliferation
of melanoma cells, and a constant that governs the rate of melanoma cell degradation in skin
tissue. Therefore, essential measurements from the submitted images must be incorporated
into the extraction technique, as demonstrated by the Bayesian structure in [45], as this is
primarily feasible in scenarios where complex quantified medical observations, like skin
lesion retrieval from academic images, are difficult.

According to [46], naïve Bayes classification algorithms achieve 70.15% accuracy and
73.33% specificity. Simultaneously, the classifiers’ sensitivity and accuracy remain above
70%. In naïve Bayes classification algorithms from additional research, like [47], where
the reported diagnostic accuracies are 72.7%, the accuracy seems to conform to the same
trend. The recurrent areas of enhancement center on experimenting with various color
models and employing various kinds of datasets related to dermal cancer for training. They
clarify the urgent need for additional pre-processing in [45–47] before NBCs are trained to
recognize the skin lesion.

2.5. Linear Regression (LR)

By LR analysis, the value of one variable can be predicted based on the value of
another. The dependent variable is the one you need to be able to forecast. An independent
variable is the one you are using to forecast the value of the other variable. In mathematical
investigations, where it is possible to evaluate the anticipated consequences and simulate
them against many input variables, linear regression is typically employed. The existence
of a linear connection between the independent and dependent variables is demonstrated
by this data evaluation and modeling technique. There are two varieties of linear regression:
simple and multiple. A single independent variable is utilized in simple linear regression to
forecast the outcome of a numeric dependent factor. Multiple linear regression, on the other
hand, uses several independent variables to forecast the value of a numerical dependent
variable. For more details and information, we refer the readers to the works [48–51].

2.6. K-Means Clustering (KMC)

KMC is categorized as an unsupervised learning clustering technique. Research on
early skin melanoma segmentation uses fuzzy logic in conjunction with the current k-
means clustering algorithm. To identify the impacted areas, pre-processed clinical images
are exposed to fuzzy KMC. This facilitates the procedure that will be used to identify
melanoma disease later. Skin lesion segmentation is one of the many applications for
k-means clustering [52]. By grouping the objects, the approach is that there is as little
variance as possible within each group. The classifier can produce high-feature segmented
images as a result. An arbitrarily initialized class center is assigned to every pixel in the
image. Every new data point added causes the centers to be recalculated. Until every
point of data has been allocated to clusters, the process is repeated. Fuzzy c-means allows
the statistics to indicate the component of a variety of clusters, alongside a likelihood
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associated with each hit, in contrast to binary classifiers like k-means, in which every
point of data can only belong to one cluster. When the fuzzy c-means technique is utilized
instead of the more traditional k-means clustering algorithm, the results are noticeably
better. For data points, fuzzy c-means offer an approximate likelihood that is dependent on
the separation involving the point and cluster center. In [53], fuzzy c-means, which were
motivated through a differential evolution ANN, were utilized in place of the k-means
model to recognize skin cancer. According to the simulated results, the suggested strategy
performed better in this regard than conventional methods. When trained on data from
deep learning techniques, the k-means approach may also be utilized as an intermediary
layer to generate outputs. They presented an algorithm in [54] that divided the input
images into segments according to the intensity variations using k-means. After that,
additional processing was applied to the clusters to facilitate the identification of melanoma
cancer. To find skin lesions, one can also utilize the conventional k-means algorithm. It
can be used with the blue, red, and green color modes, a neighborhood binary pattern,
and a grey-level co-event matrix to improve the quality of the results; see [33]. Lesion
orientation, color features, and image contrast are examples of external factors that must
be successfully extracted for k-means clustering to function, as can be seen in the recent
survey [55]. This makes the diagnosis pipeline, which makes use of k-means clustering,
more coherent. Before the external features are used as input by the clustering algorithms,
the pipeline must precisely extract them. Models for k-means clustering typically yield
high detection accuracy. An example of an algorithm that expands fuzzy logic is found
in [53], which yields an accuracy of more than 95%. Like those in [33,54], other k-means
clustering algorithms also report a 90% detection accuracy.

2.7. Ensemble Learning (EL)

An ML model called ensemble learning integrates the predicted results of more than
one model. Another name for the constituent models is ensemble members. These models
can be tailored to something entirely different or learned on the same dataset. To generate a
forecast for the problem assertion, the participants in the ensemble are grouped. Melanoma
can be classified as benign or malignant using ensemble classifiers. By training each
ensemble member separately on balanced subspaces, the number of redundant predictors is
decreased. The neural network fuser is used to group the remaining classifiers. Compared
to other specialized individual classifier models, the ensemble classifier model that is
being presented yields statistically superior results. To help physicians detect skin lesions
early, EL has been applied to the multi-class categorization of skin cancer. Five deep
neural network (DNN) models were used in the ensemble model: ResNet, SeResNet,
DenseNet, and Xception. ResNet makes it simpler to train deeper networks by introducing
skip connections, often known as shortcuts, which enable the network to learn residual
mappings. Squeeze-and-excitation blocks are added to the ResNet architecture as part of
the SeResNet adaptation. DenseNet connects layers densely, which promotes feature reuse
and helps gradient flow across the network. This architecture is renowned for its effective
parameter management and potent picture classification capabilities. When compared to
conventional convolutional layers, the Xception design seeks to reduce processing costs
while capturing complicated patterns efficiently. When all of them were combined, the
ensemble model outperformed them all; here, we refer to the recent contributions in [56–58].

To complete the material in this section, we give some additional background used in
the bibliography, as follows.

2.8. Long Short-Term Memory (LSTM)

LSTM is a kind of recurrent neural network (RNN). RNNs cannot store long-term
memory; instead, they rely on long short-term memory banks (LSTMs) to do so. LSTMs
can recognize long-term connections between data time steps; they are mostly utilized
for the learning, processing, and classification of sequential data. Initial stage memory
in an LSTM can be accomplished via memory lines inserted in addition to gates. Four
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neuronal networks and storage-building components called cells make up the LSTM, which
is arranged like a chain. All the information is stored in the cells, and the gates handle
memory modification. There are three different kinds of gates: input, forget, and output
gate. The input gate adds details to the cell state, and the output gate extracts valuable data
from the present cell and displays it as an output, as noted in the articles [59–62].

Pretrained models like the MobileNet V2, as demonstrated in [63], perform better
when LSTM components are added. Training accuracy is 93.79%, while the validation
accuracy is 90.62%. This is an enhancement of the cutting-edge model. Given a standard
sensitivity that is 53% and a specificity of 80%, the research done in [64] showed that LSTM
outperforms most machine learning models.

2.9. Decision Tree (DT)

The most widely used methods in several fields, including pattern recognition, ma-
chine learning, and computer vision, are decision tree models. Decision trees are a type
of serial model that efficiently connects several fundamental tests. This test compares a
numerical feature to each test’s threshold value of 11. The decision trees are composed of
leaf nodes, branches, and root nodes. Every internal node has the characteristic under test;
the branch node shows the decision, and the leaf node displays the result. Consequently,
we can define a DT as a tree in which the leaf represents the outcome, the link, sometimes
referred to as a branch, shows a rule, and the nodal point displays a feature. The primary
goal is to create a tree with this structure for all the data and obtain a single result at each
leaf; see also [65,66].

Authors use deep convolution neural networks in [67] to show how well this archi-
tecture works for acquiring areas and categorizing skin cancer. DTs and various models,
like SVMs and KNN, are utilized to classify most of the features. In [68], decision trees
are additionally employed to achieve simplicity in the categorization of breast cancer. In
comparison to its predecessors, the basic DT models offer users highly accurate clinical
recognition and diagnostic accuracy, as demonstrated by the error investigation of the
proposed approach. According to [69], the decision tree simulation has 42% specificity and
91% sensitivity. The models reported in [70] also yield results with sensitivity, specificity,
and accuracy higher than 90%. The model put forth, where all three parameters cross
94%, exhibits a similar trend. On the other hand, models like those in [71] report a 100%
specificity while returning with a slightly less sensitive value of 77%. The stature of the
datasets has a considerable impact on the predictions made by decision tree models. The
typical drawbacks in obtaining the precision and accuracy made by [70,71] include the
fact that the training and testing datasets for the model had the same variable distribution,
which removes the possibility of training the model on totally distinct populations.

2.10. Auto-Regressive Integrated Moving Average (ARIMA)

This model is used in economics and statistics to quantify events that occur across time.
The model is applied to interpret historical data or forecast data in a sequence (that is, in
time series). Numerous sectors employ auto-regressively integrating moving averages for
a variety of purposes. Typically, it is applied to demand forecasting, and it is often denoted
by the “ARIMA model (p, d, q)”, where p means the total amount of autoregressive terms,
q represents the moving average, and d refers to differences. We selected the articles [72–74]
for more information.

3. Artificial Neural Network in Skin Lesion Detection

Skin cancer recognition using technology has demonstrated that this is feasible to
overcome the drawbacks of conventional approaches, creating a novel field of study.
This section provides a summary of several relevant studies to strengthen the reader’s
comprehension of the subject matter and level of understanding. The use of ANNs in ML is
an actual aspect of the topic. This methodology was grounded in the structure and functions
of the brain. To determine the accuracy of computerized methods, researchers examined
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the data and saw the approach designed in [75]. A more precise method for identifying
melanoma skin cancer was discussed by researchers in [76]. To create fake melanoma
images, a nonlinear segmentation inclusion layer was used. The dataset augmentation was
employed to take cryoscopy images from the accessible PH2 dataset [77] and turn them into
a new dataset of melanoma. These images served as training data for the squeeze-net deep
learning model. A statistical, nonlinear prediction technique is an ANN. The biological
makeup that comprises the human brain served as inspiration for its design. The input
layer, middle layer, and output layer make up an ANN. The first layer, known as the
input layer, is responsible for sending data to the middle layer. Hidden layers refer to the
intermediate layers. An artificial neural network’s classic model has multiple hidden layers.
The third layer of the output neuron receives the data from the intermediary portion of the
neuron. Backpropagation is employed at each layer to learn computations and comprehend
the intricate relationship between the layers of output and input. Artificial neural networks
classify the retrieved features to identify skin cancer. The pictures are categorized as either
non-melanoma or melanoma; see [77,78]. The entire amount of input photos determines
the entire quantity of hidden layers in an ANN. Connecting the hidden layer with the
input information set is the task of input layers. An unsupervised or supervised training
algorithm may be used to handle either labeled or unlabeled datasets. Gathering photos of
skin lesions that are both cancerous and non-cancerous forms of the skin is the first phase
in the image-collecting process. Image pre-processing, which is the second phase, entails
scaling and grayscale-to-RGB conversion to enhance certain images. Image segmentation’s
goal is to change the image’s description. Usually, it is employed to locate boundaries and
things in pictures. Finding an image’s recognized textures is known as feature extraction.
These features pass after the feature extracting procedure; we mention the articles [79–81].

In 2020, Kumar et al. [53] put up a report that aimed to improve the accuracy of
recognizing skin cancer by electronic devices like mobile phones. This research suggests
an algorithm for early identification of three forms of the lesion. Images of cancer lesions
that have been classified as malignant or non-cancerous are provided as input. Fuzzy
c-means clustering is employed in the picture segmentation process. It divides comparable
image parts. PH2 and HAM10000 [3] are the datasets that were used in this investigation.
When compared to other conventional approaches, the proposed differential evolution with
artificial neural network (DE-ANN) method is more precise and efficient. It yields 97.4%
total accuracy [53]. Nawaz et al. have also effectively accomplished this in their work [82].

An approach consisting of three main phases was proposed in [83]: binary thresh-
olding, extraction of features, and training, as well as testing NNs using the features that
were obtained. The suggested technique uses images to accurately identify and categorize
skin cancer. The suggested approach has a 97.84% success rate, exceeding expectations.
Ninety-two images make up the study’s dataset. In the future, this technique could be
utilized to identify cancers of the brain, lung, breast, and other organs. Based on easily
accessible personal health information, the ANN was created to aid in the early diagnosis of
skin cancer. Despite the lack of family history and UV radiation, the recognition remained
extremely sensitive and specific. Thirteen different sorts of characteristics were considered,
ranging from age to gender, from heart disease to smoking status, and from body mass
index (BMI) to diabetes status. The included characteristics were color, ethnicity, and
level of physical activity. Although not all 13 of the characteristics were associated with
non-melanoma, they were nonetheless employed since they were readily available and
because ANN’s non-linearity allows them to have a greater impact on accuracy than other
conventional techniques.

The authors in [84] created a Medical Vision Transformer (MVT)-based classification
model for skin cancer as part of the second tier of the system, considering the MVT’s
impressive performance in the processing of medical imagery on HAM10000 datasets,
which achieved efficient results. The input picture is divided into image patches by this
MVT, which subsequently feeds the patches to the transducer in a word embedding-like
sequence. A methodology for early detection of skin cancer by artificial intelligence and
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digital image processing was presented by Vijayakumar et al. in 2019 [85]. Direct skin
contact is not necessary for this procedure. Dermoscopic images are processed after being
used. Border editing and noise reduction are the purposes of this. The hairs in the photos
have been eradicated using DullRazor algorithm. The lesions must be extracted from
their surrounding skin and backdrop in the following step. Feature extraction is the step
after that. After being fed into the classifier, the characteristics collected are categorized as
either malignant or non-cancerous. A hybrid genetic algorithm is used in this technique.
Experimental biopsies are inferior to this approach [85]. Following the Vision Transformer’s
(ViT) impressive performance, which attracted the attention of researchers, certain research
was done in 2022 on skin lesion categorization and segmentation using the ViT algorithm
(see [86–88]). Researchers integrated a contrastive learning strategy with an innovative
approach, incorporating the image features block from the original ViT model in the
work [86]. The researchers in [87] carried out tests using their enhanced position encoding
technique to solve the problem of bottlenecks in the original ViT. When compared to the
prior top performance in the classification of skin cancer, both obtained equivalent findings.
The field of skin lesion segmentation has also seen attempts at using ViT [88]. The primary
transformer’s multiheaded consideration was enhanced with a spatially pyramid pooling
component which led to superior segmentation performance, as compared to default CNN
algorithms and increased computational effectiveness.

The work presented by Hasan et al. [89] aims to develop a model that uses ANNs to
determine whether a person possesses melanoma using raw set approaches to identify the
prime aspects set. ANN accomplishes this by evaluating and analyzing several factors and
signals. The rough set approach is chosen as a subset of characteristics in the first phase and
is regarded as a diminution of features. The next stage is to use ANN for clarification. The
model’s outcome demonstrates that ANNs are performing better for three different kinds
of cancer. There are different cancer types: atypical nevus, common nevus, and melanoma.

An artificial neural network (ANN) with numerous layers of hidden units is called a
Deep Belief Network (DBN). It incorporates features from neural networks and probabilistic
graphical models. Usually, multiple layers of stochastic generative neural networks called
Restricted Boltzmann Machines (RBMs) comprise DBNs [90]. Based on input from the layer
above, each layer of the RBM learns to represent features at a higher level. The suggested
skin cancer identification technique makes use of DBNs, which are a recent development
in deep learning. A model for producing probabilities based on energy, called a DBN, is
built by stacking numerous RBMs. Training and testing are the two stages in which the
DBN model runs. Several RBM layers are employed in the course of training the DBN
layers. These layers are made up of neurons that are located over the data input layer in
the hidden layer. While intra-layer communication is limited, neuronal communication
between layers is unrestricted. Natural language processing, speech recognition, image
recognition, and other fields have all found use for DBNs. They are well-known for their
capacity to identify complicated trends in data that are highly dimensional and have made
substantial contributions to the field of deep learning research. To achieve greater efficacy in
many terms, a modified version of the recently established thermal exchange optimization
(dTEO) technique has been used to carry out the optimization process in DBN by Wang [91]
and achieved highly efficient results. Through a comparison of the segmented outcomes
with reality, significant performance metrics were developed.

Researchers classified skin cancer by applying both artificial and human intelligence.
An ANN specialist and 112 German dermatology specialists classified 300 skin cancer
lesions that were confirmed through biopsy in five categories. Using boost, two distinct
sets of diagnostics were combined into the form of a single classifier. According to the
findings, individuals as well as machines were correct in multiple areas of study 82.95%
of the time. Technology based on deep learning can distinguish between malignant and
benign tumors; see [92]. In a standard laboratory setting, the technique was examined with
HAM10000, ISIC 2018–2020 datasets. Using the ISIC 2018 dataset, the InSiNet framework
performs better than the other techniques, with a precision rate of 95.69%, 92.79%, and



Symmetry 2024, 16, 366 11 of 25

91.64%, correspondingly. The researchers have developed a technique that employs fuzzy
k-means clustering and a CNN based on regions to detect melanoma in its early stages;
see [93]. The study’s findings demonstrate that the suggested approach performs well in
diagnosing skin cancer. Growing the number of images analyzed and implementing new
ANN models are expected to improve the study’s outcomes. Table 1 presents the datasets
for skin cancer detection that are freely available publicly; we refer to [94].

Table 1. List of openly available datasets for the detection of skin cancer.

Datasets Characteristics

Year Name Testing Training

2016 ISBI 900 273

2013 PH2 200 40

2017 ISBI 2000 374

2000 Dermis 397 146

2018 ISBI 10,000 1113

2021 MED NODE 170 100

2019 ISBI 25,333 4522

2003 Dermot Fit 1300 76

2016–2020 ISIC 23,906 21,659

2016 TUPAC 321 500

2018 HAM10000 10,015

4. CNN in the Detection of Skin Cancer

For digital imaging applications, convolutional neural networks have an edge across
fully interconnected feedforward neural layers because of the weight-sharing and spark
connectivity of the images’ pixels. Additionally, CNN may be adjusted for various learning
strategies, including regularization techniques, learning algorithms, and backpropagation.
Nonlinear pooling, convolution, and fully connected layers make up CNN’s hidden layer.
Multiple convolutional layers precede multiple fully connected layers in CNN. In CNN,
the input ratio size is decreased, and the convolution layer produces output by managing
the weights that are lowered by the pooling layers. The pooling layer’s output is utilized
and transmitted into the fully connected layer that comes after the convolutional layer;
see [95,96]. A crucial component of CNN is the layer known as convolutional, which
has multiple 2D matrices and a range of weights for various applications, such as image
segmentation. Figure 2 shows the different examples of melanoma skin cancer types, as
presented in the ISIC dataset, that are available publicly on their website.

In 2020, Zhang et al. [97] presented a research study that elaborates on how the
behavior of convolutional neural network-oriented skin lesion image recognition is affected
when detailed image features and client data are combined. The present study investigates
the efficacy of the employed patient data types, the coding and merging of on-image data
with image features, and the impact of these factors on the performance of CNN. This
study’s data came from ScienceDirect, PubMed, and Google Scholar. Search terms such as
skin cancer categorization, CNN, lesion, deep learning, melanoma, and so on are used to
filter peer-reviewed papers (see [97]).

In 2020, Fu’adah et al. [98] presented a study in which they used convolutional neural
networks to create a system that can distinguish between benign and skin cancer. With
arbitrary regulators, the CNN process yielded a 97.49% accuracy in this study. Certain
skin lesions, such as nevus lesions, carcinoma, and melanoma, can be distinguished by it.
The ISIC dataset’s augmentation data is used in this investigation. The CNN algorithm
featuring the Adam optimization algorithm yields the best results in dataset classification,
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with a 99% accuracy rate. The performance outcome guarantees that medical professionals
can use the suggested model as a tool for diagnosing skin cancer.
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In 2019, Hasan et al. [89] suggested a study that used automated skin lesion recognition.
CNNs were employed to categorize cancer pictures as benign or malignant. In that study,
feature extraction approaches were utilized to extract the characteristics of skin cells affected
by cancer. CNNs were employed in the following stage to sort the extracted features. Using
the publicly available dataset, this method yields a precision of 89.5% and an accuracy
for training of 93.7%. The method can be regarded as a standard for the detection of skin
lesions, based on its testing and evaluation sections.

Using the HAM10000 openly accessible datasets, the training dataset for the suggested
model that describes the seven forms of skin cancer, Waweru (2020) [99] performed a DCNN
to recognize skin cancer. In this study, the suggested methodology yielded an adequate
precision of 78.0%. Using the HAM10000 [3] unbalanced dataset, the melanoma detection
model created by Cakmak and Tenekeci [100] with a Basnet mobile neural network attained
an accuracy of 89.20% in 2021. Furthermore, 97.90% accuracy in the identification of skin
cancer was attained with the dataset. A prediction paradigm for the classification of human
skin diseases was presented by Fujisawa et al. in [101]. VGGNet, LeNet, AlexNet, ResNet,
ZFNet, and GoogleNet, the most recent CNN model with skin sore extractors integrated,
are a few examples of models utilized in the clinical setting. In this investigation, results
were completed by 42% of dermatology graduates in a 14-class grouping, 60% of board-
certified dermatologists, and 75% of CNN classifiers. The results of the CNN classifier
are 92%, board-certified dermatologists are 85%, and dermatology students’ concurrent
categorization (malignant or benign) is 74%.

Yu et al. [102] built over 50 layers of CNN in 2016 to categorize malignant melanoma.
For this task, the maximum classification accuracy was 85.5%. Haenssle et al. [103] demon-
strated 86.6% specificity and sensitivity in 2018. ECOCSVM and CNNs were used to create
a multiclass classifier to classify multiclass data. We note that 95.1% is the stated accuracy
percentage for the current survey in [104]. Using a hybrid technique, Ragab et al. [105]
have reported precise and accurate diagnosis of the melanoma type of skin cancer. A
novel system for classifying lesions was implemented. Features included bubbles, gel, hair
filters, and specular reflection. The malignant hairs were identified and removed using
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the leveling mode. The skin lesion can be identified among the surrounding tissue by the
adaptable sigmoid procedure, which assesses the severity of localized lesions. Error rate
was decreased, and accuracy was enhanced.

In a novel ensembled CNN structure, Several CNN algorithms were integrated by
Qureshi and Roos [106] in the year 2022; some were pre-trained, while others were
trained only on the data that was provided with supplemental data and information
about the image inputs employing a meta learner. The suggested method enhances the al-
gorithm’s capacity to manage sparse and unbalanced input. They used a dataset including
33,126 images obtained from the 2056 patients to illustrate the advantages of the suggested
model. They assessed the suggested method’s performance using the F1-measure (see
next section), area below the ROC curve, PR-curve, and contrasted it with seven other
standard approaches, two of which were recently CNN-based. Figure 3 explains the vari-
ous steps and processes involved in the CNN architecture to classify and determine skin
cancer types. It includes the pre-processing steps that involve data augmentation and data
segmentation. Convolutional Neural Networks require data segmentation in order to allow
distinct training and testing periods, avoid overfitting, and precisely assess the model’s
performance on unknown data. Later, the training of the CNN model is performed. Then, if
the desired accurate results are achieved, we save the results; otherwise, we again re-adjust
the hyperparameters and weights and reapply until the best possible accurate results are
achieved. Figure 3 basically explains the overall structure of the CNN algorithm.
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Validation Metrics in ML

A number of metrics will be employed in this study to evaluate models developed
using machine learning [106]. The accuracy rate can be determined by counting the
number of accurate classifications a classifier made across the complete test set. Accuracy
is calculated using equation as given below:

Acc =
TP + TN

Tp + Tn + FP + FN
, (1)

where TP means true positive, TN means true negative, and FP and FN stand for false
positive and false negative, respectively.
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Precision is defined as the ratio of true positive to the total observed positive in-
stances. In this case, the true positives are all positive, as are some true negatives that were
incorrectly recorded as positives (FP). To compute precision, use the equation as follows:

Prec =
TP

Tp + FP
. (2)

Recall, sometimes referred to as the true positive rate, is a model’s ability to correctly
identify the true positive. Recall is computed as follows:

Rec =
TP

Tp + FN
. (3)

The number of benign/malignant circumstances that a given set of whole, acceptable
cases may identify is known as specificity. It is given as:

Spec =
TN
N

. (4)

The F1 score is calculated by averaging recall and precision. The precision as well as
the recall of the evaluation serve as the basis for this measurement, which indicates how
accurate a test is. To compute F1, we use the equation:

F1 = 2 ∗ Prec∗Rec
Prec + Rec

. (5)

5. Challenges and Future Scope

While neural networks (NN), including ANN and CNN, are valuable tools for early
skin cancer detection, there are several drawbacks to employing these methods. The need
for intensive training in the NN-based human skin lesion recognition approaches is one of
the biggest obstacles to be overcome. Precise training is necessary for the system to perform
accurate analysis and interpretation. This takes a long time and needs hardware that is
robust and powerful. For CNN and ANN to acquire key characteristics of human skin
lesions, as well as enhanced skin cancer detection, robust hardware and graphics processing
power sources are essential. One significant obstacle, though, is the lack of such a strong
processing power. The variance in lesion dimension is a common challenge encountered.
Lesions of the 1- or 2 mm size on the skin are typically harder to find and more prone to
mistakes in the early stages of diagnosis. It can be very difficult to distinguish between
melanomas and non-melanoma lesions, or between a birthmark and melanoma, in many
cases. It is exceedingly challenging to categorize and analyze the skin lesion image due
to the slight interclass difference. The current datasets for the diagnosis of skin cancer are
incredibly uneven. There could be thousands of photos of common types of skin cancer,
but very few of the uncommon ones. As a result, it is exceedingly challenging to make
deductions from the images’ visual features.

The lack of age-based image segmentation in typical datasets presents another diffi-
culty. Some skin malignancies, like SCC, BCC, and Merkel cell carcinoma, usually affect
persons over the age of 65 to 70, yet there are images of skin lesions on younger people in
the current study. Therefore, neural networks need images of individuals older than 50 to
accurately diagnose older adults (Table 1). Neural networks often have trouble identifying
people with darker skin tones because most of the images in the current standard dataset
are of fair-skinned individuals from various regions of the world. Neural networks must,
therefore, be trained to take skin tone into account. These days, most of the research on
skin cancer detection focuses on determining if a cancerous skin image is malignant or
not. Nevertheless, the results of the current study are insufficient to respond to patient
inquiries about whether a particular skin cancer symptom manifests in any region of the
human body. The present research has mostly focused on the specific issue of signal image
classification. To address patients’ concerns, future research on skin lesion recognition
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may concentrate on incorporating complete body pictures. Getting a full-body shot will
expedite the image-acquiring process. The concept of auto organization is one that was
recently developed.

This discusses unsupervised learning and aims to identify features and investigate
relationships between the images in the dataset. Experts can obtain a higher level of visual-
ization of features with CNN owing to its use of auto-organization techniques. Research
and study on this model are currently underway. Nonetheless, more advancements can
greatly boost image processing’s effectiveness.

• Non-public databases and images collected through the World Wide Web are employed
for research when publicly accessible information is not available. Because of this,
replicating the results is more challenging, considering a dataset is not available.

• Additionally, most studies have found that lesion scaling is significant if it is less than
6 mm, which makes it impossible to diagnose melanoma and considerably reduces
the efficacy of the diagnostic.

• Most of the methods concentrate on fundamental deep-learning techniques. Fusion
methods, on the other hand, are reported more accurately. Despite this, fusion methods
for datasets are not as frequently documented in the literature.

• It has been discovered that deep learning techniques properly identify 70% of training
images and thirty percent of testing images. On the other hand, results indicate that a
high training ratio is required to achieve satisfactory results. When the ideal balance is
achieved, deep learning techniques perform effectively. Developing hybrid techniques
that perform better with lower training ratios is a difficult task.

• An annual melanoma diagnosis competition has been organized by the International
Skin Imaging Collaboration (ISIC) since 2016, yet one of the limitations of ISIC is the
availability of only light-skinned data. For the images to be featured in the databases,
they must have dark hair.

• For a more accurate diagnosis of skin cancer and to extract the features of an image, the
artificial neural network needs a lot of processing capacity and a strong GPU. Because
deep learning has limited processing power, it is challenging to develop algorithms
for skin cancer detection.

• The inefficiency of employing neural networks for skin cancer diagnosis is one of the
most significant issues. Before the system can effectively analyze and interpret the
characteristics from picture data, it must go through a rigorous training process that
takes a lot of patience and exceptionally powerful hardware.

Future research could focus on several avenues to enhance the identification of skin
cancer from dermoscopic pictures by leveraging CNN’s Deep Siamese domain adaptation
improved with the Honey Badger (HB) algorithm. Increasing the diversity of the dataset,
incorporating additional modalities like clinical data, improving the model’s decision-
making interpretability, investigating transfer learning and domain-specific adaptability
approaches, putting virtual and active learning approaches into practice, enhancing the
algorithm for real-time implementation on mobile devices, carrying out validation studies,
and assessing the system’s effect on patient outputs are a few of these. Transfer learning is
the process of applying knowledge gained from one task or dataset to another. Using this
method, a pre-trained model is adjusted to the unique properties of the target task or dataset.
The model is usually trained on a sizable dataset for a related task. Transfer learning can
enhance model performance by moving learning visualizations, variables, or characteristics
from the source environment to the target area, thereby lowering the quantity of labeled
data required in the target domain. The problem of learning from few labeled samples is
tackled via few-shot learning. Few-shot learning is especially helpful in situations when
getting huge volumes of labeled data is impracticable or expensive because the model is
trained using only a few samples per class. For solving real-world ML problems, both
few-shot learning and transfer learning are effective approaches, particularly in fields
where labeled data is hard to come by or prohibitively expensive [106]. The objective of
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these forthcoming paths is to optimize the model’s efficacy, applicability, and therapeutic
usefulness in precisely identifying skin cancer.

6. Results, Discussion, and Conclusions

This review study has examined the application of deep learning methods, particularly
ANNs and CNNs, for early diagnosis of skin cancer. The performance and efficacy of these
approaches in the detection of skin cancer have been verified through an in-depth analysis
of numerous research studies. Deep learning methods are necessary for intricate and
multimodal preprocessing methods, including cropping and resizing images, as well as
pixel-level standards. Table 2 presents the results in the form of accuracy, sensitivity, and
specificity for different machine learning models. It also expresses the limitations of the
models presented and the novel contribution to the literature on skin cancer detection.
Figure 4 explains the accuracy chart that presents the accuracy obtained in classifying
skin cancer by different researchers in the most recently published research articles by
using different machine learning algorithms. An overview of various algorithms for skin
cancer detection by using convolutional neural networks by different researchers has been
elaborated in Figures 5 and 6, and Table 3. Figures 5 and 6 present the CNN algorithms
and the respective datasets used in the form of chart and sunburst forms. Figures 5 and 6
are basically covering Table 3 results in a graphical manner to enhance the presentation of
the results that are further explained in Table 3. Table 3 presents the results in the form of
accuracy, specificity, and sensitivity results on comparative bases by various researchers,
using multiple CNN models, and the datasets and have obtained quite a remarkable result.
It explains quite an accurate result by using the recent datasets and by applying the ML and
DL models. Table 4 expresses the most recent contributions of the researchers in the field of
skin cancer detection by using multiple types of datasets and applying the various ML and
DL techniques. It also presents the accuracy, specificity, and sensitivity of the corresponding
techniques and datasets that are presented in 2023–2024 literature. For the preprocessing
and segmentation retrieval abilities, numerous research studies have used specified features.
The findings demonstrate that CNN, as well as ANN in general, can effectively identify skin
cancer using multiple sets of data and hybrid algorithms, suggesting that these technologies
can increase the precision of human skin cancer recognition. While examining what has
been learned from previous works, a stimulating discussion is conducted.

Table 2. An overview of the use of various algorithms in current skin cancer detection research.

Ref. Algorithms Limitations and Novel Contributions Results

[3]

SVM
CNN models have been implemented in this work, but SVM

has outperformed all the CNN algorithms by showing the best
results and classifying the types of skin cancer.

ACC.: 99%,
PREC.: 0.99,

RECALL:0.99
F1: 0.99

ResNet 50

Implemented the CNN models for the detection and
classification of skin cancer using the HAM10000 datasets,

where Adam is used as an optimizer.

ACC.: 83%,
PREC.: 0.81,

RECALL: 0.83
F1: 0.78

MobileNet
ACC.: 72%,
PREC.: 0.86,

RECALL: 0.72
F1: 0.77

[102] SVM+CNN

DL techniques for lesion categorization and segmentation. Skin
color variances can cause it to operate less well than necessary,
as was previously indicated. Transfer learning is encouraged

because the sample size is small.

ACC.: 92%

[106] ANN
Pre-processing and the smooth bootstrap technique are

employed before data augmentation. Features are extracted
from a pre-processed image.

ACC.: 85.93%,
SPEC.: 85.89%,
SENS.: 88.78%
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Table 2. Cont.

Ref. Algorithms Limitations and Novel Contributions Results

[107] DL + K-Means
Clustering

An automated approach that uses preprocessing to reduce noise
and improve visual information segments of skin melanoma at
an early stage using quicker RCNN and FKM clustering based
on deep learning. The technique helps dermatologists identify

the potentially fatal illness early on through testing with
clinical images.

ACC.: 95.40%,
SPEC.: 97.10%,
SENS.: 90.00%

[108] RCNN
Utilizing RCNN enhances segmentation efficacy by computing
deep features. The given method is not scalable and is difficult,

which results in overhead costs.

ACC.: 94.78%,
SPEC.: 94.18%,
SENS.: 97.61%

[109] GRU/IOPA

Images of skin lesions are pre-processed, the lesion is
segmented, features are extracted on HAM10000, detecting skin

cancer with enhanced orca predation algorithm (IOPA) and
gated recurrent unit (GRU) networks.

ACC.: 99%,
SPEC.: 97%,
SENS.: 95%

[110] Deep Learning
model

Lesion classification and segmentation were carried out with
2000 photos from the ISIC dataset and created a multiscale

FCRN deep learning network.

ACC.: 75.11%,
SPEC.: 84.44%,
SENS.: 90.88%

[111] ResFCN

A new automated technique for segmenting skin lesions has
been created. Utilizing a step-by-step, probability-based

technique, it integrates complementary segmentation results
after identifying the distinct visual characteristics for each

category (melanoma versus non-melanoma) through a deep,
group-specific learning approach. Because the process is
non-scalable and difficult, it results in additional costs.

ACC.: 94.29%,
SPEC.: 93.05%,
SENS.: 93.77%

[112] SVM + ANN

The use of SVM and several ANN structures for accuracy,
performance, and image categorization of human skin lesion
are discussed. When multiple algorithms are compared, SVM

performs better than others, like the Gaussian kernel.

ACC.: 96.78%,
SPEC.: 89.29%,
SENS.: 95.44%

ACC: Accuracy, SPEC: Specificity, SENS: Sensitivity.
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Figure 5. An illustration of results obtained by CNN models to diagnose skin cancer. (A) Novel
Regularizer + CNN [115], (B) InceptionNet V3 + ResNet Ensemble [116], (C) CNN Optimized [117],
(D) Fuzzy c-means + Deep RCNN [107], (E) DCNN [118], (F) CNN + LDA [117], (G) DNN + Transfer
Learning [119], (H) DenseNet + ICNR [120], (I) VGG16 + GoogleNet [121], (J) VGG16 + AlexNet [122].

Table 3. An overview of the use of CNN algorithms in skin cancer detection research.

Ref. Datasets Algorithm
Results %

Specificity Accuracy Sensitivity

[107] ISBI 2016 Fuzzy c-means + Deep RCNN 95.10 94.31 94.04

[115] ISIC Novel Regularizer + CNN 94.26 97.50 93.59

[116] ISBI-2018 InceptionNet V3 + ResNet Ensemble 86.31 88.97 79.58

[117] Dermis, DermQuest CNN Optimized 99.37 92.95 93.87

[117] ISBI-2017 CNN + LDA 52.67 85.15 97.38

[118] PH2 DCNN 92.78 94.91 93.92

[119] MED Node DNN + Transfer Learning 97.20 97.37 97.52

[120] ISBI-2017 DenseNet + IcNR 93 93.43 NA

[121] ISBI-2016 VGG16 + GoogleNet 70.03 88.92 93.75

[122] PH2 VGG16 + AlexNet 99.77 97.51 96.90

Table 4. An overview of the use of DL and ML algorithms in skin cancer detection.

Ref. Datasets Algorithm
Results %

Specificity Accuracy Sensitivity

[28] ISIC 2019 ResNet 50 + Sand Cat Swarm Optimization 93.47 92.03 92.56

[38] ISIC 2018 Ensemble Learning of ML and DL 92.3 93 94

[123] HAM10000 Randon Forest DNN 97.59 96.80 66.11

[124] ISIC 2020 Contextual image feature fusion (CIFF). NET 96.8 98.3 40.1

[125] ISIC 2020 Teacher Student 96.21 95.2 31.03

[126] ISIC 2018 Lightweight U Architecture
(Lea Net) 96.2 93.5 89.9

[127] ISIC 2017 ResU-Net 94.49 92.38 87.31

[128] HAM10000 Deep Convolutional Ensemble Net DCEN 84.79 99.53 98.58
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The authors observed that CNN outperformed ANN and other algorithms, in general,
because it recognized visual information with greater precision than the rest of the neu-
ral networks. In addition to highlighting the importance of developing a computerized
approach for human skin cancer diagnosis to minimize the time and effort needed for
diagnosis, the review study underscores the uniqueness of applying deep learning method-
ologies to the recognition of skin cancer. One of the study’s possible uses is the production
of human skin cancer detection systems that are more effective and precise, which could
result in earlier detection and improved treatments. Its goal is to establish this survey as a
standard for future research in diagnosing skin cancer by considering the drawbacks and
advantages of earlier studies. In summary, several prerequisites, dependency issues, and
challenges need to be fixed before artificial intelligence (AI)-based medical treatments can
be expanded. A dearth of medical data for various types of skin, legal and ethical difficul-
ties, and AI investigation all contribute to an unexpected bias in the forecast provided by
the model. Additionally, even if AI is becoming more popular in the field of dermatology,
there is still much space for growth and improvement regarding the specificity, sensitivity,
and precision of identifying lesions in the skin. Dermatologists also need to be the first
to embrace AI, not as a concern to their occupations, but as a supplementary tool to help
them make diagnoses. There is an opportunity to enhance autonomous detection of skin
cancer, even though the scant data indicates an equality between people who are eager to
adopt AI treatment and those who are averse to it. Scientists and medical professionals
can use the thorough analysis and assessment of recent research in the current area as a
great resource for developing and executing skin lesion diagnoses that are more successful.
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This article presents a thorough analysis of the scientific literature on techniques for skin
cancer detection.
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