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Fig. 16: Example of SPLASH geospatial mapping for device and gateway inspec-
tion.
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Fig. 17: Consumption time-series visualization within the SPLASH platform.
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Real-Time Statstics

Fig.18: SPLASH hydraulic simulation view, enabling comparison between real
and modelled network states.

Hydraulic simulation: real and simulated states, such as pressures, ex-
pected demand, or valve conditions, are compared at both network and device
scales, providing a practical way to validate sensor readings and detect system-
wide discrepancies (see Fig. 18).

6.2 Agent

This section presents the design and implementation of the intelligent virtual
agent within our framework. We discuss the rationale behind the chosen ar-
chitecture, the integration of the language model, and the strategies employed
to enable effective interaction with domain-specific data. The section also pro-
vides an evaluation of the implemented system, highlighting its effectiveness and
potential areas for improvement.

In recent years, Large Language Models (LLMs) have represented a break-
through in artificial intelligence, offering advanced capabilities in natural lan-
guage processing. Models such as GPT (Generative Pretrained Transformer)
and Claude demonstrate the ability to understand, generate, and manipulate
text with consistency and relevance. Furthermore, LLMs can serve as the cog-
nitive core of intelligent virtual agents, enabling natural language interaction,
context understanding, data access, API usage, and decision-making. Especially
in technical and industrial fields, these agents simplify user interaction with
complex systems, reducing the need to engage directly with the underlying tech-
nologies.

The use of LLMs in critical infrastructure contexts, such as WDS, is an emerg-
ing area of research with significant potential for improving human-machine in-
teraction, accessibility to technical data, and operational efficiency. In WDS,
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LLMs are finding innovative applications, particularly as natural language inter-
faces to complex technical models and hydraulic simulators.

A prime example of this trend is the LLM-EPANET framework [51], which
connects an LLM to the EPANET hydraulic simulator. In this system, users can
interact with sophisticated water supply models simply through text requests,
without necessarily having to know the technical details of the domain. The goal
of these solutions is twofold: on the one hand, to allow even non-specialist op-
erators to perform hydraulic simulations, configure scenarios, and obtain results
in an intuitive way; on the other hand, to provide clear and contextualized ex-
planations of the data and analyzes produced by the simulator, contributing to
a broader and more accessible understanding of network dynamics.

Design of an Agent for WDS In the implemented framework, we chose not to
fine-tune the language model. Instead, we adopted a pre-trained LLM, integrated
into a LangChain-based software environment. The main contribution concerns
interaction engineering, through: i) the formulation of structured prompts; ii) the
design of the agent and its decision-making tools; iii) the dynamic integration of
domain data. This choice made it possible to reduce the development effort and
explore the potential of a generalist LLM.

The design of the model involves the orchestration of two main pipelines.
The first is for extracting the network topology from a Neo4j model, and the
second is for retrieving historical and real-time sensory data from the time-series
database. Indeed, as already presented, the WDS can be effectively represented
as a directed graph composed of nodes and edges.

In particular, in the dataset used in this implementation, each node is asso-
ciated with various pieces of information, called features, which describe its hy-
draulic and structural status over time, such as consumption (demand), pressure,
piezometric head, geographical coordinates (position), and any leaks present.
Similarly, each arc has specific operational attributes such as flow rate, flow
velocity, and opening status.

The model was designed to simultaneously learn topological relationships
(i.e., the connection structure between nodes and pipes) and hydraulic dynam-
ics (how sensory data evolve over time). To this end, temporal snapshots were
constructed, representing the overall state of the network at regular time inter-
vals, integrating both the graph topology and information from the sensors. The
ultimate goal is to create a predictive system capable of combining structural
and operational information in a single processing flow.

Orchestrator agent as the central component of the architecture The
implementation of the orchestrator agent is the core of the proposed architecture.
This component has the function of putting the human operator in direct com-
munication with the intelligent support models, in particular, the leak detection
system based on GNN and the dynamic data visualization module.

The goal is to offer a natural, intelligent, and contextually aware conversa-
tional interface capable of interpreting user requests, analyzing their historical
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context, and autonomously activating the most appropriate computational tools
to provide relevant and useful responses.

Refining guestion

-
Retrigve infarmatian

-~ Piutting Agent ——

P T R
7 ks Pt (=)
y, Mako f "'-—.:'r."%';'
o
Piot rreﬁuas1
Decision 1o make /
/
5 : ‘ /f b
uary T — ]
e
\
Network Statis
\\. S o
S ek

Fig. 19: Diagram of the logical architecture of the conversational agent for water
network management.

As outlined in Fig. 19, the process is initiated via a user interface, the Front
End, which transmits a Query to the central controller. The Orchestrator Agent
plays a critical role in this architecture, acting as the central decision-maker that
interprets operator queries and routes them to the most appropriate module.
This hierarchical orchestration allows the system to distinguish between different
types of requests. For instance, queries related to network status and anomalies
are routed to the Leak Detection module, while requests for data retrieval and
visualization are managed by the Plotting Agent.

The Leak Detection module exemplifies the benefits of specialized processing
within the framework. By employing a GNN, the system captures the inherent
graph structure of the WDS as nodes—and models the complex hydraulic and
spatial-temporal relationships within the network. Similarly, the Data Analysis
and Visualization pathway demonstrates how the framework supports operator
insights through historical data review and predictive plotting. The Plotting
Agent, in coordination with the DBAgent, retrieves and refines data from the
WDS repository, then generates visualizations such as pressure profiles, demand
trends, or pump efficiency charts. Its main function is to translate the user’s nat-
ural language requests, interpreted by the main agent, into correctly formatted
SQL queries optimized for access to the PostgreSQL database containing the
water network’s sensor data.
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In this way, the LLM agent plays a crucial role in abstracting the complexity
of the data layer, allowing the orchestrator to obtain relevant hydraulic informa-
tion (e.g., pressure, demand, local anomalies) without direct interaction with the
database. This approach promotes modularity, security, and reusability, config-
uring the agent as a specialized functional module for mediating between natural
language and data querying in complex operating environments.

These activities ensured that the agent could bridge operators with intelli-
gent models through a natural, context-aware conversational interface capable of
interpreting user requests, analyzing historical context, and activating computa-
tional tools autonomously to provide relevant and actionable outputs. The agent
was developed using the LangChain framework, following the ReAct (Reason-
ing + Acting) paradigm. This approach combines step-by-step reasoning with
concrete actions executed via specialized tools. The cognitive core is based on
the Claude 3.5 Sonnet language model, accessed through the Anthropic API and
configured with parameters optimized to ensure reliability, coherence, and low
randomness. Finally, the system outputs are seamlessly communicated back to
the operator through the Front End.

6.3 Integration of the agent in the SPLASH platform

This section introduces the operational prototype of the proposed system. Using
annotated screenshots, it illustrates how an operator engages with the virtual
agent to analyze network data, diagnose anomalies, and access results in a clear
and interpretable manner.

(=9 Current Conversation

8 vour question:

vam at node B8O1TL an and | notice an abrormal pressure value=what |5 happening?
) Agent's respanse:
B rcle BRONTL 4 eritical leak has bees detected with a very high protability {99.98%), The situation requires

animediate iritervention slkce
L. The systerm clasifies the risk as CRETICAL.

2. The pressure anomly you naticed i eanfirmed by the analysis

3. The leak appears. to be localized spedifically at this node, as nearby nodes do not show significant
anomalies {the average probability of leakage i neighboring nodes is only 2%).
racommend immadiately actlvating emergency maintnance procedures for this spacific node

Fig.20: System response with notification of a critical leak diagnosis in node
880171.
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Anomaly detection. Fig. 20 illustrates an initial example of interaction with
the AI Agent system. At the center of the interface, a text box enables the
operator to submit natural-language requests. In this case, the operator queries
node 880171, highlighting an abnormal pressure reading and asking the system
to diagnose the underlying cause.

At the bottom of the interface, the operational status of the virtual agent is
displayed; in the figure, the agent is active and currently handling the request.
This information is conveyed to the user through a descriptive message posi-
tioned beneath the question input field. This stage marks the initiation of the
system’s operational cycle: the natural language query is processed by the or-
chestrator agent, which interprets its semantics and determines the appropriate
handling strategy. Specifically, the orchestrator selects the most relevant com-
putational modules—such as the Graph Neural Network—based leak detection
model or the temporal data querying component—to generate an appropriate
and prompt response. The workflow is structured to enable a natural and trans-
parent interaction between the user and the decision-support system.

The figure illustrates the system’s response to the operator’s query about
node 880171. After processing sensor data and running the leak detection mod-
ule, the agent indicates a critical leak at the specified node with a 99.98% prob-
ability.

The response provides a detailed explanation:

— The system classifies the risk as CRITICAL, suggesting immediate interven-
tion.

— The pressure anomaly reported by the operator has been confirmed by the
automatic analysis.

— The leak is located with high precision in the requested node, as the adjacent
nodes do not show any significant anomalies (average probability of leakage
in nearby nodes is 2%).

Data visualization module. As part of the data visualization module, Fig. 21
presents a bar chart comparing pressure values at two selected nodes in the water
network. Here, the operator requested a comparison between node 830171 (pre-
viously classified as critical) and node 880169 (used as a stable reference). The
agent then generated a comparative pressure plot with the following outcomes:

— Node 880169: pressure of 26.52 meters. Node 880171: pressure of 21.79 me-
ters.

— The pressure difference between the two nodes is significant, equal to 4.73
meters, which is an anomalous value in the context of a well-balanced water
network.

The agent’s output highlights that the observed pressure fluctuation aligns
with the critical leak previously identified at node 880171, while node 880169
maintains normal values, supporting the hypothesis that the anomaly is local-
ized. The graph at the bottom of the interface provides an immediate visual
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Fig.21: Comparison between node 880171 and node 880169.

representation: the bars correspond to the two nodes and report their exact
pressure readings, making the information accessible even to staff without ex-
pertise in databases or predictive modeling,.

7 Conclusions and Next Steps

This chapter has systematically analysed the role of digital transformation in
making more resilient, sustainable and intelligent the water distribution systems.
The synergistic integration of large-scale IoT technologies, LPWAN communica-
tions, advanced hydraulic models, Digital Twins and machine learning algorithms
emerges as a key factor in overcoming the limitations of traditional, predomi-
nantly reactive approaches and enabling predictive and proactive management
strategies.

From a communications infrastructure perspective, the results show that LP-
WAN technologies now account for approximately 55% of the solutions adopted
in WDS monitoring, with LoRaWAN alone covering approximately 37% of the
cases analysed. Coexistence analyses conducted in high-density scenarios (up to
1000 devices/km?, equivalent to over 3000 smart meters in an area with a 1
km radius) show that CSS (LoRaWAN) and UNB (Sigfox) systems can coex-
ist reliably, with interference probabilities of less than 3% for RSS levels above
-90 dBm. Furthermore, with the same duty cycle, LoRaWAN achieves signifi-
cantly higher throughput, up to over 8000 packets/day with SF7, compared to
approximately 100 packets/day for UNB, highlighting a clear trade-off between
robustness and transmission capacity.

In terms of digital representation, the adoption of advanced Digital Twins,
such as the SWIM platform, allows us to go beyond simple passive monitoring.
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The integration of real-time IoT data with EPANET/WNTR-based hydraulic
simulations and machine learning models enables automatic “what-if” analyses
and supports informed operational decisions. Demonstration cases show, for ex-
ample, the ability to identify localised leaks with a probability greater than
99.9% by associating pressure anomalies of the order of 4-5 m between adjacent
nodes, values clearly indicative of critical operating conditions.

The contributions of machine learning highlight further quantitative benefits.
In demand characterization, analysis of approximately 1,000 LoRaWAN smart
meters with hourly data for an entire year identified four main consumption clus-
ters, distinguishing profiles with morning and evening peaks and providing more
informative probabilistic membership degrees than rigid clustering. In the field
of forecasting, the introduction of probabilistic models based on diffusion models
allows confidence intervals (e.g., 50% and 95%) of future demand to be estimated,
improving the management of operational uncertainty compared to traditional
deterministic models. Similarly, consumption disaggregation techniques on data
with a resolution of less than one minute show a marked improvement in the
reconstruction of domestic usage profiles, with UNet models able to track peaks
and dynamics more accurately than CNN-LSTM architectures.

Looking ahead, several next steps emerge from this work. First, future re-
search should focus on scaling Digital Twin frameworks to city-wide and multi-
DMA deployments, integrating heterogeneous data sources while maintaining
real-time responsiveness. Second, tighter coupling between probabilistic demand
forecasts, hydraulic simulations, and automated control strategies could further
reduce water losses and energy consumption in pumping operations. Third, the
integration of intelligent virtual agents and natural language interfaces represents
a promising direction to enhance operator interaction, reduce cognitive load, and
democratize access to advanced analytics. Finally, long-term field validations are
needed to quantitatively assess the cumulative impact of these digital solutions
in terms of water savings, energy efficiency, and resilience under extreme events.

By combining scalable IoT infrastructures, high-fidelity Digital Twins, and
data-driven intelligence, we believe that future WDSs can evolve toward more
sustainable, resilient, and human-centric systems, fully aligned with the princi-
ples of Industry 5.0 and the objectives of modern water utilities.
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