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A B S T R A C T

New digital healthcare models based on advanced bio-sensing technologies are regarded as a possible solution to 
improve the screening and prevention processes and the overall performance of healthcare supply chains. This is 
particularly relevant for respiratory diseases, which are currently among the first causes of death and medical 
expenditures in industrialized countries. This research proposes a new e-health model based on a fog architecture 
and a smart device, enabling remote diagnostics of respiratory diseases and allowing for decentralized patient 
testing and self-testing. According to such a model, the patients’ testing is executed through the analysis of the 
exhaled breath collected using a smart device based on a novel nanostructured sensor and transferring relevant 
information to the medical staff involved in the diagnosis process. This research proposes an original testing 
method and system, validated in the lab through a comparative analysis of culture media samples collected from 
healthy patients, and subsequently exposed to cigarette smoke extract (CSE, an inducer of oxidative stress). The 
preliminary results obtained demonstrate the validity of the approach proposed, encouraging further experi
mental analyses on human patients for the implementation into clinical practice.

1. Introduction

The efficiency and effectiveness of modern healthcare systems in 
providing quality services to the population is a main concern for the 
governments and institutions of all industrialized countries. In partic
ular, the most relevant criticalities frequently recognized consist of the 
poor inclusiveness of centralized healthcare models, as well as the lack 
of adequate responsiveness towards fast-spreading diseases (such as the 
recent COVID-19 pandemic), and the relevant service provision costs. 
With the ongoing aging process in industrialized countries and the ever- 
increasing caps on national budgets, the situation is expected to worsen 
in the near future, jeopardizing the capability of healthcare systems to 
provide an adequate response to the needs of future generations and 
raising serious concerns about their long-term sustainability.

In such a situation, the research towards more effective and efficient 
healthcare models has led to the convincement that some critical service 

provision processes such as screening, early diagnosis, and personalized 
treatments should be substantially improved to increase the overall 
performance of the healthcare systems. Based on such considerations, 
the concepts of precision medicine and personalized healthcare origi
nally formulated by Collins (1999) are currently being developed and 
implemented, as a viable possibility for improving the overall perfor
mance of future healthcare systems within a substantial redesign of the 
healthcare supply chain. In such regard, the advent of Industry 4.0 
(I4.0), with the pervasive computing and biosensing technologies offers 
a substantial opportunity to implement remote service provision 
models, in a more cost-effective and inclusive perspective. Exploiting 
advanced information and communication technologies, smart sensors, 
and wearable devices, a huge amount of data can be collected and 
analyzed to provide real-time monitoring of patients’ health, which is 
the basis of personalized healthcare service provision based on remote 
diagnosis (Bhattarai et al., 2022, Turner & Pera, 2021; Jamil et al., 
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2020;). Such new technologies and corresponding diagnosing methods 
have the potential to revolutionize healthcare systems, by shifting the 
focus on prevention and real-time screening of patients thus signifi
cantly contributing to cost reduction and life-quality improvement 
(Santos et al., 2018).

Besides the substantial effort of the EU institutions where public 
health accounted for 16 % of the public spending in 2021 with 37 % of 
these expenditures devoted to inpatient care, the digital transformation 
of healthcare systems is currently an ongoing process, aimed at 
exploiting patients’ healthcare data to provide better treatment and 
services (EU Report, 2023). In 2023 the EU has put forward a new plan 
of 43 billion euros, with a substantial share (almost 14 billion euros) 
reserved for digitalizing health services and transforming the traditional 
hospital-centered health system into a modern patient-centered care 
system (EU Report, 2023). Such economic and financial resources are 
thus destined for point-of-care solutions involving patients to self-test at 
their homes or in proximity infrastructures using smart biosensing de
vices, preventing them from moving physically to centralized hospitals. 
The improvement of proximity medical services is currently considered 
a substantial opportunity to improve the inclusiveness of healthcare 
services at affordable cost allowing for personalized service provision 
through smart biosensing devices capable of capturing and processing 
patient’s data, generating electronic medical records, and supporting 
the decisions of the medical staff. Although the potential of modern 
biosensing technologies is nowadays largely recognized (Gupta and 
Singh 2023, Haleem et al 2022), and their technological maturity level is 
adequate for application in clinical diagnostic and testing processes, the 
limited sensitivity and reliability of electronic biosensors still hamper 
the spread of such systems in the clinical practice. In the last decade, 
although substantial research and development efforts have thus been 
focused on the development of such devices a clear literature gap 
emerges concerning the employment of such advanced testing methods 
in personalized medicine.

In such context, this research proposes a new testing approach for 
respiratory diseases and discusses the development of a technological 
device capable of detecting the presence of hydrogen peroxide in 
exhaled breath through an advanced nanostructured biosensor. While 
the relevance of hydrogen peroxide as a valid biomarker for several 
respiratory diseases is well-established in the scientific literature, the 
testing method generally employed in the current clinical practice can 
only be performed in specialized labs since it requires the exhaled breath 
to be condensed and frozen for delayed processing. Contrarily, the sys
tem and method proposed in this research do not require sample 
condensation, therefore allowing for a much faster and easier detection 
of the relevant biomarkers. Additionally, the involvement of a commu
nication module in the device proposed enables the possibility of remote 
self-testing, thus allowing for the development of decentralized health
care systems, in coherence with the recent approaches of personalized 
medicine and health 4.0. In such regard, this research introduces a fog- 
based personalized system architecture for respiratory disease testing 
through the analysis of the exhaled breath data (EB) collected using a 
smart nanostructured sensor, to enable the extraction of valuable in
formation for a centralized decision-making process. By combining a fog 
computing network architecture with a personalized testing device, 
each individual will have the possibility of self-testing thus improving 
the diagnosis and the treatment processes. With the above-discussed 
features, the proposed approach thus bridges the gap between the lat
est scientific achievements in sensing technologies for respiratory dis
ease and their practical application, with the ultimate objective of 
improving the diagnosis and screening process.

The potential benefits of improved and digitalized preventive mea
sures are related to the reduction of the risks of these diseases, since the 
traditional testing methods, such as hospital-centralized testing, clinical- 
based testing, or even traditional point-of-care (POC) testing are 
suffering from a variety of problems and drawbacks. The traditional 
diagnosis and treatment cycle is in fact long and leads to higher 

treatment costs and late-diagnosed cases (Bruno et al., 2023). In addi
tion, traditional testing technologies and methods are poorly inclusive 
since they do not allow for wide screening programs. This raises the need 
for new and more sustainable methods for personalized testing by 
exploring the advantages of biosensing technologies and digitalized in
formation. Although some digital self-testing devices for respiratory 
problems have been reported in the literature, their poor quality and 
reliability of the measurements raise serious concerns about their 
implementation in clinical practice.

Summing up, the only existent methods for the diagnosis of respi
ratory diseases are either related to the traditional centralized/POC 
services requiring skilled personnel or to the use of scarcely reliable 
electrochemical sensors. This research aims to contribute to the state of 
the art in this knowledge area by proposing an original testing method 
and system that has been validated in the lab using samples extracted 
from real patients and providing an answer to fundamental research 
questions such as: are state-of-the-art biosensing technologies mature 
enough to be employed into the clinical practice? What are the benefits 
that such technologies can generate for next-generation healthcare 
systems? How reliable are electrochemical sensing systems for testing 
and diagnosing patients affected by respiratory diseases? The paper thus 
proposes an approach involving the technical development of an engi
neering system and its preliminary validation by means of lab tests 
executed by a medical staff. Taking advantage of a multidisciplinary 
research team, the approach proposed overcomes a shortcoming 
frequently found in the literature, with technical papers generally 
lacking medical validation, and medical research scarcely addressing 
the technological aspects. While the clinical experiments on real patients 
are currently ongoing, the preliminary results presented in this paper 
constitute a valid proof of concept and provide a first answer to the 
specific research questions addressed.

The paper is structured as follows: we present a theoretical back
ground (Section 2), then we detail the proposed personalized testing 
system for respiratory diseases in (Section 3), the statistical analysis and 
results in (Section 4), and finally the conclusion in (Section 5).

2. Background

The improvement of the effectiveness and efficiency of healthcare 
systems is a topic widely discussed in the scientific literature for several 
decades, however, the development of digital biosensing technologies is 
an emergent topic in the general context of Industry 4.0 and its medical 
counterpart Healthcare 4.0. Such technologies have the potential to 
substantially revolutionize the healthcare sector, allowing for real-time 
patient monitoring and personalized treatment, however, several tech
nical issues must be properly addressed before their application in real 
clinical contexts (Gupta and Singh 2023, Haleem et al 2022). Besides the 
ongoing developments of biosensing technologies, the maturity level 
currently achieved has already led to effective remote and homecare 
applications, for example in the field of diabetes or Human Immuno
deficiency Virus (HIV) testing. Their integration into existing healthcare 
legacy systems however remains a main shortcoming and processes, 
generally based on centralized digital infrastructures (Smith et al. 2023, 
Sin et al. 2014). A main concern in such regard is the huge volume of 
Internet of Things (IoT) data which makes the transmission troublesome 
where networking infrastructures are still undeveloped, as it frequently 
happens in isolated communities. Therefore, due to the latency of 
centralized systems, processing of healthcare data can be a very time- 
consuming process that causes high delays (because of the trans
mission and processing delays) that cannot be neglected in a very sen
sitive sector like healthcare (Gowda et al., 2022).

2.1. Digitized healthcare systems

While the origin of the application of centralized systems in health
care can be attributed to the need to ensure privacy and secure data 
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management, it is now evident that such an approach is inadequate for 
modern pervasive data management. With the I4.0 paradigm, industrial 
automation has entered a new era of enhanced, communication, storage, 
and processing capabilities provided by cloud computing and IoT field 
devices, and the centralized structure of automation systems designed in 
the 90 s according to the so-called Automation Pyramid (IEC 62264) has 
thus become outdated and inadequate for describing modern industrial 
digital systems. Modern service-based digital infrastructures aim at the 
seamless integration of information, assets, and resources, and cloud and 
edge computing technologies are defining a new concept of interoper
ability which is still missing precise requirements and standards. The full 
centralization of digital assets is nowadays represented by the cloud 
computing paradigm, which, in its original formulation (Dinh et al., 
2010) was proposed as a virtualized backend for field IoT devices that 
belong to the first automation layer generating data and communicating 
via heterogeneous communication systems (4G/5G/6G, LTE, Wi-Fi, etc). 
Healthcare services relying on centralized “cloud” architectures for data 
transmission and storage, however, suffer from delays, which prevent 
real-time sharing of information about patients’ health status (Santos 
et al., 2018). More recently, the notion of edge computing was also 
introduced by Gelsinger (2001) referring to a distributed scenario in 
which sensors, networking devices, and edge servers from a field 
network are capable of processing data in real-time and making de
cisions without the intervention of a central server. In such a sense edge 
computing focuses on the cooperation among first-layer devices and 
does not involve interactions with the cloud (Iorga et al., 2017). The 
debate about centralization and decentralization of resources in 
distributed computing has also recently led to the formulation of a new 
architectural scheme known as “fog computing” which involves the 
connection between cloud and edge computing. First introduced by 
Bonomi et al. (2012), fog computing is defined as a highly virtualized 
platform that provides computing, storage, and networking services 
between end-user devices and traditional cloud computing data centers, 
typically, but not exclusively located at the edge of the network. As a 
cloud close to the field, fog computing is a network architecture that 
extends cloud computing to the devices at the network edge, leading to a 
three-layer architecture where the first layer consists of IoT devices, the 
second layer contains the fog nodes, and the third layer is represented by 
the cloud for global aggregation and analytics. A decentralized archi
tecture that is provided by fog computing is capable of processing huge 
amounts of data in near IoT devices (Aiello et al., 2023) and this makes 
fog computing a suitable platform for the time and location-sensitive 
applications required in healthcare (Agnihotri et al., 2023). Fog 
computing is currently considered the most effective solution to the 
problem of high latency between the cloud and IoT can be through fog 
computing which can be used as a gateway between these two layers 
(the cloud and the device layers) (Abusohyon et al., 2023; Butun et al., 
2019). Therefore, an architecture of a group of IoT devices connected to 
fog nodes which are then connected to the cloud (to store and process in 
the future) can solve this problem (Cao et al., 2015; Aiello et al., 2023). 
Since interoperability, real-time and fast processing of large amounts of 
healthcare data has always been an issue (Agnihotri et al., 2023), 
various researchers suggested fog-based computing systems to collect, 
process, and then send data to healthcare providers to help them to 
accurately monitor the patients analyzing their physiological and clin
ical parameters (Rahmani et al., 2018; Garcia-de-Prado et al., 2017; 
Kumari et al., 2018; Manogaran et al.; 2018, Shane et al.; 2017, Dupont 
et al.; 2017). Some researchers have discussed the implementation of 
fog-computing platforms in healthcare applications. For example, Gia 
et al. (2019) proposed a smart fog-based system for diabetes and heart 
problems by monitoring electrocardiograms, and glucose levels in pa
tients’ bodies. Also, Tuli et al. (2020) proposed a fog-computing 
healthcare system to diagnose heart-related diseases and provide real- 
time decisions, while (Devarajan et al., 2019), proposed a fog-based 
system to control glucose levels in diabetic persons. Based on a fog- 
centric infrastructure, a smart home-based patient health monitoring 

system using IoT was proposed by Verma & Sood (2018), while Far
ahani, et al. (2018) presented a comprehensive multi-layer fog 
computing architecture of an e-health ecosystem to enable the inter
connection of IoT devices.

The global connection of the healthcare systems and the employment 
of intelligent sensing technologies based on real-time monitoring of 
patient data is nowadays considered a mandatory condition to improve 
the provision of healthcare services without restrictions on time and 
place (Agnihotri et al., 2023). The implementation of fog computing in 
healthcare thus promotes the transformation of the traditional service 
provision processes into precision and personalized medicine 
(Ahammad, 2023), enabling remote healthcare services. In addition, the 
transition towards digitized healthcare systems can be defined as the 
exploitation of the capacities of traditional information systems and the 
implementation of new advanced technologies (e.g., IoT, big data, 
augmented reality, unmanned aerial vehicles, and blockchain) to 
improve the performance and the responsiveness of the system. Digita
lization is emerging as a key phenomenon in the transformation of or
ganizations (Wang & Wang, 2020) and is increasingly studied within 
academic circles and different industries (Hennelly et al., 2002; Stank 
et al., 2019).

A digitized healthcare system is arguably the only possible method to 
allow everyone to have full access to health services from the com
modity of their homes through the implementation of smart wearable 
devices, which is one of the main criticalities of the traditional health
care system. However, industrial companies are currently facing some 
substantial challenges in developing sensors to be used daily to collect 
relevant information about the user’s health and physical activity 
(Verma et al., 2022) thus enabling early diagnosis of some diseases. 
Additional research efforts are thus required for the development of fast, 
portable, miniaturized, and low-cost PoC sensors/devices for long- 
distance monitoring of diseases-associated biomarkers (Nitin Prabhu 
et al., 2021). For such reasons, in the last decade, new and more efficient 
digital technologies and devices for healthcare services have been 
investigated in coherence with the paradigms of personalized healthcare 
(Palmieri et al., 2021). In addition, the influence of the development of 
such new smart devices in the field of personalized medicine has thus 
become a strategic objective for many industrialized countries (Aquino 
et al., 2018). Since accurate diagnosis and timely treatment are signif
icantly important in telemedicine, major research has been carried out 
in the last century (Bhattarai et al., 2022, Turner & Pera, 2021; Jamil 
et al., 2020). However, more effort is still needed in the area of wearable 
sensors and their employment in an effective process of remote real-time 
diagnosis to improve patients’ health and save their lives (Bhattarai & 
Peng, 2023).

2.2. Biosensing technologies for respiratory diseases

Considering the economic and social impact of respiratory diseases, 
and the substantial burden originating from late diagnosis, a monitoring 
process based on periodic testing is required to improve the performance 
of the service provision processes (Gasparri et al., 2018). A periodic 
monitoring program however is not currently prescribed to people who 
do not have clear symptoms, therefore many patients often remain un
diagnosed or are diagnosed in later stages, thus reducing the chance of 
effective treatment. In such situations, there is a growing body of liter
ature looking at different methods to identify patients at risk by devel
oping effective early diagnosing methods. A diagnosis process currently 
employed in modern clinical practice includes the analysis of exhaled 
breath condensate (EBC) through chemical and imaging technologies, to 
detect the presence and concentrations of relevant biomarkers such as 
H2O2. Such an approach however requires costly and advanced equip
ment (Hunt, 2007) only available in specialized labs, which makes it 
substantially inadequate for remote or homecare contexts.

To avoid breath condensation, researchers’ efforts are interestingly 
increasing in this field to develop new electrochemical sensor systems 

I.A.S. Abusohyon et al.                                                                                                                                                                                                                        Computers & Industrial Engineering 198 (2024) 110698 

3 



that are capable of detecting biological markers in human breath to 
enable real-time monitoring (Gaffney et al., 2020). However, several 
critical limitations of existing biosensing systems arise from their poor 
sensitivity, selectivity, and cross-correlation issues. Besides the devel
opment of the sensor, additional complexities are related to the inte
gration of the sensor into a fully operational embedded biosensing 
device. In such regard, the first biosensing systems emerged in the 
nineties and consisted of the integration of sensors and actuators with a 
microcontroller unit embedded in a customized Printed Circuit Board 
(PCB), according to the so-called lab-on-PCB (LoP) scheme. The low 
production cost of such embedded devices, as well as their high inte
gration and personalized design, made such technology suitable for mass 
production, although the poor reliability and sensitivity of the mea
surement prevented the spread of such systems in the market. More 
recently, the miniaturization technologies in the semiconductor industry 
allowed for the development of more compact devices integrating all the 
required components in a single packaging, according to the lab-on-chip 
(LoC) scheme. More advanced and miniaturized, such systems allowed 
for physical measurements (PH, temperature, etc.) as well as biofluids 
(blood, sweat, saliva, mucus, etc.) analysis into small wearable devices 
(Heikenfeld, 2016). The miniaturized biosensing devices used by pa
tients affected by diabetes are an example of such systems, demon
strating also the market opportunities originating from LoC technology. 
At present, with the development of smart personal devices based on 
IoT, a new generation of smartphone-based wearable systems have been 
developed in the form of applications (apps) allowing for remote point- 
of-care diagnostics and for immediate data transmission to centralized 
healthcare infrastructures exploiting the advanced human–machine 
interface and the pervasive communication features of modern 
smartphones.

In conclusion, so far, there is not a reliable method that can measure 
the concentration of hydrogen peroxide in exhaled breath without 
condensation, which makes it a more reliable method for self-testing 
respiratory diseases (Bruno et al., 2023; Abusohyon et al., 2023). In 
addition, the scientific literature on respiratory diseases lacks a consis
tent body of knowledge on decentralized, distributed, and personalized 
testing architectures and the only relevant contribution in this field was 
provided by Radogna et al. (2020) who proposed a similar networking 
architecture but the testing process involves the condensation of the 
exhaled breath and the consequent issues related to the reliability of the 
results.

3. Testing system for respiratory diseases based on an 
electrochemical biosensing device

The traditional diagnostic decision of respiratory diseases relies on 
the measurement of the concentration of specific biomarkers (e.g. 
hydrogen peroxide, lipid mediators, purines, and cytokines) in the EB. 
For such purpose, EB is collected through a non-invasive sampling 

method involving the patient breathing into a single-use mask connected 
to the expiratory circuit of a mechanical ventilator as represented in 
Fig. 1.

The collection process involves the condensation of the EB into a 
cooling unit at temperatures of 4 ◦C or lower until the dew point is 
reached. The sample thus obtained can either be analyzed immediately 
or stored for delayed processing. Storing EBC samples at room temper
ature, however, may result in the degradation of relevant biomarkers 
therefore, in case of delayed processing, the samples must be sealed in a 
tube or a bag and frozen at temperatures of − 70 ◦C to − 80 ◦C. The 
concentration of relevant biomarkers is then measured using a variety of 
methods including spectrophotometry (Gallati & Pracht, 1985; Don
nelly, 2010), fluorimetric assays (Van Beurden et al., 2002; Brooks et al., 
2006), and chemiluminescence (Alving et al., 1993). The gold standard 
in breath analysis is gas chromatography (GC) in tandem with mass 
spectrometer (MS), which is a process requiring bulky lab equipment 
and skilled personnel. GC–MS can thus be performed in centralized labs 
while portable GC systems can be easily found on the market for POC 
breathe analysis (Zhou et al., 2019). Besides requiring skilled medical 
personnel and bulky and expensive equipment, this testing procedure 
has some relevant drawbacks:

1 The duration of the sample collection operations is quite long since 
the collection of 1-mL sample requires the patient to breathe for at least 
10 mins (Hunt, 2007)

2 The condensation temperature may alter the amount of volatiles 
(which are more readily absorbed into the liquid phase) (Vaughan et al., 
2003).

3. Volatile substances may be altered during freezing and sample 
storage due to the sublimation of volatiles into the airspace above the 
frozen EBC which is dispersed when the storage container is opened.

An additional relevant issue of EBC sampling is the lack of a stan
dardized collection procedure, therefore different collection methods 
may result in different sample quality. Since the lack of adequate 
screening processes and late diagnosis are a critical problem in the 
treatment of respiratory diseases, research is focusing more on the 
development of new methods for real-time diagnosis of such problems 
(Meghji et al., 2021). This will improve patients’ health and reduce 
underdiagnosed cases or even late-diagnosed cases.

Differently from the traditional procedure, the testing approach here 
proposed relies on the employment of a smart device for the assessment 
of the hydrogen peroxide concentration in the EB without the conden
sation of the sample, thus easing the testing process and avoiding 
possible alterations. The device proposed is based on an electrochemical 
biosensor with nanostructured electrodes that have been scientifically 
validated recently (Bruno et al., 2023). The device is further equipped 
with a communication system based on fog architecture allowing the 
patients for personalized self-testing at their home, or in a decentralized 
territorial infrastructure (e.g. “community hospital”) without the need 
to reach the hospital. The difference between the traditional model and 

Fig.1. Schematic of the clinical practice for the measurement of the Exhaled Breath.
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the system presented here is thus in the testing phase, which plays a 
fundamental role in the detection and diagnosis of respiratory diseases. 
The following diagram illustrates such a difference in the workflow of 
the testing process between the novel personalized testing method here 
proposed, and traditional laboratory testing practice.

As mentioned before, a critical element of the traditional method is 
that EBC tests require sample condensation freezing and analysis, which 
can be performed in specialized labs equipped with appropriate devices, 
and skilled personnel. On the contrary, the personalized testing method 
here proposed involves the detection of the hydrogen peroxide con
centration using a novel biosensing device featuring advanced nano
structured electrodes. This allows patients to do the testing by 
themselves at their homes without the need for huge equipment or 
skilled personnel. Such a difference between both methods is 

represented in Fig. 2.
In the following subsections, the proposed fog-computing architec

ture and the smart personal testing device are discussed in detail.

3.1. Proposed system architecture

In a modern personalized healthcare system, the employment of 
smart biosensing devices for continuous collection of the patient’s 
clinical data in a remote location is currently considered a valuable 
opportunity for providing decentralized screening services to improve 
prevention while preserving cost efficiency. Real-time sharing of pa
tient’s clinical information would enable the medical staff to collaborate 
in a timely and accurate collaborative diagnosis process, which is a 
considered key element in reducing the cost of the treatment. Such a 

Fig.2. Traditional testing methods vs. Self-testing methods.
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collaborative diagnosis process results in information-sharing and re
quires a suitable digital interconnected architecture. The design of an 
appropriate data-sharing infrastructure is thus a fundamental enabler of 
modern healthcare systems and a main pillar of the Industry 4.0 para
digm, which promotes the digitalization and interconnection of supply 
chains and the establishment of smart collaborative networks through 
the implementation of cloud, edge, and fog architectures. With the 
objective of designing a pervasive infrastructure capable of being scaled 
to the patient level thus enabling capillary screening programs for the 
treatment of respiratory diseases, a fog-based architectural networking 
scheme is proposed in this research, involving an edge devices layer, a 
fog computing layer, and Cloud layer, as depicted in Fig. 3.

According to the proposed architecture, the Edge Computing Layer 
contains medical smart devices for measuring the relevant clinical pa
rameters in the patients and creating anonymized self-signed time
stamped data records to be uploaded in the cloud through the edge 
gateways. The relevant information about the patient is thus transmitted 
to the top layer where cloud servers allow for data sharing with the 
medical staff thus supporting the diagnostic decision process. A funda
mental requirement of the fog architecture is its capability of effectively 
allocating services to fog devices with limited resources in a real-life 
implementation scenario involving hundreds of devices simulta
neously connected to the network. Appropriately scaling the fog infra
structure with optimized service assignment rules considering the 
devices’ capabilities and services’ demands, is thus mandatory for effi
cient processing. In such regard, specific algorithms for priority-based 
service allocation according to the seriousness and necessity of the pa
tients’ health condition, must be designed and implemented. This issue 
is currently being investigated, and the average computational effort 
and memory demand of a standard service are under estimation, with 
the objective of evaluating the influence of different allocation tech
niques on the system performance and resource consumption. A 
comprehensive performance analysis of the fog infrastructure and 
detailed discussion on the scale-up of the system in a real-life service 
implementation is out of the scope of this paper, however, existing tools 
based on discrete-event simulation can be employed for optimizing the 
resource allocation policies in different scenarios.

An additional critical element that has been taken into account in the 
design of the data-sharing architecture is the data security issue, which 

is of paramount importance when dealing with clinical data within 
networked healthcare systems. Since patients’ privacy is of high 
importance, data cannot be transferred directly from the personalized 
testing device to the fog nodes and cloud servers, because this will in
crease the risk of data leaks in the event of a network breach or other 
security issues. The distribution of information among fog nodes and the 
servicing of heterogeneous IoT devices thus requires adequate man
agement policies to ensure users’ privacy and security through data 
encryption and secure transmission to the cloud. Pervasive sensor net
works are generally considered the weakest points for possible attacks 
by malicious users and dramatically increase the vulnerability of data- 
sharing infrastructures. The approaches to privacy-preserving commu
nication and data security reported in the literature for fog in
frastructures generally rely on security solutions such as access control, 
cryptography, anonymization, and, more recently, blockchain. Access 
restrictions must be implemented to determine whether the user who 
requests data has proper permissions, while cryptography is used to 
protect data confidentiality. In medical devices, it is also necessary to 
protect the integrity of the data and the firmware, since a compromised 
device can represent an easy entry point for an attacker to initiate Denial 
of Service (DoS) and packet flooding attacks.

The majority of approaches to privacy-preserving communication 
and data security reported in the literature on fog infrastructures 
generally refer to homomorphic encryption from IoT, or attribute-based 
encryption between an IoT-fog pair. The fog computing here proposed 
implements a lightweight attribute-based signcryption scheme depicted 
in Fig. 4. Attribute-Based Signcryption is an extension of Attribute-Based 
Encryption and Attribute-Based Signature, allowing for message confi
dentiality and authenticity simultaneously. According to the scheme 
proposed, a private key generator entity initializes the system and dis
tributes private keys to both the data owners (patients) and the data 
users (medical staff). The health status and personal information of the 
patients are then collected by the smart biosensing device and sign
crypted by the fog node, producing a part of the ciphertext. Subse
quently, the patients perform the final signcryption and upload the 
ciphertext to the medical cloud. When users request data, the ciphertext 
is retrieved from the medical cloud for preliminary un-signcryption.

In conclusion, although the above-described technologies are mature 
enough for practical implementation, the security of fog architectures 

Fig.3. Fog-based architectural networking scheme for the treatment of respiratory diseases.

I.A.S. Abusohyon et al.                                                                                                                                                                                                                        Computers & Industrial Engineering 198 (2024) 110698 

6 



still remains a relevant concern, because a high level of reliability and 
security systems has to be achieved through lightweight, fast, and low- 
power security functions that can be implemented on resource- 
constrained devices with limited power, memory, and battery. In addi
tion, the overall scalability and cost of the system, its latency, reliability, 
and fault-tolerance should be accurately considered in the final design of 
the fog infrastructure.

3.2. The smart testing device

This section discusses the development of the smart testing device 
involving data sensing and pre-processing as well as IoT connectivity 
over a fog-based architecture. The objective of the research is to develop 
a cost-effective and easy-to-use embedded device that can be operated 
with minimal human intervention and without specific technical 
knowledge, to enable homecare and patient self-testing. The device is 
designed to allow the testing of patients affected by respiratory diseases 
by measuring the concentration of hydrogen peroxide directly in their 
exhaled breath by simply wearing a mask for a few minutes. Coherently 
with such requirements, the device has been conceptualized according 
to the above-discussed LoP scheme and has been designed with the aim 
of integrating a sensor, a potentiostat, a data processing microcontroller 
unit (MCU), a 2.4 GHz transceiver, and a Bluetooth Low Energy (BLE) 
module on a single customized PCB. The modular architecture of the 

proposed device is presented in Fig. 5.
The operational workflow of the device involves an advanced elec

trochemical sensor for the detection of the concentration of hydrogen 
peroxide providing a raw electrical signal that is subsequently processed 
by a microcontroller where it is converted from analog to digital, 
filtered, and translated into the physical measure. In particular, at each 
measurement, the firmware performs the sensor setup, then the signal 
acquisition function is triggered by appropriately controlling the voltage 
of the potentiostat. The sensor employed consists of three silver elec
trodes arranged on a flexible acetate sheet in parallel stripes at a distance 
of 0.25 mm. The pseudo-reference electrode (RE) is treated with Ag/ 
AgCl while a graphite layer is applied to the counter electrode (CE), and 
cured at 50 ◦C in an air oven (Bruno et al., 2023). The measurement 
chain involves the typical functions for data signal conditioning and data 
validation, including the amplification of the target signal, and the 
filtering of noise and artifacts (de-noising).

A detailed description of the measurement method is provided in the 
appendix, while the value of the peroxide concentration is finally ob
tained through a conversion function based on regression analysis. For 
the development of the device, the sensor is integrated into a standard 
FP2 breath mask and a chitosan layer has been electrodeposited by 
electric deposition, on the surface of the three electrodes as absorber 
material to facilitate the trapping of the aerosol phase during the tests. 
Chitosan is a natural biopolymer with several biomedical applications, 

Fig.4. Fog infrastructure dataflow.

Fig.5. The modular architecture of the proposed device.
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produced by the deacetylation of chitin, a structural element in the 
exoskeleton of crustaceans and insects, which is the second most 
abundant natural biopolymer after cellulose (Bhattarai et al., 2010) with 
many relevant properties such as biodegradability, biocompatibility, 
and non-toxicity (Simchi et al., 2009).

After being processed by the microprocessor, the results of the 
measurement are transmitted to the cloud through the fog layer for 
further analysis and centralized storage. A dedicated communication 
module is thus included in the embedded system to implement TCP/IP 
communication through the Message Queue Telemetry Transport 
(MQTT) protocol for embedded systems, developed for edge/fog 
computing applications (Atmoko et al., 2017). Besides running secure 
standards like the X.509 certificates used in secure protocols like TLS/ 
SSL, the data security issues have also been addressed through the 
pseudonymization of the patient data, therefore the MQTT messages 
transmitted to the cloud do not contain sensitive data but only numerical 
variables without any reference to patient identity.

Finally, in the cloud layer, real-time and historical data can be pro
cessed with advanced computational methods and machine learning 
algorithms to support the medical staff in the diagnosis and treatment 
process, thus promoting customized healthcare services. A feedback is 
finally provided to the end-user, while alarms can be triggered in case of 
an emergency.

With the above-described features, the proposed device is configured 
as an IoT Smart healthcare solution that can substantially simplify the 
diagnosing process and allow the collection of real-time information for 
remote analysis and decision-making, allowing the healthcare staff to 
control the monitored parameters to check the effectiveness of the 
therapy at any state of exacerbation of the disease. To ease the opera
tions for elders and unskilled patients, the device features a human
–machine interface based only on tangible elements and clear visual 
signals designed to minimize the intervention by the user. The use of 
apps with small text fonts, menus, icons, and multiple features has thus 
been avoided considering the specific profile of the target users, and the 
patient interaction with the system has thus been restricted to a single 
button on the top cover and a multicolor (green/yellow/red) LED, in 
order to minimize the cognitive and memory load. The green light in
dicates the device is in normal operating condition, connected to the 
network, and ready for use. In such conditions, the user can start the test 
by simply changing the sensor cartridge inside the mask, wearing it, and 
pushing the start button. Then the led turns yellow until the test is 
completed. Such a minimal user interface maximizes the learnability, 
efficiency, memorability for the patient, and reduces the possibility of 
errors.

The system is configured for automatically connecting to reachable 
networks through Wi-Fi or Wan (5G/4G/6G), while maintenance/ 
configuration operations are intended to be performed by the technical 
staff. The device is thus controlled from remote and generic malfunc
tioning conditions will be signaled to the user by a red light, while an 
alert will be transmitted to the technical staff. A corrective maintenance 
intervention will thus be scheduled and in agreement with the patient. A 
technician will then physically reach the patient’s place and replace the 
device or perform a corrective maintenance task by connecting to the 
device through near field network (Bluetooth) or USB. A periodic pre
ventive maintenance intervention is scheduled annually, in order to 
check the functionalities of the system and perform the calibration op
erations. The availability of the network infrastructure will thus allow 
for remote alerting in case of faults as well as for the healthcare 
personnel to control the monitored parameters in real-time, with ease of 
operation and cost-effectiveness.

4. System validation

In order to validate the measurement method and the smart device 
proposed, a set of experimental tests has been performed with the aim of 
measuring the concentration of oxidative stress in human bronchial 

epithelial cells. As discussed above, the increased oxidative stress in the 
bronchial epithelial cells is a pivotal element in the pathogenesis of 
several respiratory diseases originating from the burden of oxidants 
from environmental exposures (e.g. cigarette smoke and air pollutants) 
and the increased amounts of reactive oxygen species (ROS) including 
superoxide anions (O2–), hydroxyl radicals (OH), and hydrogen 
peroxide (H2O2). The experimental analysis involved a preliminary set 
of tests performed on nebulized culture media samples obtained from 
human bronchial epithelial cells (16HBE) cells cultured in Minimum 
Essential Medium (MEM) with the objective of revealing possible 
interference of MEM matrix with sensor performance (Patella et al., 
2022b). For such purpose, a set of 6 MEM samples containing different 
amounts of H2O2 was prepared and each sample was then nebulized and 
analyzed using the smart sensing device. The measurement of the con
centration of H2O2 in the aerosol phase averaged over 3 repetitions, 
demonstrated the effectiveness of the sensor and measurement system, 
showing a sensitivity of 0.098 ± 0.0022 μA μM -1 cm− 2 (R2 = 0.9958) 
with a mean relative standard deviation (RSD) of about 2 % and a limit 
of detection (LOD) of 40 μM. The related LSV curves and corresponding 
calibration lines are reported in Fig. 6.

Based on the results obtained the actual validation tests consisted of 
the comparative analysis of the measurements performed on a set of 8 
nebulized culture media samples obtained from 16HBE cells collected 
from a healthy patient, and a set of the same samples exposed to ciga
rette smoke extract (CSE, an inducer of oxidative stress). Two valid 
repetitions were performed per each test and the results obtained, given 
in Fig. 7, demonstrate the capability of the sensor to detect the higher 
oxidative stress generated in the cells exposed to CSE treatment.

The results of the analysis performed on tests showed an average 
H2O2 concentration equal to 147.26 10-6 mol /l and 128.51 10-6 mol /l for 
the healthy patients, and 437.50 10-6 mol /l and 389.92 10-6 mol /l after 
the CSE treatment, while the standard deviation of the samples was 
equal to 49.33, 28.78, 77.97 and 54.52, respectively. The average values 
and the maximum positive and negative error bars are given in Fig. 8 (a) 
and (b), while the corresponding ± 3σ confidence intervals for the 
samples analyzed have been calculated equal to: [0;295.25], 
[44.87;212.14] and [203.59;671.41],[226.35;553.50].

Overall, the results obtained are still preliminary and do not allow for 
a full system validation requiring a comprehensive statistical analysis of 
the experimental results from a cohort of human patients. The medical 
staff involved in the research is currently working on such activity, 
gathering patients’ consent and authorization from the medical in
stitutions. This is, however, a long and complex task involving at least 
one year of clinical application of the system. However, the results re
ported are encouraging and sufficient for proving the validity of the 
concept since they demonstrate the capability of the proposed system to 
perform valid measurements of hydrogen peroxide concentration on 
nebulized culture media samples obtained from human bronchial 
epithelial cells and to discriminate between healthy and unhealthy pa
tients. More detailed tests are being performed to assess the quality of 
the measurement in terms of its reliability, precision, and repeatability 
considering the system proposed has been conceptualized, designed, and 
developed as a rapid, inexpensive, and easy-to-use self-testing alterna
tive to laboratory equipment.

5. Conclusions

Despite their relevant economic and financial burden, the modern 
healthcare systems of industrialized countries are frequently questioned 
in terms of their effectiveness, efficiency, and inclusiveness. In such 
regard, recent scientific literature generally agrees with the idea that the 
technological layer of healthcare service provision is outdated and 
somewhat inadequate, therefore it should be substantially reconsidered. 
In particular, the improvement of the screening and prevention pro
cesses is frequently reported as a fundamental step for improving the 
capability to respond to the forthcoming challenges related to the aging 
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Fig.6. The related LSV curves and corresponding calibration line.

Fig.7. Comparative results of the validation tests for healthy and unhealthy patients.

Fig.8. Average H2O2 concentration in the samples analyzed.
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population. The substantial developments in biosensing systems and 
methods in the last decade, as well as the spreading of digitalization 
technologies, represent in such a sense an unprecedented opportunity to 
substantially rethink the healthcare supply chains, in coherence with the 
modern paradigms of personalized treatments, precision medicine and 
healthcare 4.0.

This research addresses such issues and contributes to the body of 
scientific literature on innovative approaches to the provision of 
healthcare services by discussing the development of a novel testing 
system and method allowing for remote diagnosis and self-testing of 
patients affected by respiratory diseases. The system is designed ac
cording to the LoP scheme and features an advanced nanostructured 
sensor that allows for the measurement of the concentration of H2O2 as a 
marker of respiratory pathologies. The substantial difference compared 
to the current clinical practice consists in the possibility of testing the 
patients without condensation of the exhaled breath. With such features 
the system developed allows to achieve an unprecedented ease of use at 
a low industrial cost, therefore enabling the decentralization of the 
healthcare supply chain through the provision of screening services in 
territorial infrastructures such as community hospitals as well as the 
possibility of patients’ self-testing.

The system has been designed and developed according to the spe
cific needs of the target market, thus considering ease of use, reliability 
of the measurement, and cost-effectiveness, as the main design re
quirements. Besides the limitations of lab validation with real epithelial 
cells, the results obtained demonstrated the validity of the concept. The 
experimental validation in real clinical practice with human patients is 
currently ongoing, although a pervasive network infrastructure for 
secure data transfer, storage, and processing is required to support the 
medical service provision. In such regard, the system proposed can also 
potentially address the patient compliance problem, reducing the risk 
that the medications prescribed during the treatment process are not 
precisely followed by the patient according to the medical advice, which 
frequently prevents the achievement of optimal outcomes, particularly 
in aged patients.

Future developments are also required in order to improve the reli
ability and precision of the measurement, as well as to extend the data 
processing and communication capabilities of the device, including the 
integration with legacy e-healthcare systems. In such regard, compli
ance with specific national and international regulations about data 
privacy, security, and legal accountability must also be properly 
considered. For example, the recently introduced General Data Protec
tion Regulation (GDPR) in Europe establishes stringent security and 
privacy requirements on the processing of personal information and 
mandates service providers to implement reasonable security mecha
nisms to ensure data privacy and cryptography to deliver data confi
dentiality, integrity, and non-repudiation.

In conclusion, once the discussed technical barriers are overridden, 
and an adequately secure and scalable networking infrastructure is 
deployed in compliance with the current regulations, a widespread 
adoption of the proposed system could lead to a more effective diagnosis 
of respiratory diseases thus strengthening the overall value chain and 
increasing the economic sustainability and inclusiveness of the services 
provided. Besides the limitations of the experimental analysis, the 
encouraging results reported in the paper contribute to the state-of-the- 
art applications of biosensing devices for respiratory diseases, while the 
clinical validation could finally lead to a comprehensive evaluation of 
the inherent benefits and drawbacks. The final widespread imple
mentation of the proposed system has the potential to substantially 
improve the effectiveness and efficiency of the diagnosis of respiratory 
diseases thus strengthening the overall value chain related to the service 
provision. The proposed research hence configures as a step forward 
toward the development of next-generation healthcare systems based on 
digital and biosensing technologies, as a cost-effective alternative to the 
traditional hospital model, and offers relevant insights for making future 
healthcare systems more sustainable and inclusive.
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Appendix 

Details on the oxygen peroxide concentration measurement 
method.

The measurement method is based on the linear sweep voltammetry 
(LSV) technique which consists of measuring the current at a working 
electrode while the potential weeping linearly in time is its potential 
with respect to the reference electrode. A sample measurement and 
corresponding LSV curves for different known concentrations of 
hydrogen peroxide with electric potential ranging from − 1V to 0.1 V are 
reported in the following figure which shows a first negative peak at 
about 0 V which is attributable to the reduction of dissolved oxygen to 
hydrogen peroxide according to the following reaction:

O2 + 2H2O + 2e− →H2O2 + 2OH− .
This peak is independent of the hydrogen peroxide concentration, 

while the second peak occurring at about − 0.6 V increases with the 
concentration of hydrogen peroxide is the one used for the 
measurement.

A sample measurement and corresponding LSV curves for different 
known concentrations of hydrogen peroxide.
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