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1. Introduction

The rise of the Internet of Things (IoT) has revolutionized the way industrial, struc-
tural, and environmental systems are monitored and maintained [1,2]. With billions of
interconnected sensors, actuators, and smart embedded devices continuously monitor-
ing the physical world, the IoT ecosystem enables real-time data acquisition, intelligent
decision-making, and automation across domains such as smart manufacturing, energy
systems, healthcare, transportation, and environmental monitoring [3,4]. In this context,
fault diagnosis, comprising fault detection, isolation, and prediction, has become a corner-
stone of resilient IoT system design [5,6]. The massive interconnectivity introduces, in fact,
critical challenges in ensuring reliability, availability, and safety. Failures, degradations, or
anomalies in IoT devices and networks can have cascading effects, leading to performance
degradation, production downtime, safety risks, or even systemic failures [7]. The goal is
to identify abnormal behavior in sensors, actuators, or communication links and to ensure
timely mitigation before failures propagate.

Traditional rule-based or threshold-based monitoring techniques are no longer suffi-
cient for modern IoT ecosystems characterized by data heterogeneity, scarcity data quality,
dynamic environments, and large-scale distributed architectures [8]. Consequently, there
has been a paradigm shift toward data-driven and model-based fault diagnosis frame-
works, leveraging artificial intelligence (Al), machine learning (ML), deep learning (DL),
and hybrid physics-informed methods to enhance detection accuracy, adaptivity, and
scalability. Recent advances in edge and fog computing have further enabled real-time
diagnostics at the network edge, reducing latency and bandwidth requirements [9,10]. At
the same time, digital twin technologies have opened new frontiers by creating virtual
replicas of physical systems that can simulate degradation dynamics and predict future
failures under varying operational conditions [11,12]. In parallel, the incorporation of feder-
ated/incremental/continuous learning and privacy-preserving models is addressing data
confidentiality challenges, allowing multiple IoT devices to collaboratively learn diagnostic
models without sharing raw data [13,14].

Despite these advances, fault diagnosis in IoT applications remains a multifaceted
and evolving research domain, with open challenges at several levels. For instance, on the
data level, IoT devices often produce noisy, incomplete, and asynchronous data streams,
requiring robust preprocessing, feature selection, and fusion techniques. On the algorithmic
level, deep neural networks and ML models have shown high performance but often lack
interpretability, leading to concerns about their explainability and trustworthiness in critical
domains and applications.
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From a systems perspective, IoT architectures must support decentralized and scalable
diagnostic mechanisms capable of adapting to dynamically changing topologies, limited
computational resources, and intermittent connectivity. In addition, cross-domain general-
ization remains an unsolved issue: models trained on specific datasets or environments
frequently fail to generalize to other contexts due to sensor diversity, differing operational
conditions, or domain shifts. This problem has motivated growing interest in transfer
learning, domain adaptation, and meta-learning approaches, which aim to enable knowl-
edge reuse across heterogeneous IoT systems. Another emerging direction involves the
integration of physics-based modeling with data-driven learning, producing hybrid frame-
works that combine the interpretability of first-principles models with the adaptability
of Al-driven approaches. Moreover, the adoption of Explainable Artificial Intelligence
(XAI) techniques in fault diagnosis is increasingly recognized as essential for building user
trust and compliance with industrial safety standards. These “white-box” models that can
highlight the most influential features or causal relationships behind a detected fault are
critical in domains such as aerospace, autonomous systems, and healthcare. Complemen-
tary to this, uncertainty quantification and probabilistic fault reasoning provide valuable
confidence estimates that guide decision-making in safety-critical operations.

This editorial aims to summarize the latest advances in IoT fault diagnosis, outline
persistent challenges, and highlight promising research directions that will shape the next
generation of intelligent and self-reliable IoT systems. By bringing together contributions
from diverse scientific and industrial domains, this Special Issue provides a comprehensive
perspective on how Al-driven, physics-informed, and distributed intelligence paradigms
can converge to ensure trustworthy, explainable, and energy-efficient fault diagnosis across
the IoT landscape.

2. An Overview of Published Articles

The papers published in this Special Issue present a comprehensive exploration of
Al-based fault diagnosis and predictive maintenance frameworks across a variety of IoT-
driven domains. The works cover a wide range of methods, including DL, reinforcement
learning, signal processing, data fusion, and ontology-based modeling, illustrating the
interdisciplinary nature and practical relevance of the field.

Kim et al. (List of Contributions, 5) introduced an advanced data augmentation
framework for vibration-based fault detection in industrial centrifugal pumps. Their
approach integrates GANSs, variational autoencoders, and LSTM networks to enrich limited
fault data and improve classification accuracy. The proposed method achieved up to
30% performance improvement over baseline models, demonstrating how synthetic data
generation can significantly enhance robustness in predictive maintenance systems. Lee
et al. (List of Contributions, 6) proposed a spectral-based diagnostic framework for shot
blast machines, combining Fast Fourier Transform (FFT) spectral features with XGBoost
classification and feature importance ranking. The study achieved 98% detection accuracy,
proving that interpretable, lightweight ML models can deliver industrial-grade diagnostic
performance with reduced computational cost. Zero et al. (List of Contributions, 4)
presented a clustering-based predictive maintenance methodology for IoT-monitored bus
systems. Their approach employs unsupervised reliability analysis and temporal pattern
recognition to anticipate system failures and optimize maintenance schedules. Results
showed enhanced reliability, reduced false alarms, and significant operational cost savings,
underlining the utility of data-driven fleet management frameworks.

Jammalamadaka et al. (List of Contributions, 7) developed a fault-tolerant IoT network-
ing architecture that integrates power fault prediction, isolation, and composite networking
topologies at the device layer. The proposed method improves network longevity by 61%,
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increases success rate by 21%, and reduces false alarm rate by 77%, demonstrating the bene-
fits of hybrid topologies and Al-assisted fault isolation for resilient IoT systems. Hendriks et
al. (List of Contributions, 1) proposed a structured data ontology for industrial asset moni-
toring, designed to integrate heterogeneous sensor, maintenance, and condition-monitoring
data. The ontology enables consistent interoperability and semantic reasoning within
Al-based diagnostic workflows, advancing the standardization of data representation for
prognostics and health management systems. Kaliyannan et al. (List of Contributions, 2)
investigated deep and reinforcement learning approaches for tool condition monitoring in
milling processes. By comparing DNN, CNN, and SARSA reinforcement learning mod-
els, they found that the RL-based approach achieved the highest accuracy (98.66%) and
adaptivity under variable cutting conditions, demonstrating the potential of reinforcement
learning in adaptive manufacturing diagnostics.

Ma et al. (List of Contributions, 9) designed a sensor fusion-based anomaly detection
framework for flood forecasting IoT systems. The method fuses multi-stream sensor data
through pairwise differential time-series modeling, followed by ML-based anomaly detec-
tion. Tested on synthetic datasets built from one year of real data, the system improved the
F1-score by 10.8%, confirming that sensor fusion can effectively reduce false positives in
environmental IoT monitoring. Janeliukstis et al. (List of Contributions, 8) analyzed the
influence of environmental factors on resonance frequencies in structural health monitoring
(SHM) systems. They introduced a support vector regression (SVR) model to remove
temperature and humidity effects from vibration data, significantly improving damage de-
tection sensitivity and reliability in long-term SHM deployments. Del Priore and Lampani
(List of Contributions, 10) presented a Graph Neural Network (GNN)-based framework for
real-time damage detection and localization in composite aerospace structures. Using strain
mode shapes from finite element simulations as graph input, the GNN achieved an AUC
of 0.97 and an average localization error of 3%, outperforming CNN and fully connected
networks, and highlighting the potential of topology-aware deep learning in aerospace
SHM. Patane et al. (List of Contributions, 3) explored predictive modeling for vehicle-to-
grid (V2G) energy systems, comparing Dynamic Mode Decomposition (DMD) and LSTM
neural networks for forecasting available energy capacity. The study demonstrated that
hybrid temporal models can accurately capture the nonlinear dynamics of distributed
energy resources, promoting fault-resilient and sustainable smart grid management.

3. Conclusions

The papers collected in this Special Issue collectively demonstrate how Al, ML, and IoT
technologies are converging to redefine the principles of fault diagnosis, predictive main-
tenance, and system resilience. The ten published contributions span multiple domains,
from industrial equipment monitoring and manufacturing processes to smart cities, energy
systems, and aerospace structures, reflecting the interdisciplinary essence and practical
relevance of this research area. Across these works, several trends clearly emerge. First, the
increasing adoption of DL architectures (e.g., CNNs, LSTMs, and GNNs) is enabling the
automatic extraction of complex fault signatures from multi-sensor data, significantly im-
proving diagnostic accuracy. Second, RL and adaptive control mechanisms are enhancing
the ability of IoT systems to self-optimize under changing operational conditions. Third,
the rise of ontology-based modeling and digital twin technologies highlights a movement
toward knowledge-driven and interpretable fault diagnosis, bridging the gap between data
analytics and domain expertise.

Despite the remarkable advances presented in this Special Issue, several open chal-
lenges persist. The robustness and generalization of diagnostic models across heteroge-
neous IoT environments remain open issues, especially when dealing with limited labeled



J. Sens. Actuator Netw. 2025, 14, 104

40f5

data and dynamically evolving system behaviors. The explainability and transparency
of Al-based diagnostics are essential to ensure trust and regulatory compliance in safety-
critical applications. Moreover, resource constraints at the edge of IoT networks continue
to limit the deployment of computationally demanding Al models, calling for further
research in lightweight and energy-efficient inference strategies. Looking ahead, the future
of fault diagnosis in IoT applications will likely revolve around synergistic frameworks that
integrate edge computing, explainable Al, FL, and digital twin modeling. Such frameworks
will not only detect faults but also predict their evolution, recommend corrective actions,
and autonomously reconfigure system operations, ushering in the era of self-healing,
trustworthy, and sustainable IoT ecosystems.
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