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Abstract: In the context of the Internet of Things (IoT), the proliferation of identity spoofing threats
has led to the need for the constant entity verification of devices. Recently, a formal framework
has been proposed to study resistance to impersonation attacks for One-Message Unilateral Entity
Authentication (OM-UEA) schemes, in which the prover continuously authenticates itself through
the use of a sequence of authentication messages. Given the limited computing power of the parties
(particularly the prover) and the often limited bandwidth channel, in the IoT scenario it is desirable
to design unilateral entity authentication schemes that require the use of a single message per session
and light computations. In this paper, we first show that OM-UEA schemes can be implemented
through digital signatures and that a weak form of unforgeability is sufficient to achieve security
against active adversaries. We then apply the signature scheme proposed by Yang et al. in ASIACCS
2020 to our framework, resulting in an OM-UEA scheme that requires minimal computational effort
and low storage requirements for the prover. Inspired by this last construction, we propose an
OM-UEA scheme based on the hardness of the discrete logarithm problem, which further improves
the computational performance for the prover. Our findings offer feasible options for implementing
secure continuous entity authentication in IoT applications.

Keywords: authentication schemes; one-message unilateral entity authentication; continuous entity
authentication

1. Introduction

The Internet of Things (IoT) has become a ubiquitous presence in our daily lives,
but it also raises security concerns that must be addressed. To maintain the privacy and
security of connected devices, continuous entity authentication has become a crucial aspect
of IoT security. Unlike static authentication, which only verifies the identity of a device
or user at the start of a session, continuous authentication provides ongoing security
throughout the entire session. This method helps prevent session hijacking and enables
quick authentication for frequent communication.

De Santis et al. [1] recently introduced a new cryptographic primitive, called One-
Message Unilateral Entity Authentication (OM-UEA), which is useful for implementing
continuous unilateral entity authentication where the parties, known as the prover and
the verifier, do not share any secret information. In this approach, the prover continuously
authenticates itself through the use of a sequence of authentication messages, while the
verifier is able to establish confidence in the identity of the prover and to verify that a
sequence of messages is indeed generated by the same entity.

Unilateral entity authentication is often required in the context of the Internet of Things
(IoT), where different devices, such as sensors, smart TVs, smart locks and so on, need to
continuously authenticate themselves to an IoT gateway, where data can either be sent to
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the cloud for analysis or analyzed locally. A good example is the use of tamper-resistant
wearable wristbands that, when in range, continuously authenticate to the IoT gateway to
constantly prove that a prisoner is currently in the perimeter of a prison or that a seriously
ill person is not leaving the ward.

One-Message Unilateral Entity Authentication schemes are particularly suitable for
modeling scenarios in which a prover must authenticate multiple times to the verifier,
providing a sequence of authentications so that the verification process must take into
account both the order between messages and the fact that the prover’s identity must be the
same throughout the entire sequence. To achieve this, the concept of “history” is introduced,
where an authentication message is linked to previous ones, allowing the verification
process to depend on authentication messages previously received and accepted by the
verifier. For example, a simple protocol for remotely instructing a server (verifier), such
as a smart home appliance, to execute a sequence of actions can use each authentication
message to trigger a corresponding action. With a One-Message Unilateral Authentication
scheme, the verifier can verify the authenticity of the source sending the commands and
ensure the correct execution of the workflow by requiring certain actions to be executed
only after the corresponding authentication messages have been received as part of the
same sequence of steps.

In [1], the authors developed a comprehensive framework to help designers assess
the resistance of any OM-UEA scheme to impersonation attacks. Moreover, they pro-
posed three generic constructions for OM-UEA schemes, which are based on three distinct
cryptographic primitives, and analyzed their security with respect to different security
definitions. More precisely, the first construction is based on one-way function families,
whereas the second and third constructions are based on one-way permutation families
and trapdoor one-way permutation families, respectively. No practical instantiations of
these constructions have been proposed that can be used in applications where the parties
have limited computing resources. Hence, efficient solutions are needed to enable seamless
authentication in the Internet of Things (IoT) ecosystem.

1.1. Contribution

In this paper, we first show that OM-UEA schemes can be implemented using digital
signatures and that a weak form of unforgeability is sufficient to achieve security against
active adversaries. Furthermore, we instantiate our construction with the lightweight
signature scheme recently proposed by Yang et al. [2] and show that it results in a one-
message unilateral entity authentication scheme that requires low computational effort, as
well as low storage overhead, for the prover. Specifically, to compute each authentication
message the prover only needs to perform two modular multiplications and three modular
additions. Moreover, the private key in such a scheme is a bit string having a small size.

Afterwards, we consider the problem of further reducing the computational complex-
ity for the prover, with the goal of offering a different option for implementing secure
continuous entity authentication in IoT applications. In particular, we propose a different
construction for OM-UEA schemes, whose security relies on the hardness of the discrete-
logarithm problem. In such a construction, the prover only needs to perform one modular
multiplication and one modular addition for each authentication message.

1.2. Related Works

Despite the increasing number of IoT applications, including smart homes, smart cities,
smart cars, and medical and healthcare equipment, very few solutions for the continuous
authentication of IoT devices have been proposed in recent years [3–13]. Some of them are
based on device fingerprints and require additional hardware [7], whereas others rely on
time-bound key generation techniques [11]. Recent proposals include lightweight protocols
allowing continuous d2d authentication for resource-constrained devices [10,12,13] and an
efficient protocol for continuous entity authentication, requiring a single-message, which
is based on Elliptic Curve Cryptography [3]. Moreover, some recent results leverage
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blockchain technologies to authenticate IoT devices [14–16]. A survey of methods designed
to achieve continuous authentication in the IoT scenario can be found in [17].

Continuous message authentication is a research topic which is strictly related to
continuous entity authentication. Indeed, entity authentication is a specific type of message
authentication that only allows the authentication of entities and not arbitrary messages.
Data authentication and integrity can be achieved via digital signature schemes. However,
digital signatures are usually impractical to use with highly resource-constrained devices.
Indeed, despite the large number of constructions which have been proposed so far, they
do not provide efficient computations at both the signer’s and verifier’s side, or small sized
private keys and signatures at the same time.

The problem of reducing the complexity of the operations at the signer’s side has
been considered by Even et al. [18], who proposed the online/offline paradigm. Such
a paradigm relies on a trusted party to pre-compute intermediate tokens via expensive
operations in an offline stage; such tokens are saved by the signer, which later uses them to
sign messages. The drawback of such a solution is that it requires large storage overhead
for the signer.

The problem of achieving space efficiency at the signer’s side has been later consid-
ered by Shamir et al. [19], who proposed an improved online/offline signature scheme.
However, their proposal still requires a storage which is linear in the number of signatures
that the signer can generate, making the scheme unsuitable for storage-limited signer
devices. Other solutions in the online/offline paradigm have been proposed in [20,21].
Unfortunately, none of the above solutions is suitable in a scenario where the signer is
a device having both limited computing power and low storage capability, such as an
IoT device.

In order to achieve fast signing and verifying, Lamport [22] proposed a one-time
signature scheme using one-way functions; however, the drawback of his scheme is the
requirement for the public key, which has a large size. Message encoding techniques to
reduce the public key size for one-time signature schemes have later been proposed by
Reyzin et al [23], but the resulting scheme results in signatures of large sizes. Moreover,
the schemes in [22,23] can be used to sign only one message and require expensive key
generation for each message to be signed.

Yang et al. [2] proposed a lightweight signature framework, called LiS, which is
suitable for continuous message authentication in IoT applications. Such a framework
includes two signature schemes, called LiS1 and LiS2.

Digital signatures are often used along the Trusted Platform Module (TPM) to achieve
device authentication in IoT settings [24]. In this approach, the TPM is associated with a
public–private key pair, with the private key securely stored in the TPM. The TPM can
then compute digital signatures, which can be used to authenticate the identity of the
device. The OM-UEA scheme based on digital signatures we proposed can be utilized
along with a TPM to efficiently generate a sequence of identity authentications to be used
in applications where the order of the authentication messages needs to be considered in
the verification process.

1.3. Organization

The remainder of the paper is organized as follows: in Section 2 we first recall the
theory regarding the discrete-logarithm problem, digital signatures, and one-message
unilateral entity authentication schemes. In Section 3, we propose and analyze our digital-
signature based construction, and in Section 4 we propose and analyze our construction
based on the hardness of the discrete logarithm problem. Finally, Section 5 concludes
the paper.
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2. Preliminaries
2.1. Notation

In this paper, we use the standard notation for describing probabilistic algorithms and
experiments, which was introduced in [25]. Given a probabilistic algorithm A(·, ·, . . .), we
write a← A(x, y, . . .) to denote the experiment of running A on input x, y, . . ., producing
as output a, where the probability is taken over the randomness used by the algorithm A.
Given a set X, we write x ← X to denote the experiment of randomly choosing an element
x from X. On the other hand, if w is neither an algorithm nor a set, then we write x ← w to
denote the assignment of w to x. We say that a function ε : N → R is negligible if, for any
constant c > 0, there exists an integer τc such that for all τ ≥ τc, ε(τ) < τ−c.

2.2. The Discrete-Logarithm Problem

In this section, we recall the discrete-logarithm problem in a cyclic group G with order q
and generator g. Given a uniform element h ∈ G, we are required to compute the unique
value x ∈ Zq such that gx = h. Such a value is called the discrete logarithm of h with respect
to g and is denoted by x = logg h. Let G be a group generation algorithm that, on input
1τ , outputs a description of a cyclic group G, its order q, and a generator g ∈ G. The
discrete-logarithm problem is formalized in the next definition.

Definition 1. Let 1τ be a security parameter. The discrete-logarithm experiment for an adversary
A is as follows:

Experiment DLogA,G (1
τ)

(G, q, g)← G(1τ)
h← G
x ← A(1τ , G, q, g, h)
if gx = h
then output 1
else output 0

The advantage of A is defined as

AdvDLog
A,G (1τ) = Pr[DLogA,G(1

τ) = 1].

The discrete-logarithm problem is hard relative to G if, for each probabilistic polynomial time
adversary A, the advantage AdvDLog

A,G (1τ) is negligible in τ.

There are various classes of cyclic groups in which the discrete-logarithm problem is
believed to be hard. In this paper, we considered cyclic groups G, which are subgroups of
Z∗p, where p is a prime and the order of the group is a prime q such that q divides p− 1.

2.3. Digital Signatures

Digital signatures are a fundamental tool in different protocols designed to work in a
distributed environment, since they provide message authentication and integrity. We start
by recalling the definition of digital signature schemes.

Definition 2. A triple Σ = (KGen, Sign, Vr f y) of polynomial time algorithms is a digital signa-
ture scheme if:

• The probabilistic key-generation algorithm KGen, given a security parameter 1τ , produces as
outputs a public key pk and a secret key sk.

• The probabilistic signing algorithm Sign, given the private key sk and a message m ∈ {0, 1}∗,
produces as output a signature σ.

• The deterministic verification algorithm Vr f y, given the public key pk, a message m, and a
signature σ, outputs a bit b, where b = 1 means that the signature is valid, whereas b = 0
means that the signature is invalid.
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It is required that, for every pair (pk, sk) which can be output by KGen(1τ), every
message m ∈ {0, 1}∗, and every σ which can be output by Sign(sk, m), it holds that
Vr f y(pk, m, σ) = 1.

Given the public key pk of a signer S, a forgery is a pair (m, σ), where σ is a valid
signature for m and m has not been previously signed by S. We are interested in signature
schemes where an adversary should be unable to forge a signature for any message m
even if it is given access to signatures for a set of other messages not of his choice. In
particular, for our goals it is sufficient to consider a weak notion of security known as
existential unforgeability under known message attack [25]. We formalize such a goal in the
next definition.

Definition 3. Let Σ = (KGen, Sign, Vr f y) be a digital signature scheme. The signature-forgery
experiment for an adversary A is as follows:

Experiment Sig-ForgeA,Σ(1
τ)

(pk, sk)← KGen(1τ)
Let Q be a set of pairs (message, signature)
(m, σ)← A(pk, Q)
if Vr f y(pk, m, σ) = 1 and (m, σ) /∈ Q
then output 1
else output 0

The advantage of A is defined as

AdvSig-Forge
A,Σ (1τ) = Pr[Sig-ForgeA,Σ(1

τ) = 1].

The signature scheme Σ is existentially unforgeable under a known-message attack if, for each
polynomial time adversary A, the advantage AdvSig-Forge

A,Σ (1τ) is negligible in τ.

2.4. OM-UEA Schemes

A One-Message Unilateral Entity Authentication (OM-UEA) scheme enables the
prover to establish its identity to the verifier without any pre-existing shared secret in-
formation. The prover possesses certain secret information, which it uses to create an
authentication message that is sent to the verifier. The verifier can then use publicly avail-
able information to test the authenticity of the received message. This enables the prover to
establish its identity to the verifier without requiring any prior shared secret between the
two parties.

OM-UEA schemes have been introduced by De Santis et al. [1]. In particular, they pro-
posed a theoretical characterization for OM-UEA schemes by providing formal definitions
of security with respect to different kinds of adversarial behaviors. In their framework, the
prover generates a sequence of authentication messages which are ordered according to the
session counter and the verification procedure for the i-th message might also depend on
the sequence of authentication messages received for previous sessions, which is denoted
by histi, where hist0 corresponds to the empty sequence. If the scheme is successful, the
verifier is assured that it is in communication with the actual prover. We recall the formal
definition of OM-UEA schemes. In particular, we consider schemes which can be used
for at most ` = `(τ) consecutive authentications, where `(·) is a polynomially-bounded
function fixed at the time of parameter generation.

Definition 4 ([1]). An OM-UEA scheme for ` authentication sessions is a triple of polynomial
time algorithms Π = (Gen, Auth, Ver) such that:

• The probabilistic parameter-generation algorithm Gen, on inputs a security parameter 1τ and
the number ` of sessions, produces three values as output: the public information, the private
information for the prover, and the initial state. This triple is represented as (pub, priv, s0).
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• The probabilistic message authentication algorithm Auth, on inputs the security parameter 1τ ,
the current session counter i, where 1 ≤ i ≤ `, the public information pub, the private infor-
mation priv, and the current state si−1, outputs the pair (ai, si), where ai is the authentication
message for the i-th session and si is the new state.

• The deterministic verification algorithm Ver, on inputs the security parameter 1τ , the current
session counter i, where 1 ≤ i ≤ `, an authentication message ai, the public information
pub, and the sequence of authentication messages histi−1 = (a1, . . . , ai−1) generated by the
previous i− 1 authentication sessions, where hist0 corresponds to the empty sequence, outputs
a bit b, where a value of 1 indicates a valid authentication and a value of 0 indicates an invalid
authentication.

For every triple (pub, priv, s0) output by Gen(1τ , `) and every session counter 1 ≤ i ≤ `, if
we compute (aj, sj) using the function Auth(1τ , j, pub, priv, sj−1) for each j = 1, . . . , i, then the
function Ver(1τ , i, ai, pub, histi−1) should return the value 1.

De Santis et al. [1] formalized security requirements for OM-UEA schemes by con-
sidering different kinds of adversaries. In their model, the adversary is able to control
the communication channel between the parties and its goal is to deceive the verifier
into considering as valid an authentication message that was not actually generated by
the prover. They considered both passive and active adversarial behaviors. A passive
adversary is only allowed to passively observe different executions of the scheme and to
collect authentication messages generated by the prover, whereas an active one can also
modify some authentication messages before they reach their destination. Moreover, they
considered both static and adaptive adversaries. Informally, a static adversary randomly
chooses the session to be attacked, whereas the adaptive one uses the information it pro-
gressively learns to makes its choice. For both passive and active attacks, De Santis et al. [1]
examined the relationships between security definitions that arise from adaptive and static
adversarial behaviors. In particular, they showed the equivalence between security against
static adversaries and security against adaptive ones. On the other hand, they also proved
that security against active static attacks implies security against passive static attacks,
while the opposite does not hold. Thus, from now on, we will only consider active static
adversaries. In the following, we recall the definition of such a kind of adversary.

An active static adversary works in two phases, so it is denoted by ACT-STAT = (ACT-STAT1,
ACT-STAT2). In the first phase ACT-STAT1, on inputs the security parameter 1τ and the max-
imum number of sessions `, it chooses a pair of session counters (i, j) between 1 and t,
where t = t(τ) is the polynomial corresponding to the running time of the adversary,
such that j ≤ i. This models the fact that ACT-STAT has chosen to attack the i-th authen-
tication session and to modify the last i − j authentication messages (clearly, if j = i,
the sequence of modified messages is empty). Notice that such a choice occurs before
the algorithm Gen is run. For each 1 ≤ i ≤ `, we define an algorithm Authi−1 which,
given the security parameter 1τ , the public information pub, the private information priv,
and the sequence statesi−1 = (s0, . . . , si−2) of the first i − 1 states, outputs the sequence
histi−1 = (a1, . . . , ai−1) by running Auth(1τ , j, pub, priv, sj−1) for j = 1, . . . , i − 1, where
hist0 corresponds to the empty sequence.

In the second phase, ACT-STAT2 is able to obtain the sequence histi−1 = (a1, . . . , ai−1)
of authentication messages generated for the first i− 1 sessions. Afterwards, ACT-STAT2, on
inputs 1τ , the public information pub, the pair of session counters (i, j), and the sequence
histi−1, outputs a sequence of fake authentication messages (a′j, . . . , a′i−1, a′i) and succeeds if
the verifier accepts all of them. In particular, a′j, a′j+1, . . . , a′i−1 will replace the authentication
messages aj, aj+1, . . . , ai−1, which are the last i− j elements of the sequence histi−1; such a
modified sequence (a1, . . . , aj−1, a′j, . . . a′h−1) is denoted by hist′h−1, for any h = j, . . . , i. The
above security requirement is formalized in the next definition.

Definition 5 ([1] [`-IMP-A-ST]). Let Π be an OM-UEA scheme. The active static impersonation
experiment for an active static adversary ACT-STAT = (ACT-STAT1, ACT-STAT2) is as follows:
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Experiment ImpACT-STAT,Π(1τ)

(i, j)← ACT-STAT1(1τ , `)
(pub, priv, s0)← Gen(1τ , `)
histi−1 ← Authi−1(1τ , pub, priv, statesi−1)
(a′j, . . . , a′i)← ACT-STAT2(1τ , pub, i, j, histi−1)

if ∀h ∈ [j, i]
Ver(1τ , h, a′h, pub, hist′h−1) = 1
where hist′h−1 = (a1, . . . , aj−1, a′j, . . . , a′h−1)

then return 1
return 0

The advantage of ACT-STAT is defined as

AdvImp
ACT-STAT,Π(1τ) = Pr[ImpACT-STAT,Π(1τ) = 1].

The OM-UEA scheme for ` session Π = (Gen, Auth, Ver) is secure in the sense of `-IMP-A-ST if,
for all probabilistic-polynomial time active static adversaries ACT-STAT, the advantage of ACT-STAT
in the impersonation experiment is negligible in the security parameter τ.

De Santis et al. [1] proposed three constructions for OM-UEA schemes and analyzed
their security with respect to the different security notions proposed in their paper. More
precisely, the first construction is based on one-way function families and does not require
the parameter ` to be fixed in advance. On the other hand, the second and third con-
structions are based on one-way permutation families and trapdoor one-way permutation
families, respectively. In particular, the second construction requires the parameter ` to
be fixed in advance, whereas the third one supports an arbitrary polynomial number of
sessions. While the first construction does not provide security against active static attacks
but only against passive attacks, the other two constructions satisfy such a notion of security.
However, the drawback of such solutions is that they are not practical for use in applications
where the parties have limited computing power and limited bandwidth channel.

3. A Construction Based on Digital Signatures

In this section, we consider the problem of constructing an OM-UEA scheme by using
a different primitive, compared to the constructions in [1]. We propose a construction,
resulting in an OM-UEA for ` sessions, which uses as a building block a digital signature
scheme. We refer to the proposed construction as the Digital Signature-based Entity
Authentication Construction (DS-EAC).
The Digital Signature-based Entity Authentication Construction (DS-EAC) . Let Σ =
(KGen, Sign, Vr f y) be a digital signature scheme and let ` = `(τ), where `(·) is a poly-
nomially-bounded function. We construct a one-message unilateral entity authentication
scheme, Π = (Gen, Auth, Ver), for ` sessions as follows:

• The parameter-generation algorithm Gen, on inputs a security parameter 1τ and the
number of sessions `, outputs the tuple (pub, priv, s0) constructed as follows:

– Runs the key-generation algorithm KGen(1τ) to obtain the pair (pub, priv);
– Sets pub = pk and priv = sk;
– Sets the initial state s0 to be empty.

• The authentication message-generation Auth, on inputs a security parameter 1τ , a
session counter 1 ≤ i ≤ `, the public value pub, the secret key priv for the prover,
and the previous state si−1, outputs the authentication message ai and the state si,
as follows:

– Runs the signing algorithm Sign, on inputs the private key sk and the message i,
in order to produce the signature σi = Sign(sk, i);

– Sets ai to the pair (i, σi);
– Outputs ai and an empty state si.
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• The verification algorithm Ver, on inputs a session counter i such that 1 ≤ i ≤ `, an
authentication message ai, the public value pub, and the sequence of authentications
histi−1 obtained by the first i− 1 sessions, where hist0 is the empty sequence, runs the
verification algorithm Vr f y on inputs the public key pk, the session counter i and the
signature σi, and outputs the same output as Vr f y(pk, i, σi).

Notice that the DS-EAC construction also supports an arbitrary polynomial number of
authentication sessions, i.e., the construction works even in the case where the parameter `
is not fixed in advance.

A pictorial representation of the DS-EAC is shown in Figure 1.

Figure 1. A Pictorial Representation of the DS-EAC.

We analyze the security of the DS-EAC against active static attacks. In particular,
we are interested in establishing which security properties have to be satisfied by the
underlying signature scheme in order for the resulting OM-UEA scheme to be secure
against attacks carried out by active static adversaries. The next theorem shows that a weak
form of unforgeability for the digital signature scheme, i.e., the existential unforgeability
against a known-message attack, is sufficient to achieve the desired level of security for
the DS-EAC.

Theorem 1. If Σ = (KGen, Sign, Vr f y) is a digital signature scheme that is existentially un-
forgeable under known-message attack, then the OM-UEA scheme for ` sessions Π = (Gen, Auth,
Ver) produced by the DS-EAC is secure in the sense of `-IMP-A-ST.

Proof. Let us suppose, for the sake of contradiction, that the OM-UEA scheme Π produced
by the DS-EAC is not secure in the sense of `-IMP-A-ST. Therefore, there exists a polynomial
time adversary ACT-STAT = (ACT-STAT1, ACT-STAT2) whose advantage AdvImp

ACT-STAT,Π(1τ)
in the experiment ImpACT-STAT,Π(1τ) is non-negligible. We will show that there exists a
polynomial time adversary A which, on input a public key pk along with a set Q of pairs
consisting of a message and the corresponding signature, uses the adversary ACT-STAT to
forge a valid signature on a message m which does not belong to Q.

Let Q be the set of pairs (mh, σh), where mh = h and σh are signatures corresponding
to mh, for h = 1, . . . , i− 1. The adversary A, on inputs pk and Q, works as follows:

• First, A sets pub = pk;
• Then, A runs ACT-STAT1, which, taking as inputs the security parameter 1τ and the

maximum number of sessions `, outputs the indexes i and j such that 1 ≤ j < i ≤ `;
• Moreover, A constructs the sequence histi−1 = (a1, a2, . . . , ai−1), by setting ah =

(h, σh), for h = 1, . . . , i − 1. Notice that, for each h = 1, . . . , i − 1, the pair (h, σh)
belongs to the set Q, which is an input to A;

• Afterwards, A runs ACT-STAT2 on inputs (1τ , pub, i, j, histi−1), in order to obtain the
fake authentication messages (a′j, . . . , a′i);
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• Finally, A outputs the pair (m, σ), where m = i and (i, σ) = a′i.

Since ACT-STAT is able to break the OM-UEA scheme Π = (Gen, Auth, Ver) obtained
by the DS-EAC, then Ver(1τ , i, a′i, pub, hist′i−1) = 1, where hist′i−1 = (a1, aj−1, a′j, . . . , a′i−1).
Thus, it also holds that Vr f y(pk, i, a′i) = 1, i.e., the adversary A is able to build a forgery for
the message i which does not belong to Q.

The view of adversary ACT-STAT, when executed as a subroutine by A, is the same
as that in the impersonation experiment ImpACT-STAT,Π(1τ). Thus, since the advantage of
ACT-STAT in the experiment ImpACT-STAT,Π(1τ) is non-negligible, the advantage of A in the
signature-forgery experiment Sig-ForgeA,Σ(1

τ) is also non-negligible. Contradiction.

The DS-EAC construction, although simple, has the merit of showing that a weak form
of unforgeability is sufficient to achieve security against active adversaries for OM-UEA
schemes. Therefore, it is possible to instantiate it with existing concrete signature schemes
to be chosen according to the characteristics of the application domain. In the next session,
we show a lightweight instance suitable for applications in the IoT scenario.

A Lightweight Instance

OM-UEA schemes are particularly suitable to providing resistance to impersonation
attacks in applications requiring continuous verification of user/device identities. This is
of paramount importance, especially in the context of the Internet of Things (IoT), where
continuous entity authentication is becoming essential. In such settings, given the limited
computing power of the parties (especially the prover) and the often limited bandwidth
channel, it is desirable to build one-message unilateral entity authentication schemes that
require light computations.

In order to have a fast signing procedure and an optimal storage requirement on
the signer’s side, Yang et al. [2] proposed the LiS1 signature scheme, which is based on
chameleon hash functions [26]. A chameleon hash function CH is a one-way hash function
with trapdoor: if we do not know the associated trapdoor, it is hard to compute pre-
images and collisions for the function. On the other hand, with knowledge of the trapdoor,
collisions are efficiently computable. The main idea of the LiS1 scheme is to compute the
signature verification key as a sequence of ` chameleon hash values corresponding to a
set of dummy message/randomness pairs (mi, ri), for 1 ≤ i ≤ `, where ` is the maximum
number of messages that can be signed. In order to sign a message m′i, which is different
from each dummy message, the signer can easily compute a collision r′i for the dummy pair
(mi, ri), i.e., such that CH(mi, ri) = CH(m′i, r′i). Such a value r′i is then sent to the verifier,
along with the message m′i. The LiS1 scheme has been shown to be existentially unforgeable
under a non-adaptive chosen message attack [2]; thus, when used in our DS-EAC, it gives
rise to an OM-UEA scheme for `-sessions, which is secure in the sense of `-IMP-A-ST.

In order to reduce the size of the signing key in the LiS1 scheme, Yang et al. [2]
proposed to fix all dummy messages mi as a constant M, and to use a universal hash
function UHF [27] to chain up all dummy randomness, i.e., each value ri is computed as
ri = UHF (k, ri−1) for 1 ≤ i ≤ `, where r0 is chosen at random and k is the key of UHF .
With such a modification, the signer is only required to store the initial value r0, along with
the key k for the universal hash family, in addition to the message M and the trapdoor
of the chameleon hash function. Moreover, in order to reduce the size of the signature
verification key in the LiS1 schemes, Yang et al. also proposed using a Bloom filter [28]
to efficiently represent the set of hash values stored in it. Such a data structure allows us
to efficiently test whether an element belongs to a set but, due to its probabilistic nature,
false positives are possible. With such a modification, the signature verification key in the
LiS1 scheme only consists of the public key of the chameleon hash function along with the
Bloom filter.

Yang et al. [2] proposed instantiating the chameleon hash function by using a slight
variant of the original discrete logarithm-based chameleon hash function proposed in [26],
whereas the universal hash function is instantiated with the multiply modular scheme
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in [27]. The resulting scheme requires the signer to compute only two modular multiplica-
tions and three modular additions in order to sign a message. Moreover, the signing key in
such a scheme is a bit string having a small size; indeed, it consists of five values chosen
in Z∗q .

4. A Construction Based on the Discrete-Logarithm Problem

In this section, we propose an OM-UEA scheme for `-sessions whose security relies
on the hardness of the discrete-logarithm problem. We refer to the proposed construction
as the Discrete-Logarithm Problem-based Entity Authentication Construction (DLP-EAC).
The Discrete-Logarithm Problem -based Entity Authentication Construction (DLP-EAC).
Let p and q be two large primes such that q divides p− 1; let G be a subgroup of Z∗p having
order q, and let g be a generator of G. We build an OM-UEA scheme Π = (Gen, Auth, Ver)
as follows:

• The parameter-generation algorithm Gen, on inputs the security parameter 1τ and
the maximum number of sessions `, outputs the tuple (pub, priv, s0) constructed
as follows:

– Uniformly chooses at random ri ∈ Zq, for each i = 1, . . . , `;
– Computes hi = gri mod p, for each i = 1, . . . , `;
– Sets pub to the tuple (h1, h2, . . . , h`);
– Sets priv to the tuple (r1, . . . , r`);
– Sets the initial state s0 to be empty.

• The authentication message-generation Auth, on inputs a session counter 1 ≤ i ≤ `,
the public information pub, the secret key priv held by the prover, and the previous
state si−1, outputs the authentication message ai = ri and an empty state si.

• The verification algorithm Ver, on inputs a session counter i (where 1 ≤ i ≤ `), an
authentication message ai, public information pub, and the sequence of authentication
messages histi−1, which was generated by the previous i− 1 authentication sessions,
where hist0 is the empty sequence, extracts the value hi from pub and checks whether
hi = gai mod p.

A pictorial representation of the DLP-EAC is shown in Figure 2.

Figure 2. A Pictorial Representation of the DLP-EAC.

In the following, we prove that the DLP-EAC resists active static attacks.

Theorem 2. Assuming the hardness of the discrete-logarithm problem, the OM-UEA scheme Π
produced by the DLP-EAC is secure in the sense of `-IMP-A-ST.

Proof. Let us suppose, for the sake of contradiction, that the OM-UEA scheme Π =
(Gen, Auth, Ver) produced by DLP-EAC is not secure in the sense of `-IMP-A-ST. There-
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fore, there exists a polynomial time adversary ACT-STAT = (ACT-STAT1, ACT-STAT2) whose
advantage AdvImp

ACT-STAT,Π(1τ) in the experiment ImpACT-STAT,Π(1τ) is non-negligible. We
will prove that there exists a polynomial time adversary A that takes as input the tuple
(G, q, g, h), where h is an element which has been uniformly chosen at random in G, and
uses the adversary ACT-STAT to obtain a value x ∈ Zq such that gx mod p = h.

The adversary A runs ACT-STAT1, which, taking as inputs the security parameter 1τ

and the maximum number of sessions `, outputs the indexes i and j such that 1 ≤ j <
i ≤ `. Afterwards, A first chooses at random a value rt ∈ Zq for each t = 1, . . . , i −
1 and each t = i + 1, . . . , ` and then sets pub to be equal to the tuple (h1, . . . , h`) =
(gr1 mod p, . . . , gri−1 mod p, h, gri+1 mod p, . . . , gr` mod p) and histi−1 to be equal to the
tuple (r1, . . . , ri−1). On inputting 1τ , pub, i, j, and histi−1, ACT-STAT2 eventually outputs
the tuple (a′j, . . . , a′i) of forgeries and the adversary A outputs a′i. Since ACT-STAT is able to
break the OM-UEA scheme generated by the DLP-EAC, then Ver(1τ , i, a′i, pub, histi−1) = 1.
Thus, it also holds that ga′i mod p = h, i.e., the adversary A is able to compute the discrete
logarithm of h with respect to g.

It is easy to see that the view of adversary ACT-STAT, when executed as a subrou-
tine by A, is the same as in the impersonation experiment ImpACT-STAT,Π(1τ). As the
advantage of adversary ACT-STAT in the impersonation experiment ImpACT-STAT,Π(1τ) is
non-negligible, it can be concluded that the advantage of A in the discrete-logarithm
experiment DLogA,G(1

τ) is non-negligible.

Performance Analysis

In this section, we analyze the DLP-EAC with respect to memory and computational
requirements.

It is easy to see that the private information for the prover consists of ` · log q bits,
since priv contains ` values which are randomly chosen in Zq. In order to decrease the size
of the private key in the DLP-EAC, we could use the same idea behind the LiS1 scheme:
we chose at random an initial value r0 in Zq and then compute all values r1, . . . , r` by using
a universal hash function UHF with a random key k, i.e., ri = UHF (k, ri−1) for 1 ≤ i ≤ `.
With such a modification, the signer is only required to store the initial value r0, along
with the key k for the universal hash function. In particular, if we instantiate the universal
hash function with the multiply modular scheme in [27], the size of the private key for
the signer is equal to 3 · log q bits, since the key k consists of two values k0 and k1 chosen
in Zq. Moreover, to compute each ri = UHF (k, ri−1), where ri = k0 · ri−1 + k1(modq)
for 1 ≤ i ≤ `, the prover only needs to perform one modular addition and one modular
multiplication. As regards as the public information, its size equals ` · log p bits, since pub
contains ` values in Z∗p. As performed in the LiS1 scheme, we could use a Bloom filter [28]
to efficiently represent the set of values in the public key, in order to reduce its size. In
particular, if we use the Bloom filter construction proposed by Pagh et al. [29] to represent
the set of ` values gri mod p, for i = 1, . . . , `, the size of the public key reduces to 1.44ε` bits,
where ε denotes the probability that a false positive occurs while testing the membership
of an element to the Bloom filter.

5. Conclusions

In this paper, we have discussed OM-UEA schemes where the prover and verifier do
not have any pre-shared secret, such as a password. In particular, we have shown that
OM-UEA schemes can be implemented using digital signatures and that a weak form of
unforgeability is sufficient to achieve security against active adversaries.

The efficiency of our construction is based on the fact that each authentication session
requires only one message to be sent from the prover to the verifier; moreover, when
the digital signature scheme is appropriately chosen, our construction provides a low
computational effort for the prover and thus can be used to support continuous entity
authentication of IoT devices. Indeed, in the proposed construction, the prover only
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needs to perform two modular multiplications and three modular additions for each
authentication message.

Afterwards, we have considered the problem of further reducing the computational
complexity for the prover. In particular, we have proposed a different construction for
OM-UEA schemes, whose security relies on the hardness of the discrete-logarithm problem.
In such a construction, the prover only needs to perform one modular multiplication and
one modular addition for each authentication message.
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